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Foreword 

At the current stage of development and implementation of information technology in 
various areas of human activity, decisive changes are taking place, as there are powerful 
technical resources for the accumulation and processing of large amounts of information. 
However, the application of known methods and tools to process such arrays of information 
does not meet the expectations of developers, leads to overuse of resources, loss of significant 
information and conflicts between customer expectations and results. 

At the same time, such areas of intellectualization of information and data processing 
as Machine Learning, Cognitive Computing, Big Data Processing, Deep Learning, Semantic 
WEB Concept, etc. are rapidly developed, which allow solving new classes of problems 
based on available information resources [1-14]. 

All of the above are prerequisites for the transition to a new qualitative level of 
information processing, and, accordingly, for the development of a methodology for creating 
and implementing new-generation information technologies. 

However, the specifics and features of the subject areas for which information 
technology is developed, significantly affect the content and methods of information 
processing, so the expectation of universal approaches to creating effective information 
technology for different industries today is premature. An approach based on the study of the 
characteristics and features of subject areas and the development of new information 
technologies specifically for specific domains remains justified. 

The field of software engineering needs special attention in the direction of 
development and implementation of effective information technologies, in particular, to 
solve the problem of software quality assurance. Developing high-quality software is a key 
factor in its effective use and one of the main needs of customers. The need for quality 
assurance is based on the fact that software errors and failures lead to disasters that lead to 
human casualties, environmental cataclysms, significant time losses and financial losses. 

Statistics show that today there are problems in the field of software quality assurance 
[15-28] – large projects are still carried out behind schedule or in excess of cost estimates, 
developed software often does not have the necessary functionality, its performance is low, 
and the quality does not suit consumers. Today, the world spends more than $ 250 billion 
annually on the development of approximately 175 thousand software projects. The average 
cost of the project for a large company is 2.322 million USD, for a medium company – 1.313 
million USD, and for a small company – 434 thousand USD [20, 21]. At the same time, a 
significant number of software projects are unsuccessful (with overuse of time, money, 
insufficient functionality or those that are cancelled until completion and are never used). On 
average, only 16-29% of program projects are implemented within the planned time and 
budget (for large companies – 9-16% of projects); projects implemented by the largest 
American companies have only about 42% of the required capabilities and functions [20, 21] 
– Fig. F.1 [26]. 
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Fig. F.1. Comparative statistics on the success of software projects in 1992 and 2017, according to 

The Standish Group International [26] 

A significant number of errors are made in the software at the stage of formation and 
formulation of requirements [15, 27] – according to statistics, 56% of all defects of software 
projects are introduced at the stage of formation and formulation of requirements; about 50% 
of defects in requirements are the result of poorly written, unclear, ambiguous or incorrect 
requirements; the other 50% are due to incomplete specifications (incomplete and omitted 
requirements) [29]. The vast majority of software-related accidents are caused by erroneous 
requirements rather than coding errors. The earlier the defect is detected (error, violation, 
defect, malfunction), the cheaper it will be to correct it. According to statistics, the cost of 
correcting defects and software errors made in the early stages of the life cycle increases 
exponentially with each subsequent stage of the project life cycle (Fig. F.2) [29]. The cost of 
correcting incorrect requirements in the specification, which are identified after the release 
of the product, is almost 100 times higher than the cost of correcting the shortcomings of the 
specification, which were identified at earlier stages, for example, at the stage of formation 
and formulation of requirements [30]. The risks of the insufficiently worked-out stage of 
formation and formulation of requirements are non-compliance with project deadlines and 
financial overspending, which can lead to the closure of the project, and even the collapse of 
the software company due to its financial instability. 
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Fig. F.2. Comparison of system cost factors [29] 

Thus, the critical impact on software projects and the success of their implementation 
are issues related to the analysis and evaluation of the initial stages of the life cycle. Today, 
when the number of high-budget software projects is growing rapidly, analysis of the 
specification of software requirements is actual. The possibility of automated assessment of 
the initial stages of the software life cycle, in particular, identifying and eliminating 
shortcomings of the initial stages of the software life cycle and the facts of the insufficiency 
of information, which is relevant to them, is actual too (moreover special attention needs to 
be paid to information about the non-functional characteristics of the software). 

In the process of formulating requirements, information losses occur due to 
incomplete and different understanding of information needs and context – especially such 
losses are significant for software projects developed at the intersection of subject areas (e.g., 
software for medicine), when as standards for software development, and standards of the 
subject area should be considered. Such a number of standards is difficult to implement, and 
even more difficult to assess the extent to which the recommendations of these standards 
have been taken into account. 

The software development life cycle begins with the formation of a set of 
requirements and software requirements specification (SRS) based on them. Software 
projects, the specification of the requirements of which contains insufficient, inaccurate, 
incomplete and contradictory information, cannot be successfully implemented [27]. 

Therefore, to ensure the quality of the software, it is necessary to study the 
requirements for the software, in order to identify and eliminate problems and shortcomings 
in the initial stages of the software life cycle and to identify the facts of insufficiency of 
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information related to them. In the course of such a study, it is necessary to assess how fully 
the software requirements specifications reflect information on the functions and limitations 
of future software. Particular attention needs to be paid to functions that characterize non-
functional characteristics (for example, software quality characteristics). 

Today, two key approaches to software quality assessment are: the SQuaRE model 
(ISO 25010:2011 standard) and based on the results of the metric analysis. Software quality 
assessment according to ISO 25010:2011 [31] is performed as follows: based on the quality 
attributes specified in ISO 25023:2016 [32], sub-characteristics and characteristics of quality 
are evaluated, which, in turn, provide a comprehensive assessment of software quality. 
Quality assessment on the basis of metric information processing is as follows: on the basis 
of indicators, the values of quality metrics are calculated, which, in turn, make it possible to 
calculate a comprehensive assessment of software quality. 

Then the quality information in the software requirements specification consists of the 
attributes and quality indicators defined in the specification. 

Sufficiency of information on quality in the specification of software requirements will 
be understood as the presence in the specification of all information elements (attributes and 
indicators), which is necessary to determine the quality. 

Currently, the evaluation of attributes/indicators to determine the quality of the 
software is only at the stage of quality evaluation for the finished program code [33-35]. But 
all the necessary attributes/indicators of quality are laid down in the specification of software 
requirements, i.e. already on the basis of the specification of requirements, it is possible to 
assess the sufficiency of information for further determination and achievement of software 
quality [36-40]. 

If some attributes and/or metrics are missing, then the information in the requirements 
specification is insufficiency to determine the quality of the software. To eliminate the lack 
of information in the specification of software requirements, it is necessary to generate 
repeated requests for requirements to the developers of specifications. On the basis of such a 
request, the developers of the specifications must make the necessary additions to the 
requirements that regulate the quality characteristics.  

It was found that quality information is convenient to present in the form of ontologies 
that allow to display causal relationships between concepts, integrate data, knowledge and 
requirements for software quality, as well as to identify missing attributes and/or indicators 
in the specification [41-47]. 

The analysis of known models, methods and tools showed that they do not solve the 
problem of assessing the sufficiency of quality information in the specifications of software 
requirements. All of them belong to different methodological approaches and are not 
integrated with each other, i.e. there is currently no methodology and information technology 
to improve the quality of software by assessing the sufficiency of information in the early 
stages of the life cycle. 

The need to ensure the quality of software, the presence of information losses in the 
formation and formulation of software requirements, the need to identify and eliminate 
insufficiency of information at the initial stages of the software life cycle creates an urgent 
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scientific and applied problem, one way to solve which is to develop intelligent information 
technology for improving the quality of software by assessing the sufficiency of information 
in the early stages of the life cycle, which will provide the ability to identify lack of quality 
information in the specifications of the requirements in the early stages of the software life 
cycle and the ability to generate requests to supplement requirements by such information, 
which together will allow to assess the current situation and provide the appropriate level of 
quality at later stages of the software life cycle. 

The monograph is devoted to solving the current scientific and applied problem of 
improving the quality of software in the early stages of the life cycle by assessing the 
sufficiency of information on quality in the specifications of software requirements. 
Developed intelligent information-analytical technologies for improving the quality of 
software by assessing the sufficiency of information in the early stages of the life cycle: will 
increase the level of sufficiency of information of requirements for determining the quality 
of software, thereby reducing the gap in knowledge about software projects; will provide a 
conclusion on the sufficiency of information on quality in the specification of requirements; 
will determine the priority of supplementing the specification with the necessary information 
(in case of insufficient information); will provide a quantitative assessment of the level of 
sufficiency of the quality information, which is available in the specification; will provide 
the opportunity to process quality information in the software requirements specifications by 
intelligent agents, without the participation of specialists, which will eliminate the subjective 
influence of specialists and the safety of this information in the software company in case of 
dismissal of specialists. The developed information-analytical technologies will 
automatically process the existing knowledge (quality requirements from the specification) 
and will form new knowledge (conclusions about the sufficiency of information, about the 
level of information sufficiency, recommendations for improving the sufficiency of 
information in the specification requirements). Developed intelligent information-analytical 
technologies will increase the sufficiency of information on quality in the specifications of 
software requirements to 100% – if it's necessary (for critical application systems) or at the 
request of the customer. 

In general, the monograph is devoted to solving the current scientific and applied 
problem of improving the software quality in the early stages of the life cycle by assessing 
the sufficiency of information on quality in the specifications of software requirements. The 
developed intelligent information-analytical technologies automatically process the existing 
knowledge (quality requirements from the specification) and generate new knowledge 
(conclusions about the sufficiency of information, the level of information sufficiency, 
recommendations for improving the sufficiency of information in the specification 
requirements). The developed intelligent information-analytical technologies allow 
increasing the sufficiency of information on quality in the specifications of software 
requirements up to 100% – if it's necessary (for systems of critical application) or at the 
request of the customer. 

The researches presented in the monograph were carried out within the framework of 
the state budget research of Khmelnytskyi National University "Agent-oriented system for 
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improving the security and quality of computer systems' software" (state registration number 
0119U100662) and project of the Slovak Research and Development Agency “New methods 
development for reliability analysis of complex system” (reg. no. APVV-18-0027). 

The monograph is intended for researchers and engineers involved in software design 
and development, as well as for lecturers, PhD students and students of higher education 
institutions. 

The authors will be grateful for the feedback on the monograph and wishes for the 
development of further research. 

Team of authors 



Chapter 1. State of the Art 

 Analysis of the Impact of Information in the 
Specification of Requirements on Software Quality 
Almost all areas of human activity today are related to computer systems based on 

software. Software development is a knowledge-intensive activity that requires a detailed 
study of the subject area and a full understanding of the goals of the product being developed. 

A key factor in ensuring the effective use of software and one of the main 
requirements of users and stakeholders to modern software is to achieve high values of its 
quality. Software quality is a key factor for its successful implementation and operation. The 
need to ensure the quality of software stems from the fact that software errors and failures 
lead to disasters, which lead to human casualties, environmental cataclysms, significant time 
losses and financial losses. 

According to the standards ISO 25010 [31], ISO 25030 [48], SWEBOK [49], we will 
consider the quality of the software as the ability of software to meet the stated and 
anticipated needs when using it under certain conditions. The definition of quality in ISO 
9000 [50] and ISO 9001 [51] concerns the satisfaction of requirements, i.e. quality in [50, 
51] is considered as a characteristic of the software that reflects the degree of its compliance 
with the requirements. Determining quality from standards [50, 51] does not take into account 
the fact that requirements may not fully reflect customer needs, then meeting the 
requirements will not mean meeting customer needs, so such software cannot be considered 
quality (in fact, this is only formal quality satisfaction). 

The chaotic period of software development, when much attention was paid to the 
program code, rather than its quality, began to recede. In recent years, the software industry 
has reached a level of development at which software quality assurance requirements have 
become a mandatory part of software development agreements, as software quality is its most 
important characteristic from the point of view of stakeholders [52]. 

In the field of software quality assurance, there are still problems that were noticeable 
more than 50 years ago – large projects are executed behind schedule or in excess of cost 
estimates, the developed product does not have the necessary functionality, its performance 
is often low, software quality does not suit consumers [15-30]. Analytical research and 
software reviews conducted over the past few years by leading foreign analysts to confirm 
these not-so-encouraging results. Thus, with a number of methods and tools, the involvement 
of the best specialists to develop technologies and standards for quality assurance of software, 
the quality of software still depends on the knowledge and experience of developers [53-58]. 

Analysis of statistics of success of software projects for 1994-2019, according to The 
Standish Group International (Chaos reports) [17-26], is presented in Fig.1.1. Successful are 
projects that were implemented on time, within the budget, with the necessary capabilities 
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and functions. Projects that were overdue, overspent or did not have the necessary capabilities 
and functions are challenged. Projects that have been cancelled before completion or have 
been delivered but are never used are failed. 

 
Fig. 1.1. Statistics of success of software projects in 1994-2019 

Analysis of data of Fig. 1.1 made it possible to see that the number of challenged 
projects is quite constant and in recent years is about 50% of software projects.  

To date, software projects success rates are as follows – Fig. 1.2 [24]. 
As can be seen from Fig. 1.2, Agile-projects are more successful than Waterfall-

projects, but Agile-methodology is not suitable for all types of software projects (for 
example, only Waterfall-methodology is acceptable for critical application software). In 
addition, among both Agile-projects and Waterfall-projects, half (1/2) of all projects are 
challenged, i.e. they usually have development delays, budget overruns or lack the necessary 
features. 

 
Fig. 1.2. Software projects success rates in 2019 [24] 
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Research of The Standish Group International shows that 31.1% of software projects 
will be cancelled until they are completed, and 52.7% of projects will cost 189% of their 
initial estimates. But such overspending is just the tip of the iceberg. Alternative costs cannot 
always be measured, but they can reach trillions of dollars. For example, the lack of reliable 
baggage handling software at Denver Airport costs the city $ 1.1 million per day [18-21]. 

On average, only 16-29% of software projects are implemented within the planned 
time and budget (for large companies, this is only 9-16% of projects). In addition, projects 
implemented by the largest American companies have only about 42% of the required 
capabilities and functions (for small companies, 78.4% of software projects have at least 
74.2% of the initial capabilities and functions) [18-21] – Fig. 1.3. 

 
Fig. 1.3. Project Performance Averages of Champions (organizations with 80% or more of projects 
being completed on time and on budget, and meeting original goals and business intent, and having 
high benefits realization maturity) versus Underperformers (organizations with 60% or fewer of 
projects being completed on time and on budget, and meeting original goals and business intent, and 
having low benefits realization maturity) [22] 

Fig. 1.4. The performance of different types of IT projects varies significantly [59] 

Research of McKinsey & Company [9] in collaboration with the University of Oxford 
also found that half of the large software projects with a total budget of more than $ 15 million 
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significantly exceeded planned costs, in particular, the average excess of project costs is 66%, 
average excess of project implementation time is 33%, and the average number of profit 
losses is 17% (Fig. 1.4, 1.5 [59]). 

 
Fig. 1.5. IT executives identify 4 groups of issues that cause most project failures [59] 

In general, the nature of software has changed significantly in recent years. The 
emphasis has shifted from the production of autonomous software products to the production 
of a software system as a broad system of systems, integrated from a large number of 
components (subsystems) with interfaces between them [60, 61]. As software becomes more 
complex and large, the development of a software system will play an increasingly important 
role in the activities of the developer [56, 62]. 

One of the most important reasons for the unsatisfactory quality of large software 
projects, researchers at The Standish Group International call the increase in the number of 
components (subsystems) and interfaces between them, as well as the uncontrolled 
complexity of the software system [19-21]. Studies of The Standish Group International 
(CHAOS reports) [19-21] show that the success statistics of small and large software projects 
are significantly different (Fig. 1.6). 

The analysis of Fig.1.6 provides to conclude that among small projects 62% are 
successful while among large projects only 6% are successful, and among grand projects only 
2% are successful, i.e. small projects in dozens of times are more successful than large 
projects. This conclusion is confirmed by project statistics based on the use of functional 
points as the main units of software size [16, 34] – Fig.1.7. 
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Fig. 1.6. Statistics of success of small, moderate, medium, large and grand software projects in 

2011-2015 [19] 

 
Fig. 1.7. Success statistics of software projects with 10, 100, 1000, 10000, 100000 function points 

A significant number of errors are made in the software at the stage of requirements 
collection [22, 63-66]. Errors of the formation and formulation of requirements and design 
of the architecture account for 25-55% of all errors, and the greater the amount of software, 
the more errors are made in the early stages [15]. Statistics show that inaccurate requirements 
gathering is one the primary causes of software failures (рис. 1.8) [22, 65]. Ideally, all 
problems encountered during the requirements phase should be resolved before the design 
starts. The late discovery of requirements errors is the most expensive to correct [67]. 
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Fig. 1.8. The primary causes of software failures [22] 

Software project success factors are represented on Fig. 1.9 [25]. Obviously that clear 
requirements has 13% of weight in project success factors. 

 
Fig. 1.9. Software project success factors for 2020 [25] 

The prime cause of the software failures and crashes is poor design documentation, 
especially at the system level [30, 68] – Fig. 1.10. Poor documentation causes many errors 
and reduces efficiency in every phase of a software product’s development and use, leads to 
the failure or challenges of the software project [23]. 
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Fig. 1.10. Percentage of documentation of knowledge at different stages of  software systems 

development 

Papers [27, 69] confirms the fact that the causes of almost all software incidents and 
disasters lie in the specification of software requirements. The vast majority of software-
related accidents are caused by erroneous requirements rather than coding errors. Paper [69] 
describes the results of an experiment conducted to confirm or reject the hypothesis that 
software failures and errors written by different developers according to the same 
specification are statistically independent. During the experiment, several independent 
development teams wrote their own version of the software according to one specification. 
As a result of this experiment, it was found that versions of software written by different 
developers on the same requirements contained a number of common errors related to errors 
or inaccuracies in the requirements (specifications). 

It is desirable to identify and eliminate defects in the requirements before they begin 
to affect later stages of development. Early stages of the life cycle affect the quality of 
software more than late stages, so the time spent on quality control in the early stages provides 
an opportunity to reduce defects, reduce development time and reduce costs at later stages 
[55]. 

The earlier the defect (error, violation,  malfunction) is detected, the cheaper it will be 
to correct it. As shown in Figure 1.11, the cost of correcting defects detected after the release 
of the product, almost 100 times higher than the cost of correction, if the shortcomings were 
identified in the process of forming and formulating requirements [30]. 
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Fig. 1.11. The cost of correcting defects increases dramatically through the development process [30] 

If you consider alternative design options and analyze the impact of errors in the 
requirements before the creation of the system as such, it will provide significant savings on 
error correction (Fig. 1.12). And if the study of costs usually takes hours or even days, then, 
in this case, will go for minutes [30]. 

 
Fig. 1.12. The time spent on error correction during the software life cycle [30] 
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As the interval between the time of introduction and detection of the defect increases, 
the cost of its correction increases sharply. The longer the error persists in the software 
development chain, the more it penetrates other parts of the software, the more damage it 
causes in the following stages, and the more money will have to be spent on its elimination. 

Dozens of companies have found that a policy of early correction of defects can reduce 
several times the financial and time costs of software development, which is a strong 
argument in favour of the earliest possible detection and elimination of defects. Studies of 50 
NASA Software Design Laboratory projects have shown that increased attention to early 
quality control can significantly reduce the level of errors, but does not increase the overall 
cost of development [15]. 

In the process of formulating and formulating requirements, information losses may 
occur due to incomplete and different understanding of information needs and context – 
especially such losses are significant for software projects that are developed at the 
intersection of subject areas when it's necessary to consider standards for software 
development and standards for subject areas, for which software is being developed. Such a 
number of standards is difficult to implement, and even more difficult to assess the extent to 
which the recommendations of these standards have been taken into account. 

The result of software production as a system of systems with a large number of 
components with interfaces between them is the fact that incidents and accidents related to 
software today contain a new type of accident caused by component interactions: each 
component does not contain errors (meets needs of the customer), but incorrect interactions 
between components lead to problems. Component interaction accidents are the causes of 
major accidents due to the increasing complexity of software systems, which leads to the 
impossibility of predicting all possible consequences of interactions between components 
[27, 69]. 

Simple improving the quality and reliability of individual components of software 
systems cannot prevent such accidents, because they are not caused by the failure of 
individual components. The high quality and reliability of the components do not prevent 
such accidents. These problems are exacerbated by the fact that reliability and safety 
engineering methods such as FTA and FMEA, which were developed to detect component 
failures, cannot be used effectively to prevent component interaction failures. The problem 
faced by engineers is that they do not have other, more suitable, tools to determine the system 
properties of the software, as well as to predict interaction accidents [27, 69]. 

The quality of software may be low due to the fact that insufficient attention is paid 
to the issue of attitude to the information of the subject area at different stages of the software 
life cycle, its sufficiency, reliability, refinement. Some information is analyzed too 
meticulously, and some are not taken into account at all. Information of the subject area with 
low probability is often rejected, and sometimes its probability is not estimated at all. New 
information can come at different stages of the life cycle – both at the stages of formation 
and formulation of requirements and design of architecture, and at the stages of 
implementation and operation, but it is often neglected. Such neglect of subject area 



Intelligent Information-Analytical Technologies for Improving the Software Quality 

20 

information at all stages of the life cycle is one of the critical problems in software 
development [70-72, 56, 62]. 

Fig. 1.13 shows a situation characterized by the prematurity of design decisions and 
their documentation to understand the design, emergent properties and their impact on the 
functional characteristics of the product. This area is called the "knowledge gap", the 
presence of which is a practical result and the root cause of many engineering failures [73]. 

Fig. 1.13. Knowledge Gap [73] 

The fact that the information of the subject area is partially ignored at different stages 
of the software life cycle indicates that the size of the knowledge gap is not constant for the 
software project – in the life cycle, it can increase and decrease as new information appears. 

For software engineering, the point of view on the knowledge gap presented in 
Fig.1.13 does not quite correspond to reality. Partial consideration of subject area information 
in software quality assessment models and its impact on the finished product leads to an 
increase in the size of the knowledge gap in the life cycle, which can cause failures and other 
software problems. 
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Given the above, all available knowledge and information about the software system 
will be presented in the form of a diagram, which has a sector that shows the amount of 
insufficient (unknown) information (knowledge gap) – Fig. 1.14. 

 
Fig. 1.14. Field of knowledge about software system with the sector of unknown (or unconsidered) 

information 

This sector consists of unconsidered information of the subject area (including 
information missing in the specification of software requirements). In the process of working 
on a software project, it is important to assess the share of information uncertainty of the 
project. The size of the sector with unknown information has not been determined, as it is 
unclear which and how much information remains unknown. The sector with unknown 
information should be narrowed – by taking better account of the information of the subject 
area, starting from the early stages of the life cycle. The smaller the sector of unknown 
information, the better and more quality the software system and the more secure it will be. 
Therefore, the approach to reducing the share of unknown information about the software 
system is actual. This can be achieved by more fully taking into account (reducing losses) 
information of the subject area when evaluating the information on the quality of software. 

From the definition of software quality as the degree of user satisfaction or the degree 
of conformity of software to customer needs, it follows that if the project objectives set in the 
early stages of the life cycle do not meet user needs, the software cannot be high-quality, 
even if modern technologies and the most qualified developers were involved. Therefore, the 
quality and success of the software project significantly depend on the specification of 
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requirements, as well as on the sufficiency of the information available in requirements (as 
the presence of all information elements (data), which are necessary to determine the quality 
of the software). Such experimental evidence directly leads to the need to deepen the analysis 
of the specification [55, 57, 58]. 

Definition 1.1. Sufficiency of information on quality in the specification of software 
requirements is the presence in the specification of all information elements, which necessary 
to determine the software quality [74-76]. 

Assessing the sufficiency of software requirements specification's information 
provides the ability to choose a software project from the standpoint of its projected quality, 
increases the efficiency of project management due to the validity of decisions, reduces the 
time for their development and adoption, and reduces the cost of collecting and processing 
information. Insufficient information of the software requirements reduces the effectiveness 
and veracity of software quality assessment. 

The software requirements determine the required software quality characteristics, as 
well as influence the methods of quantitative evaluation and the acceptance criteria 
formulated for the evaluation of these characteristics. Therefore, all the necessary 
information on quality is already contained in the specification of software requirements, i.e. 
on the basis of the specification of software requirements, it is possible to assess the 
sufficiency of information for further determination of software quality. If some quality 
information elements are missing, the requirements specification does not have enough 
information to determine the quality of the software, and developers must make the necessary 
additions to the specification. 

Thus, as shown by the analysis of the impact of requirements' information on software 
quality, the quality factors of modern software systems are less dependent on the writing of 
software code, but significantly depend on the formation and formulation of requirements 
and architecture design. Defects introduced at the stages of formulating and formulating 
requirements and designing the architecture should be identified and eliminated before they 
begin to affect the results of later stages of the life cycle. The quality and success of the 
software project significantly depend on the specification of software requirements. 

Under such conditions, the analysis of the specification of software requirements, the 
ability to "cut off" software projects with incomplete (with insufficient information) 
specification is actual and very important. Sufficiency of information is one of the most 
important aspects of software quality assessment. 

 Review of Information Technologies, Tools for 
Software Requirements Analysis and for Assessing 
the Sufficiency of SRS Information 
Today the following approaches for assessing the sufficiency of information of 

requirements to the software are known – Table 1.1 [77]. 
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The review of the known information technologies and tools for analyzing the 
software requirements is given in Table 1.2 [77]. 

Tab. 1.1. The review of approaches to assessing the sufficiency of information of requirements to 
software [77] 

The approach Limitations of the approach 
Model for validation of sufficiency of 

safety requirements, focusing on 
sufficiency of hazard identification, 
hazard analysis, and software safety 
requirements  traceability [78, 79]: 
several different metrics have been 
introduced, in particular, Percent 

Software Safety Requirements – as the 
ratio of the number of software safety 
requirements to the total number of 
software requirements; the authors 

suggest comparing this metric with a 
similar metric for implemented 

software, on the basis of this comparing 
the conclusion about the sufficiency of 
software safety requirements is made 

On the basis of the proposed metric, 
only the sufficiency of the number of 

safety requirements can be assessed, but 
not the sufficiency of their information; 

the impossibility of interpretation by 
comparing the proposed metric for 

fundamentally new software; there is no 
tool for automatically identifying and 
calculating the safety requirements in 

the software requirements specification 

Evaluation of testing sufficiency as the 
achievement of the test coverage levels 
recommended or mandated by safety 

standards and industry guidelines [80] 

The approach is aimed only at 
verification of software and 

requirements, but not at the validation of 
the developed software and customer 

needs; the approach uses the SRS solely 
as an input for the developed tool, but 
doesn't check the requirements of the 

specification for their sufficiency 
 

 
Tab. 1.2. The review of approaches to assessing the sufficiency of information of requirements to 

software [77] 

Information technology (IT) or tool Limitations of the IT or tool 
CORE: enables the user to extract the 

requirements from the source 
documenta-tion and then analyzes them 

for completeness, consistency and 
testability [81] 

Checks the completeness of the 
requirements with respect to business 
requirements, but doesn't provide to 

check business requirements for their 
completeness 
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Visure – checker of requirements quality 
using natural language processing and 

semantic analysis [82] 

Doesn't provide validation of 
compliance with the requirements of the 

requirements to the needs of the 
customer 

Accompa: provides automatic 
requirements gathering; automatically 
detects & track dependencies between 

requirements [82] 

Commercial tool – costs at just 
$199/month with no installation and 
maintenance [83]; doesn't check if all 

needs of the user have been reflected in 
the requirements 

Innoslate: analyzes requirements using 
natural language processing technology 

[82] 

Commercial tool – Innoslate Cloud is 
priced at $49/user/month and Innoslate 

Enterprise – $199/user/month [83]; 
doesn't provide quantitative assessments 

of the properties of requirements 
information 

ReqView: organizes requirements into a 
tree hierarchy, uses rich text format for 

requirements  description [82] 

Doesn't verify and validate the 
requirements of the specifications for 

the needs of the customers 

Modern Requirements4TFS: runs 
traceability analyses to ensure quality 

and find gaps or dependencies in 
requirements [82] 

Doesn't identify the needs of the user 
that were not reflected in the 
requirements; doesn't provide 

visualization of the found gaps in the 
requirements 

Natural language processing (NLP) 
Requirements Analysis Tools (for 
example, QVscribe): automate and 

significantly speed the searching the 
possible errors in natural language 

requirements [29] 

Doesn't reveal information losses in the 
formation of requirements 

Requirements Analysis Tool: uses of 
user-defined glossaries to extract 

structured content;  Semantic Web 
technologies are leveraged for deeper 

semantic analysis of the extracted 
structured content to find various kinds 
of problems in requirements documents 

[84] 

Limitation of the glossary on which the 
tool is based 
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QARCC (Quality Attribute Risk and 
Conflict Consultant):  is the tool for 

supporting conflict identification and 
requirements negotiation; it is a 

knowledge-based tool used to identify 
and analyze the conflicts in early 

development cycle [85] 

Doesn't check the sufficiency of SRS 
requirements (in particular, non-

functional requirements) 

Requirements Assistant: identifies the 
missing requirements and inconsistency 
in requirements; detect the lack of some 
type of non-functional requirement such 

as reliability, security, safety  [86] 

Commercial tool; doesn't provide 
quantitative assessments (metrics) about 

missing non-functional requirements 

QuARS Requirements Analysis Tool: 
provides screening of the requirements 

on consistency, completeness; identifies 
37% of requirements defects  [85, 87] 

Commercial tool 

DESIRe: ensures that the rules of 
completeness, non-ambiguity and 

comprehensibility are respected [88] 
Commercial tool 

RQV Tool (Requirement Quality 
Verification Tool) [88]: a semi-

automatic verification tool based on a 
comprehensive quality model 

Provides assessments of the quality of 
requirements information, but not its 

completeness or sufficiency 

  
The review of known approaches for assessing the sufficiency of information of 

requirements, and information technologies and tools for the SRS analysis has shown, that 
there are a number of effective solutions, but they all don’t solve the problem of assessing 
the sufficiency of quality information in the specification of software requirements. In 
addition, they belong to different methodological approaches, are designed to different tasks 
and don't integrate one with one. So, there is currently no information technology for 
assessing the sufficiency of information at the initial stages of the software life cycle. 

 Two Approaches to Software Quality Assessment 
Today, two approaches to software quality assessment are key – according to the 

SQuaRE model (ISO 25010:2011 standard [31]) and based on the results of the metric 
analysis. 
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The general approach to software quality assessment according to the SQuaRE model 
(ISO 25010:2011 standard [31]) is to first identify a small set of quality characteristics of the 
highest level of abstraction and then in the direction of "top-down" to divide these 
characteristics into sub-characteristics and sets subordinate attributes. 

According to the standard [31], a characteristic is a set of software properties that are 
used to describe and evaluate its quality. Characteristics are the basis for the formation of 
software requirements. Software quality characteristics can be refined on the basis of 
complex indicators (sub-characteristics), which are based on the ability to meet the stated or 
emerging needs. The software quality sub-characteristic is expressed by weighted arithmetic 
mean, taking into account the values of the attributes that evaluate this sub-characteristic and 
their weighted factors. In turn, an attribute is a physical or abstract property of the software 
that can be measured. 

The quality model created within the standard [31] is determined by 8 general 
characteristics of product quality: Functional Suitability, Performance Efficiency, 
Compatibility, Usability, Reliability, Security, Maintainability, Portability – Fig. 1.15. 

 
Fig. 1.15. Software quality model according to the standard ISO/IEC 25010:2011 

Each software quality characteristic is a function of several sub-characteristics of 
quality (total of 31 sub-characteristics, according to the standard [31]). The lower level of the 
hierarchy is represented by software quality attributes (measures) that are subject to accurate 
description and measurement. Software quality attributes are defined and described in ISO 
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25023:2016 [32]. The analysis of papers [89-92] and the standard [32] made it possible to 
determine the dependence of quality sub-characteristics on 203 attributes (measures). 

The concept of software quality assessment is presented in Fig. 1.16. 

 
Fig. 1.16. The modern concept of software quality assessment by ISO 25010:2011 

To date, the evaluation of software quality characteristics in accordance with ISO 
25010 [31] is as follows. First, the software quality attributes are evaluated – the evaluation 
scale is graduated depending on the possible degrees of compliance of the attribute with the 
imposed restrictions. Software quality sub-characteristics are evaluated on the basis of a set 
of attributes, and software quality characteristics are evaluated on the basis of a set of sub-
characteristics. But the evaluation of software quality attributes is performed subjectively, as 
there are no uniform standards for their evaluation. Interpretation of attribute values is also 
subjective, as there are no standardized "reference" attribute values. Graduation of the rating 
scale is again subjective because it depends on the possible degrees of compliance of the 
attribute with the imposed restrictions, and the degrees of compliance are not standardized 
and are determined by the software organization [15, 16]. 

Therefore, the evaluation of software quality as a function of the main eight 
characteristics is subjective, because the software organization interprets the obtained values 
of attributes as maximum, scales the scale of evaluation of each characteristic, based on its 
own interpretation of attribute values and possible degrees of matching attributes to 
constraints, resulting in maximum values of each characteristic, and accordingly the 
maximum value of software quality. In fact, there is only a formal satisfaction of the quality 
of the software due to incomplete coverage of the standards of standardization objects, as 
well as due to the choice by the developer of favourable standards and adaptation of these 
standards to their needs. 

The main idea of the SQuaRE model [31] is that the evaluation of software quality, as 
well as its characteristics and sub-characteristics, should be carried out comprehensively, 
taking into account all these characteristics, sub-characteristics and attributes, respectively. 
But there are no comprehensive methodologies that will allow assessing not only the impact 
of each individual characteristic on the quality of software but also provide an opportunity to 
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assess the availability of all attributes needed to determine all quality sub-characteristics and 
characteristics (sufficiency of information) and to evaluate the interaction of characteristics. 

Analysis of papers [89-92] and standards ISO 25010 [31], ISO 25023 [32] made it 
possible to conclude that there are attributes on which depend more than one sub-
characteristic and characteristics of software quality, i.e. there is a correlation of sub-
characteristics and characteristics by certain attributes (according to the standard [32] sub-
characteristics of quality depend on 203 attributes, but only on 138 different attributes). Fig. 
1.17 shows an example of the correlation of sub-characteristics and quality characteristics of 
software by the attribute "Operation Time" [93, 94]. 

 
Fig. 1.17. Correlation of software quality sub-characteristics and characteristics by measure 

“Operation Time” 

Fig. 1.17 shows that, for example, 17 (out of 31) sub-characteristics of software 
quality and, accordingly, all 8 characteristics of software quality depends on the attribute 
"Operation Time". 

When evaluating the quality of software, to eliminate the problem of subjective 
evaluation and formal quality satisfaction, it is necessary to take into account both the 
possibility of calculation and the degree of expression of characteristics, sub-characteristics 
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and quality attributes, and their significance. The existence of relationships (correlations) 
between the characteristics and sub-characteristics of the attributes, shown in Fig.1.17 on the 
example of the attribute "Operating time", affects the significance and weight of the attributes 
of software quality [93-95]. If the attributes that are part of several sub-characteristics and 
(or) quality characteristics are defined inaccurately or absent (there is an insufficiency of 
information), the simultaneous use of these attributes will significantly affect the veracity of 
the obtained software quality estimates. In such a situation, it is important to mitigate the 
effect of cross-correlation of such characteristics and sub-characteristics when using them in 
the quality model. This mitigation is accomplished by identifying joint attributes, ensuring 
their presence, increasing the accuracy of their values, or, if possible, limiting the 
simultaneous use of sets of sub-characteristics that contain the same attributes. 

Interactions of sub-characteristics of quality on joint attributes are presented in Fig. 
1.18. The identified interactions (by joint attributes) of quality characteristics are presented 
in Fig. 1.19.  

 
Fig. 1.18. Interactions (by joint attributes) of software quality sub-characteristics (within quality 

characteristics) 
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Fig. 1.19. Interactions of software quality characteristics 

In [93, 94] a method for estimating the weights of software quality attributes was 
developed. Using the developed method, the evaluation of the weight coefficients of the 
software quality attributes was performed. Attribute weights used to calculate more than one 
sub-characteristic are calculated according to the developed method and are presented in 
Table 1.3.  

Since all other attributes are used in the calculation of only one sub-characteristic of 
quality, the weights of the other attributes are equal to 1/138. The numerator of the weighting 
factor of each quality attribute indicates the number of software quality sub-characteristics 
that depend on this attribute. 
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Tab. 1.3. Weights of joint measures [93] 

Measure Weight Measure Weight 

Number of 
Functions 11/138 

Functional 
Implementation 

Coverage 
2/138 

Functional 
Implementation 
Completeness 

2/138 Operation Time 17/138 

Functional 
Sufficiency 2/138 Precision 2/138 

Number of Data 
Items 8/138 Number of Tasks 2/138 

Number of 
Failures 6/138 Number of IO-

Related Errors 2/138 

Number of Test 
Cases 5/138 

Number of 
Instances of Data 

Corruption 
2/138 

Number of 
Breakdowns 2/138 Number of Access 

Types 2/138 

Number of Faults 3/138 Access 
Controllability 2/138 

Number of 
Resolved Failures 4/138 

Number of 
Controllability 
Requirements 

2/138 

Number of Illegal 
Operations 3/138 Number of 

Evaluations 2/138 

Number of User 
Errors or Changes 2/138 Mean Amount of 

Throughput 2/138 

Number of 
Interface Elements 2/138 Error Time 2/138 

  
The second approach to software quality assessment is a quality assessment based on 

the results of the metric analysis. The modern software industry has accumulated a large 
number of metrics that evaluate individual production and operational properties of software. 

According to ISO 24765 [96], a metric is defined as a measure of the degree of 
ownership of a property that has a numerical value. In general, a software metric is a measure 
that assigns a numerical value to a software property as weighted arithmetic mean, taking 
into account the values of the indicators that evaluate this metric and their weights. 
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As a result of the analysis of complexity and quality metrics in terms of the possibility 
of their application in the early stages of the software life cycle to obtain an accurate or 
predicted value, a number of metrics were identified that can be used at the design stage – 10 
metrics with accurate values at the design stage and 14 metrics with the predicted values at 
the design stage [97-99]. 

Today, the evaluation of software quality and complexity based on the use of metric 
analysis results is as follows (Fig. 1.20) – based on quality and complexity indicators, metric 
values are calculated, which, in turn, provide a comprehensive assessment of software quality 
and complexity. 

 
Fig. 1.20. The modern concept of assessment of software quality and complexity based on the 

metric analysis 

The analysis of papers [37, 100] made it possible to determine the dependence of 
software quality and complexity metrics on 72 indicators, but only on 42 different indicators. 
Metrics that have the joint indicator(s) are mutually correlated. 

Fig. 1.21 shows an example of the correlation of software quality and complexity 
metrics on the indicator "Quantity Of Modules" [93]. 

 
Fig. 1.21. Correlation of software quality metrics by measure “Quantity Of Modules” 
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Fig.1.21 shows that, for example, 6 (out of 24) metrics of complexity and quality of 
software and, respectively, all 3 (from 4) characteristics of the software (project complexity, 
project quality and predicted software complexity) depend on the indicator "Quantity Of 
Modules". 

If the value of the indicator(s), by which the metrics are correlated, is inaccurate, then, 
respectively, the degree of veracity of all metrics will decrease. If the value of this indicator(s) 
is absent in the specification of software requirements, the possibility of calculating several 
metrics will disappear (for example, the absence of the indicator "Number of modules" leads 
to the impossibility of calculating six metrics). Thus, the inaccuracy of the definition or the 
absence of indicators (that are part of several metrics) in the specification of software 
requirements will significantly reduce the veracity of the obtained estimates of the 
complexity and quality of the software project and software. 

In such a situation, it is important to mitigate the effect of cross-correlation of such 
metrics when using them in models or comprehensive assessments of complexity and quality. 
This mitigation is accomplished by identifying joint indicators, ensuring their availability, 
increasing the accuracy of their values, or, if it's possible, limiting the simultaneous use of 
metric sets that contain the same metrics. 

Using the method of estimating the weight coefficients of software quality attributes 
developed in [93, 94], the estimation of weight coefficients of software quality indicators was 
performed. The weights of the indicators, used to calculate more than one metric, are 
presented in Table 1.4. Since all other indicators are used in the calculation of only one 
metric, the weights of the remaining indicators are 1/42. The numerator of the weight of each 
quality indicator indicates the number of software metrics that depend on this indicator. 

Tab. 1.4. Weights of joint indicators [93] 

Indicator Weight Indicator Weight 
Quantity of 

Modules 6/42 Total Quantity of 
Operators 4/42 

Quantity of 
Preceding 
Modules 

2/42 Total Quantity of 
Operands 2/42 

Quantity of 
Following 
Modules 

2/42 Quantity of 
Unique Operands 2/42 

Quantity of Code 
Lines 12/42 Cost of One Line 3/42 

Project Duration 4/42 Project Type 2/42 
Share of Design 

Stage in Life cycle 2/42   
 



Intelligent Information-Analytical Technologies for Improving the Software Quality 

34 

When assessing the quality of software, for ensuring the appropriate level of 
reliability, it is important to satisfy the presence in the specification of software requirements 
those attributes and indicators that have higher weights. 

 Ontologies and Ontology-Based Intelligent Agents for 
the Software Engineering Industry 
For increasing the veracity of software quality assessment, the knowledge of 

specialists who already have experience in quality assessment and complexity for different 
types of software is of great value. For example, knowledge about the interaction and 
correlation of characteristics and sub-characteristics of quality by attributes, as well as 
metrics of complexity and quality by indicators, is valuable because some of the attributes or 
indicators by which correlation occurs may be omitted altogether, as a result, the accuracy 
and veracity of the obtained estimates may deteriorate, etc. 

Information on software quality assessment according to ISO 25010:2011 (for 
example, relationships of characteristics and sub-characteristics by attributes), as well as on 
determining the quality and complexity of software and software based on the results of 
metric analysis (for example, relationships of metrics by indicators) it is convenient to present 
in the form of ontologies that allow displaying causal relationships between concepts. 

An ontology is a specification of a conceptualization, where conceptualization is a 
description of concepts, as well as all the information that is relevant to the concepts and 
necessary to describe and solve the problems of the subject area. Ontologies are used to 
reflect known knowledge, as well as the acquisition, structuring of knowledge and the 
formation of new knowledge of the subject area. 

Ontologies are formal concepts of specific subject areas. They allow you to 
conceptualize a domain by capturing entities and relationships in the domain. Determining 
the relationships, in which an entity is involved, partially allow to understand its meaning 
(content), as it provides an opportunity to see where the entity is in a relationship with another 
domain. 

Ontology is a collection of concepts which able to model terms of vocabulary into a 
domain knowledge [101]. Ontology provides a better understanding of contextual 
knowledge. From the perspective of computational science, ontology is defined as a concept 
to model the system structure. For example, the relevant entities and relationships that exist 
from observations are useful for specific purposes. Ontology generally has fundamental form 
components, i.e., class, instance, and relation [102]. Ontology is flexible, easy to modify, 
understood by humans and machines, and able to integrate with machine learning. Ontology 
is associated with discovering and modeling reality under particular perspectives. It focuses 
on the structure and nature of an object. Ontology is also referred to a representational 
knowledge. Ontologies can describe abstract things (work processes, knowledge or tasks) as 
well as real things (devices). 
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The advantages of using ontologies are a systematic approach to the study of the 
subject area, the ability to holistically present known information of the subject area, identify 
duplications and gaps in knowledge based on visualization of missing logical connections, 
the ability to access, understand and analyze information by intelligent and non-intelligent 
agents (which is very actual in the modern transition to the era of the Semantic web, when 
resources must be understandable not only to humans but also to agents) [41, 103]. 

Ontologies are defined as a key technology for the development of the semantic web 
and play a critical role in the organization of information processing on the basis of the Web, 
its sharing and its exchange between applications. 

Formally, the ontology is defined as:  F,RX,XO , where X – a finite set of 

concepts of the subject area, RX – a finite set of relations between concepts, F – a finite set 
of interpretation functions given on concepts or relations. 

The idea of using ontologies as a means of integrating data, knowledge and 
requirements for software is not new in itself. Thus, weighed ontologies were used by 
scientists to trace software requirements [42, 43, 104, 105]. The aim of [106] is the use of a 
domain ontology for software analysis and reengineering tools. The paper [47] presents an 
ontological model for describing and defining the subject and operational knowledge to 
ensure the quality of software. 

Methods and tools for developing the software systems based on tasks' ontological 
models are proposed in [41, 103]. The authors of [41, 103] propose to use ontological models 
at all stages of the software life cycle by conceptualizing the subject area in the context of 
the tasks solving. That is, in the subject area the necessary entities are identified, their 
attributes and limitations, dependencies between them are determined and an ontology of the 
subject area is developed, which can be further used by developers. The authors [41, 103] 
proved that the use of such an ontology of the subject area simplifies the process of initial 
conceptualization when creating software, avoids conceptualization errors in the early stages 
of the software life cycle. But the use of such an approach is impossible if the software is 
developed for a subject area for which an ontology has not yet been developed. In addition, 
the software development should take into account the requirements and standards not only 
of the subject area but also the standards for software development, which is in no way taken 
into account in the approach described in [41, 103]. Also, methods and tools for developing 
the software systems based on tasks' ontological models do not allow to automatically 
analyze the specifications of software requirements, in particular, for the sufficiency of their 
information, although it is automated knowledge processing ensures minimization of 
information loss. 

The authors of [43] propose an ontological structure of the traceability of multi-
purpose requirements MUPRET for processing the heterogeneity of software requirements 
based on the automatic generation of traceability relations. The accuracy of the traceability 
relations, which are generated by the MUPRET structure is checked by comparison with a 
set of traceability relations that are manually identified by users. In [105], weighted 
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ontologies are used to process natural language in the transition from the specification of 
requirements written in natural language to software design. The ontologies, as the authors 
[105] argue, are able to show the inconsistencies of the requirements, which are presented in 
natural language. The presented approaches are aimed at eliminating the heterogeneity or 
inconsistency of the existing requirements in the specifications, but in no way verify whether 
all the needs and requirements of the user were reflected in the specifications. Therefore, they 
are not suitable for assessing the sufficiency of information in the software requirements 
specifications. 

An ontological model for describing and defining the subject and operational 
knowledge to ensure software quality was developed in [47]. The authors of [47] proposed 
an ontology that combines knowledge about the terminology and semantic relationships of 
SWEBOK, IEEE, ISO standards aimed at ensuring software quality. The developed ontology 
simulates the process of the software life cycle and software quality assurance. But quality 
assurance occurs only at the end of the software life cycle for the finished software code. 
Today, software quality is interpreted as its ability to meet the needs of the customer when 
used under certain conditions, so all the necessary information about the customer's needs 
must be included in the specification of software requirements, i.e. the specification provides 
the opportunity to assess the sufficiency of information to further achieve software quality. 
The approach proposed in [47] does not provide for software quality assurance in the early 
stages of the life cycle, in particular, does not involve assessing the sufficiency of information 
of quality information in the software requirements. 

Another advantage of using ontologies and weighted ontologies is the ability to 
access, understand and analyze information by intelligent agents (which is very actual in the 
modern transition to the era of the Semantic web, when resources must be understandable 
not only to humans but also to agents). 

The intelligent agent is a system that observes the environment, interacts with it, and 
its behaviour is intellectual in the sense that the agent understands the essence of their own 
actions, and these actions are aimed at achieving a certain goal [107, 108 ]. Such an agent 
can be a software system, bot, service. The intelligent agent uses in its operation information 
obtained from the environment, analyzes it, comparing it with the facts already known to him 
and, based on the results of the analysis, decides on further action. 

A number of studies are devoted to solving the problem of developing ontology-based 
intelligent agents – Table 1.5. 

Tab. 1.5. Known ontology-based intelligent agents for software engineering 

Ontology-based intelligent agent for software engineering Author(s) 

Ontology-based intelligent agent for eliminating uncertainty in 
software requirements and improving stakeholder communication 

K. Ossowska 
et al. [109] 
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Unified methods for developing intelligent agents for planning 
activity using an ontological approach to improve the efficiency of 

the processes of functioning of such systems 

V. Lytvyn et 
al. [110] 

Multi-agent systems, in which agents make decisions based on 
knowledge taken from ontologies, which allows integrating the 

agent platforms with semantic web data and ontologies 

A. Freitas et 
al. [111] 

The use of ontologies for agent-oriented software engineering; 
offers a tool that uses existing ontological constructs to create 

software code, and also experimentally confirms the benefits of 
using ontology-based agents for the software engineering industry 

A. Freitas et 
al. [112] 

Ontology-based intelligent agent for minimization of the existing 
semantic uncertainty at the development of the specification of 
requirements to the software in natural (Spanish) language, for 

automatic reception of the basic elements of the specification and 
for automatic construction of the diagram of the purposes 

L.A. Lezcano-
Rodriguez et 

al. [113] 

Methodological approach to engineering systems based on 
ontology-based intelligent agents 

V. Hilaire et 
al.[114] 

Ontological agent-oriented models for formalizing the initial 
software requirements in order to reduce costs on the example of 
developing applications for Ambient Assisted Living for patients 

with Parkinson's disease 

I. Garcia-
Magarino et 

al. [115] 

Task-oriented architecture based on agent-oriented paradigm and 
ontological design for decision support systems (for example, a 

clinical system for emergency care), which allows iterative 
transfer of functional requirements into architectural components 

S. Wilk et al. 
[116] 

The basis for the formal presentation and verification of 
requirements and ensuring the functional correctness of resource-
constrained contextual systems of critical application in the form 

of ontology-based intelligent agents 

A. Rakib et al. 
[117] 

Approach of concept based software engineering, which is focused 
on supporting productivity and quality goals during the 

development of software systems 

O. Meyer et 
al. [118] 

To improve the risk management in software projects based on 
intelligent agents and fuzzy systems 

C. De Olveira 
et al. [119] 
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The related problems of Agent-oriented programming and puts 
forward Agent-oriented programming framework, which has 

important use value in overcoming software crisis 
H. Yan [120] 

The Agent-Based Intelligent Tutoring System uses Function Point 
Metrics as the domain knowledge and performs function point 

analysis in an environment that provides visualization, immediate 
feedback, interactive and guided help 

A. Rahman et 
al. [121] 

Interactive, user-centered agent-based approaches support the 
designer at the beginning of, and during, conceptual software 

design (conceptual software engineering design is a difficult task 
for software engineers to perform) 

C. Simons et 
al. [122] 

A multi-layer agent-based approach to address the implementation of 
the business application design rules throughout the software life 

cycle. The application framework described in this paper captures and 
clarifies the key issues of the business application design through the 
deployment of aspect-orientation and intelligent agents that can learn 

and adapt to the environmental changes in order to ensure the 
business application design rules throughout the software life cycle 

F. Akkawi  et 
al. [123] 

Application cases of intelligent systems technologies in modern 
product life cycle management (PLM) system. The current PLM 

software includes intelligent agents which automate the 
development of the product. In particular, authors propose a new 

approach, based on the ontology, the Semantic Web and the 
concept of agent, to automate the development of a new product 

V. Karasev et 
al. [124], A. 
Abadi et al. 

[125] 

A framework for using software agents during software life cycle. 
Among other tasks, agents could assist with the activities of 

software quality assurance, project management, and maintenance. 
A prototype implementation of the agent concept for testing Java 

classes has been presented too 

T. Philip [126] 

 

 
The conducted analysis of ontological models, methods and tools for assessing the 

initial stages of the software life cycle showed that they do not solve the problem of a 
quantitative assessment of the initial stages of the software life cycle based on specification 
analysis (in particular, assessing the sufficiency of information in the software requirements 
specification). The unresolved nature of this problem necessitates the development of 
methods and information technology for assessing the sufficiency of information in the 
specifications of software requirements. 
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For assessing the sufficiency of the quality information in the software requirements 
specification, the specification should be analyzed to find the available attributes and/or 
quality indicators. There are many different methods of semantic analysis of software 
requirements specifications [127, 128] – Table 1.6. 

Tab. 1.6. Known methods of semantic analysis of the software requirements [127] 

Approach of semantic analysis of software requirements Author(s) 

Method of automatic assistance to developers through the 
transformation of the natural language requirements using UML 

diagrams of activity and sequence 

S. Gulia et al. 
[129] 

Method of the transformation of the natural language 
specifications into formal models, which are suitable for use 

during the development of information systems 

M. Selway et 
al. [130] 

The methodology, which consists of four processes: requirements' 
parsing, requirements' mapping using the matrix, the addition of 
requirements to specification template and third party inspection 

S. W. Ali et al. 
[131] 

The mechanism for automating the display of functional 
requirements into formal representations by means of marking a 

semantic role 

T. Diaman-
topoulos et al. 

[132] 

Approach to automatically extracting the semantic information from the 
specifications of the software requirements by combining the methods 

of marking a semantic role and modeling of the domain knowledge 

Y. Wang 
[133] 

A technology, inputs of that are natural language artefacts 
(requirements) and that automatically detects relevant security 

sentences in artefacts and categorizes them according to security 
objectives 

M. Riaz et al. 
[134] 

Method for setting up and creating a combined analyzer for 
processing and analyzing the natural language specifications, that 

combines the benefits of formal analyzers, which are used to 
handle descriptions with a rigidly defined syntax (for example, 

source code), and analysts, which are designed to handle natural 
languages, that are well understand free text 

F. Iwama et al. 
[135] 

Methodology and tool QuARS Requirements Analysis Tool for 
systematic and automatic analysis of natural language 

requirements with the purpose of automatic detection of potential 
linguistic defects 

S. Gnesi et al. 
[136] 
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An ontological approach to automated testing and measurement of 
software requirements, that is used to detect inconsistencies, 
inconsequences and deficiencies in software requirements 

K. Siegemund 
[137] 

The prototype of the semantic system, which is used to extract 
requirements using semi-formal representation 

S. Farfeleder 
et al. [138] 

An approach to maintaining the requirements engineering process 
in the software development process by using an ontology, which 

is developed to the features of the Scrum methodology 

M. Murtazina 
et al. [139] 

An approach based on a common model of users’ requirements for 
integration of the heterogeneous requirements using ontologies 

A. Mustafa et 
al. [140] 

Web resources integration model involves the process 
decomposition on information integration, textual content syntax, 

semantics and structure for heterogeneous Web resources in 
intelligent information systems 

J. Su et al. 
[141] 

 

 
All the considered methods of semantic analysis of software requirements do not 

provide automated search of the attributes and/or indicators in the requirements, which are 
needed to determine the software characteristics and/or software metrics. The unresolved 
nature of this problem necessitates the development of a method of activity of an intelligent 
agent for semantic analysis of natural language requirements for the software. 

 Conclusions 
The conducted study of the current state of information technology development has 

shown that at the current stage of development and implementation of information 
technology there are decisive changes caused by the need to process large amounts of 
information. The application of known methods and tools for processing such arrays of 
information leads to the loss of significant information. Today, the intellectualization of 
information and data processing, which allows solving new classes of problems on the basis 
of available information resources, is gaining significant development. Thus, there are 
prerequisites for the development of a methodology for creating and implementing new-
generation information technologies. However, subject areas for which information 
technologies are developed significantly affect the methods of information processing, so an 
approach based on the study of characteristics and features of subject areas and the 
development of new information technologies specifically for specific industries is justified. 
Today, the software engineering industry needs special attention in the direction of 
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development and implementation of effective information technologies, in particular, in 
terms of software quality assurance. 

A study of the impact of information in the requirements specification on software 
quality showed that the quality factors of modern software systems are less dependent on the 
writing of software code, but significantly depend on the formation of requirements. The risks 
of the insufficiently worked-out stage of requirements formation are non-compliance with 
project deadlines and financial overspending, which can lead to the closure of the project, or 
even the collapse of the software company due to its financial instability.  

As shown above, it is at the end of the design phase that up to 55% of all future 
software errors can and should be detected and corrected. Defects introduced at the 
requirements' forming stage and design stage should be identified and remedied before they 
can affect the results of later stages of the life cycle. The quality and success of the software 
project significantly depend on the specification of software requirements. 

Under such conditions, the analysis of the specification of software requirements, the 
ability to "cut off" software projects with incomplete (with insufficient information) 
specification is relevant and very important. Sufficiency of information in the requirements 
specifications is one of the most important aspects of software quality assessment in the early 
stages of the software life cycle. 

When developing software projects, there is a gap in knowledge about the 
characteristics of future software. This gap appears due to the partial consideration of 
information of the subject area (including information of the specification of software 
requirements) when assessing the quality of software. The size of the knowledge gap is not 
constant for a software project. The probability that in the process of the project life cycle the 
knowledge gap will disappear is low, and with the appearance of new information of the 
subject area, there may be an increase in the size of the knowledge gap. For the safe operation 
of the software, it is desirable to reduce the size of the knowledge gap, taking into account as 
much the subject area information during the software life cycle. Therefore, fundamentally 
new approaches are needed, taking into account the subject area information when assessing 
the quality of software. 

A study of known approaches to software quality assessment showed that: 
1) the concepts used in the field of software quality assessment are subjectively 

dependent, and existing methods and tools for software quality assessment do not meet 
modern requirements for software systems; 

2) there are no comprehensive methods that will provide an opportunity to assess not 
only the impact of each individual characteristic on the quality of software but also to assess 
the sufficiency of information to calculate quality characteristics, as well as to assess the 
interaction of characteristics in assessing software quality. 

Today, two key approaches to software quality assessment are: the SQuaRE model 
(ISO 25010:2011 standard) and based on the results of the metric analysis. 

Software quality assessment according to ISO 25010:2011 is as follows: on the basis 
of quality attributes specified in ISO 25023:2016, sub-characteristics and quality 
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characteristics are evaluated, which, in turn, provide a comprehensive assessment of software 
quality. One of the problems is the determination of the significance of quality attributes, 
which is influenced by the proven existence of the correlation of characteristics and sub-
characteristics by attributes. 

Evaluation of software quality and complexity based on the use of metric analysis 
results is as follows: based on indicators, the values of metrics are calculated, which, in turn, 
provide a comprehensive assessment of the quality and complexity of the software project 
and predicted assessment of the quality and complexity of future software. One of the 
problems of software quality assessment based on the results of the metric analysis is to 
determine the significance of indicators, which is influenced by the proven existence of 
correlation of metrics by indicators. 

Therefore, the information on the quality of the software requirements specification 
consists of the quality attributes, as well as the quality and complexity indicators of the 
software, which are defined in the requirements specification. Then the sufficiency of 
information on quality in the specification of software requirements is the presence in the 
specification of all information elements (attributes and indicators), which are necessary to 
determine the quality. 

Analysis of the ISO 25010 (SQuaRE) model and software quality and complexity 
metrics showed that a number of quality attributes are part of several sub-characteristics and 
characteristics, and a number of indicators are part of several metrics. Then, if such attributes 
and/or indicators are absent, their simultaneous use in determining the quality of the software 
will significantly affect the veracity of the obtained estimates of software quality, i.e. the 
correlation of characteristics by attributes and metrics by indicators may degrade the accuracy 
and veracity of software quality. In such a situation, it is important to mitigate the effect of 
cross-correlation of sub-characteristics and characteristics by attributes, as well as cross-
correlation of metrics by indicators when using them in models or comprehensive software 
quality assessments. 

Mitigation of the correlation is carried out by identifying joint attributes and/or 
indicators, ensuring their presence in the specification of software requirements, increasing 
the accuracy of their values, or, if possible, limiting the simultaneous use of characteristics 
and sub-characteristics that depend on the same attributes, and/or metrics containing the same 
indicators. The knowledge of experienced professionals on the interaction and correlation of 
sub-characteristics by attributes and metrics by indicators is valuable that should be stored 
and used when evaluating the specifications of software requirements for the sufficiency of 
quality information. Such knowledge should be presented in the form of ontologies that make 
it possible to reflect the causal relationships between concepts. 

In this monograph, ontologies and weighted ontologies will be the theoretical basis 
for the process of assessing the sufficiency of information on quality in the software 
requirements specifications. 

Analysis of known approaches, methods, information technologies, tools for software 
requirements analysis and for assessing the sufficiency of SRS information, and ontology-
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based intelligent agents for the software engineering industry showed, that they do not solve 
the problem of assessing the sufficiency of quality information in the specification of 
software requirements. In addition, they all belong to different methodological approaches 
and do not integrate with each other, i.e. there is currently no intelligent information-
analytical technology for improving the software quality by assessing the sufficiency of 
information in the early stages of the life cycle, which is one of the causes of problems in the 
software quality assurance domain. The actuality of the problem of analysis of the sufficiency 
of information on quality in software requirements specifications, as well as the lack of 
models, methods and tools for assessing the sufficiency of quality information in software 
requirements specifications, necessitates the development of intelligent information-
analytical technologies for improving the software quality by assessing the sufficiency of 
information at the early stages of the life cycle. 

 





Chapter 2. Intelligent Information Technology for 
Assessing the Sufficiency of Quality 
Information in the Specifications of the 
Software Requirements 

 Theoretical Basis for the Use of Ontologies to Assess 
the Sufficiency of Quality Information in Software 
Requirements Specifications 
In Chapter 1, it was proved that quality information should be presented in the form 

of ontologies that allow identifying and displaying the causal links between the requirements 
governing the characteristics of quality, between directly the characteristics and sub-
characteristics of software quality, quality metrics, etc. 

For solving the problem of assessing the sufficiency of the amount of information on 
quality in the specifications of software requirements, the base (universal) ontologies of the 
subject area "Software Engineering" (parts "Software Quality", "Software Quality. Metric 
Analysis") were developed on the basis of ISO 25010:2011, ISO 25023:2016 (for quality 
assurance and evaluation according to the SQuaRE model) and industry publications (for 
quality assurance and evaluation based on metric information processing) [142-144]. Base 
ontologies reflect the necessary quality information (attributes and indicators) that must be 
available in the specification of software requirements to ensure the sufficiency of its quality 
information. 

In the process of developing concrete software, in addition to base ontologies, it is 
necessary to have an ontology of this software, which reflects the available information on 
quality (attributes and indicators) in the specification of requirements for concrete software. 

Comparison of the developed ontology of concrete software with base ontologies 
allows determining the insufficiency (Fig. 2.1) or sufficiency (Fig. 2.2) of quality information 
in the specification of requirements for concrete software. 

 
Fig. 2.1. Two cases of insufficiency of requirements’ information 
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Fig. 2.2. Two cases of sufficiency of requirements’ information 

The criterion of the sufficiency of quality information in the software requirements 
specifications. Let SAMI  is the set of missing attributes and indicators, and      
      software)specificofOntologyontologyBaseontology\(BaseSAMI  .     (2.1) 

Then: 
1) if  SAMI , then the quality information in the software requirements specification 

is sufficient; 
2) if  SAMI , then the quality information in the software requirements specification 

is insufficient, and the requirements specification needs to be supplemented with quality information 
(attributes and (or) indicators). 

For determining the structure and content of base (universal) ontologies of the subject 
area "Software Engineering" (parts "Software Quality", "Software Quality. Metric 
Analysis"), ontological software quality models are required (according to ISO 25010 and 
using the results of metric analysis). In addition, taking into account the presented criterion 
of the sufficiency of quality information in the software requirements specifications, it is 
necessary to develop models of the process of assessing the sufficiency of information for 
determining the quality of software based on ISO 25010:2011 and using the results of the 
metric analysis. 

Ontological models of software quality (according to ISO 25010). Formally, the 
ontology is defined as:  F,RX,XO , where X – a finite set of concepts of the subject 

area, RX – a finite set of relations between concepts, F – a finite set of interpretation 
functions given on concepts or relations.  

We present a model of the subject area "Software Engineering" (part "Software 
Quality") based on the ontology in the form of:  QQQQ F,RX,XO , where QX  – a finite 

set of characteristics, sub-characteristics and attributes of software quality, QRX  – a finite 

set of relations between concepts, QF  – a finite set of interpretation functions defined for the 

characteristics, sub-characteristics and quality attributes of the software. 
The set of characteristics, sub-characteristics and attributes of software quality:  
                           }x,...,x{}QMS,QSCH,QCH{X QQQ

1771 ,                          (2.2) 
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where:  QCH}x,...,x{ QQ 81 – the set of software quality characteristics, i.e. 

}qch,...qch{}x,...,x{ QQ 81
81  ; 

QSCH}x,...,x{ QQ 399  – the set of software quality sub-characteristics, i.e. 

}qsch,...,qsch{}x,...,x{ QQ 311
399   ; 

QMS}x,...,x{ QQ 17740  – the set of software quality attributes, i.e. 

}qms,...,qms{}x,...,x{ QQ 1381
17740  . 

The set of relations between concepts QRX  consists of the relation "depends on", i.e. 

}"ondepends{"RX Q  . 

The set QF  of interpretation functions, which are defined for the characteristics, sub-

characteristics and quality attributes of the software, consists of functions of the dependence 
of quality on characteristics, characteristics on sub-characteristics, sub-characteristics on 
quality attributes, i.e. ()}(),...,(),f(),...,f(),f{}f,...,f{F QQQ 31181

401   

Then the base (universal) model of the subject area "Software Engineering" (part 
"Software Quality") based on the ontology, taking into account the formula (2.2), has the 
form:  

                   















()(),...,(),f(),...,f(),f,"ondepends"

,qms,...,qms,qsch,...,qsch,qch,...,qch
OQ

31181

138131181 .                       (2.3) 

The ontology (ontological knowledge base) for the model (2.3) is filled on the basis 
of information taken from the standards [31, 32]. 

Since when determining the quality of the software it is necessary to take into account 
the weights of quality attributes, there is a need to include such weights in the base (universal) 
model of the subject area "Software Engineering" (part "Software Quality") and to develop 
the weighted ontology. 

Then the set of characteristics, sub-characteristics and attributes of software quality 
for the software quality model according to ISO 25010:2011 based on a weighted ontology 
will be as follows: 

                                           }x,...,x{X QwQwQw
1771 ,                                                 

(2.4) 
where:  QCH}x,...,x{ QwQw 81 , і }qch,...qch{}x,...,x{ QwQw 81

81  ; 

QSCH}x,...,x{ QwQw 399 , і }qsch,...,qsch{}x,...,x{ QwQw 311
399   ; 
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)}w,.qms(),...,w,qms{(}x,...,x{ mm
QwQw 13813811
17740  , and the subset }x,...,x{ QwQw

17740  consists of 

pairs )w,qms( m
ii , where iqms  – i -th software quality attribute ( QMSqmsi  ), m

iw  – 

weight of i -th software quality attribute, 1381,i  . 
The base (universal) model of the subject area "Software Engineering" (part 

"Software Quality") based on a weighted ontology, taking into account the formula (2.4), has 
the following form: 

            















()(),...,(),f(),...,f(),f,"ondepends"

),w,qms(),...,w,qms(,qsch,...,qsch,qch,...,qch
O

mm
w
Q

31181

1381381131181 .        (2.5) 

The weighted ontology (ontological knowledge base), which is developed according 
to model (2.5), is filled on the basis of information taken from the standards [31, 32], taking 
into account the weights of software quality attributes, which were calculated in Chapter 1, 
taking into account the relationships between characteristics and sub-characteristics of 
software quality by attributes. 

The ontological model of quality of concrete software has the form:  

                 















()(),...,(),f(),...,f(),f,"ondepends"

,qms,...,qms,qsch,...,qsch,qch,...,qch
O

nmnschnchreal
Q

31181

111 ,                (2.6) 

where nch  ( 8nch ) – the number of software quality characteristics that can be calculated 
based on the available quality attributes in the specification of the requirements for concrete 
software, nsch  ( 31nsch ) – the number of software quality sub-characteristics that can be 
calculated based on the available quality attributes in the specification of the requirements 
for concrete software, nm  ( 138nm ) – the number of quality attributes available in the 
specification of the requirements for the concrete software. 

The ontology (ontological knowledge base), which is developed according to the 
model (2.6), is filled on the basis of information taken from the specification of requirements 
for concrete software. 

Model of the process of assessing the sufficiency of information for determining the 
software quality according to ISO 25010. Given the criterion for assessing the sufficiency 
of information on quality in the specifications of software requirements, base (universal) 
models of the subject area "Software Engineering" (part "Software Quality") based on the 
ontology and weighted ontology, represented by formulas (2.3), (2.5), as well as the 
ontological model of quality of concrete software, represented by formula (2.6), we develop 
the model of the process of assessing the sufficiency of information for determining the 
software quality based on ISO 25010.  

The process of assessing the sufficiency of information for determining the software 
quality consists of: 

1) comparison of ontology for determining the quality of concrete software with the 
base (universal) ontology in order to identify attributes, which are missing in the ontology 
for determining the quality of concrete software, i.e. missing in the specification of software 
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requirements, for which this ontology was developed, as well as identifying characteristics 
and sub-characteristics of software quality that cannot be calculated on the basis of the 
available attributes in the specification of requirements for concrete software; 

2) forming a conclusion about the insufficiency of quality information in the 
specification of software requirements, if in the specification of software requirements some 
attributes are missing, and there are characteristics and sub-characteristics of software quality 
that can not be calculated based on available attributes in the requirements; 

3) comparison of ontology for determining the quality of concrete software with a 
weighted base (universal) ontology, if a conclusion about the insufficiency of information 
was formed – with the purpose of establishing the weights of attributes, which are missing in 
the specification of requirements for concrete software, to further prioritize the addition of 
attributes to the specification of the software requirements. 

The scheme of the process of assessing the sufficiency of information for determining 
the software quality according to ISO 25010:2011 is presented in Fig. 2.3. 

Model of the process of assessing the sufficiency of information for determining the 

software quality according to ISO 25010. Let )OO(\OSMIQ real
QQQ  , where: 

}qms,...,qms,qsch,...,qsch,qch,...,qch{SMIQ )nm()nsch()nch(  138131181 , 

}qch,...,qch{ )nch( 81  – a subset of software quality characteristics that cannot be calculated 

based on the available quality attributes in the specification of requirements for the concrete 
software; }qsch,...,qsch{ )nsch( 311  – a subset of software quality sub-characteristics that 

cannot be calculated based on the available quality attributes in the specification of 
requirements for the concrete software; }qms,...,qms{ )nm( 1381  – a subset of attributes that 

are not in the specification of the requirements for the concrete software.  
Taking into account the criterion of the sufficiency of information on quality in the 

specifications of software requirements, we develop a production rule for deciding on the 
sufficiency or insufficiency of information on quality (attributes):  

                
)OO(\OSMMW,"ntinsufficieisninformatioSRS":else

"sufficientisninformatioSRS"thenSMIQif

real
Q

w
Q

w
Q 


,           (2.7) 

where )}w,qms(),...,w,qms{(SMMW m
)nm()nm(

m
 13813811  – a subset of the attributes, 

which are not specified in the specification of the requirements for the concrete software, and 
their weights. 

Numerical assessment of the sufficiency of the amount of quality information 
(attributes), which is available in the specification of requirements, can be calculated by the 
formula: 

                                      
ksc

qtnm

qtmm
ksc

D

ksc

i i

i

chr





 1 ,                                          (2.8) 
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where chrD  – sufficiency of the information (attributes), which is available in the 
specification, for software quality assessment according to the ISO 25010 standard, iqtmm  
– the number of attributes missing in the requirements for the i -th software quality 
characteristic, iqtnm  – the number of required attributes for the i -th software quality 

characteristic, 203
1




ksc

i
iqtnm  – the total number of attributes (including repetitive ones), on 

which the software quality characteristics depend, ksc  – number of software quality 
characteristics (according to ISO 25010:2011, 8ksc ). 

 
Fig. 2.3. The scheme of the process of assessing the sufficiency of information for determining the 

software quality according to ISO 25010:2011[75, 76] 
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The developed model of the process of assessing the sufficiency of information for 
determining the software quality according to ISO 25010:2011 reflects the features of 
assessing the sufficiency of information for determining the software quality according to 
ISO 25010:2011, provides the adaptation to specifics of the subject area and provides the 
possibility of access, analysis and understanding of information not only by man, but also 
virtual agents (bots), and are also a theoretical basis for the development of methods and tools 
for assessing the sufficiency of information on quality in the specifications of software 
requirements. 

Ontological models of software quality (based on metric analysis). The model of the 
subject area "Software Engineering" (part "Software Quality. Metric Analysis") based on the 
ontology has the form:  metrmetrmetrmetr F,RX,XO , where metrX  –  a finite set of metrics 
and indicators of software quality and complexity, metrRX  – a finite set of relationships 
between concepts, metrF  – a finite set of interpretation functions defined for metrics and 
indicators of software quality and complexity.  

The set of metrics and indicators of software quality and complexity:  
                              }x,...,x{}SQCXI,SCXM,SQM{X metrmetrmetr

661 ,                        (2.9) 

where: SQM}x,...,x{ metrmetr 141  – a set of software quality metrics at the design stage (and 

exvmetrmetr SQM}x,...,x{ 51 , prvmetrmetr SQM}x,...,x{ 146 ), SCXM}x,...,x{ metrmetr 2415   – a set of 

software complexity metrics at the design stage (and exvmetrmetr SCXM}x,...,x{ 1815 , 

prvmetrmetr SCXM}x,...,x{ 2419 ), SQCXI}x,...,x{ metrmetr 6625  – a set of software quality 

indicators. 
The set of relationships between concepts metrRX  consists of the relation "depends 

on", i.e. }"ondepends{"RX metr  . 
The set metrF  of interpretation functions, which are defined for software quality, 

consists of functions of quality dependence on quality metrics, metrics on quality indicators, 
i.e. ()}(),...,(),(),(),...,(),{}f,...,f{F metrmetrmetr 101141

261  .     
Then, taking into account the formula (2.9), the base (universal) model of the subject 

area "Software Engineering" (part "Software Quality. Metric Analysis") based on the 
ontology has the form:  

                  















()(),...,(),(),(),...,(),,"ondepends"

,sqcxi,...,sqcxi,scxm,...,scxm,sqm,...,sqm
Ometr

101141

421101141 .                (2.10) 

Since, when determining the quality of software based on metric information, it is 
necessary to take into account the weights of quality indicators, there is a need to include 
such weights in the base (universal) model for determining the quality and complexity of 
software using metric analysis and to develop the weighted ontology. 
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Then the set of metrics and indicators of quality and complexity of the software of the 
model for determining the software quality using the results of metric analysis based on a 
weighted ontology will be as follows:  

                                                 }x,...,x{X metrwmetrwmetrw
381 ,                                      (2.11) 

where: SQM}x,...,x{ metrwmetrw 141 ,  SCXM}x,...,x{ metrwmetrw 2415 , 

)}w,sqcxi(),...,w,sqcxi{(}x,...,x{ indind
metrmetr 424211
6625  , that is, a subset }x,...,x{ metrmetr

6625  

consists of pairs )w,sqcxi( ind
ii , where isqcxi  – i -th indicator of software quality (

SQCXIsqcxii  ), ind
iw  – weight of i -th indicator, 421,i  . 

The base (universal) model of the subject area "Software Engineering" (part "Software 
Quality. Metric Analysis") based on a weighted ontology, taking into account the formula 
(2.11), has the following form: 
















()(),...,(),(),(),...,(),,"ondepends"

),w,sqcxi(),...,w,sqcxi(,scxm,...,scxm,sqm,...,sqm
O

indind
w
metr

101141

424211101141 .         (2.12) 

The weighted ontology (ontological knowledge base), which is developed according 
to the model (2.12), is filled taking into account the weights of software quality indicators, 
which were calculated in Chapter 1, taking into account the relationship between software 
quality and complexity metrics by the indicators. 

The ontological model for determining the quality of concrete software (based on 
metric information) has the form:  

        















()(),...,(),(),(),...,(),,"ondepends"

,sqcxi,...,sqcxi,scxm,...,scxm,sqm,...,sqm
O

nqcxincxmnqmreal
metr

101141

111 ,            (2.13) 

where nqm  ( 14nqm ) – the number of software quality metrics that can be calculated 
based on the indicators, which are available in the specification of requirements for the 
concrete software, ncxm  ( 10ncxm ) – the number of software complexity metrics that can 
be calculated based on the indicators, which are available in the specification of requirements 
for the concrete software, nqcxi  ( 42nqcxi ) – the number of quality indicators, which are 
available in the specification of software requirements. 

The ontology (ontological knowledge base), which is developed according to the 
model (2.13), is filled on the basis of information taken from the specification of requirements 
for the concrete software. 

Model of the process of assessing the sufficiency of information for determining the 
software quality using the results of the metric analysis. Taking into account the criterion 
of assessing the sufficiency of quality information in the software requirements 
specifications, as well as developed base (universal) models of the subject area "Software 
Engineering" (part "Software Quality. Metric Analysis") based on ontology and weighted 
ontology, presented by formulas ( 2.10), (2.12), as well as an ontological model for 
determining the quality of the concrete software using the results of the metric analysis, 
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presented by formula (2.13), we develop a model of the process of assessing the sufficiency 
of information for determining the software quality using the results of the metric analysis.  

The process of assessing the sufficiency of information for determining the software 
quality using the results of the metric analysis consists of: 

1) comparison of ontology for determining the quality of concrete software using the 
results of the metric analysis with the base (universal) ontology in order to identify indicators, 
which are missing in the ontology for determining the quality of concrete software (based on 
metric information), i.e. missing in the specification of software requirements, for which this 
ontology was developed, as well as identifying metrics of software quality and complexity that 
cannot be calculated on the basis of the available indicators in the specification of requirements 
for concrete software; 

2) forming a conclusion about the insufficiency of quality information in the 
specification of software requirements, if in the specification of software requirements some 
indicators are missing, and there are metrics of software quality and complexity that can not 
be calculated based on available indicators in the requirements; 

3) comparison of ontology for determining the quality of concrete software with a 
weighted base (universal) ontology, if a conclusion about the insufficiency of information 
was formed – with the purpose of establishing the weights of indicators, which are missing 
in the specification of requirements for concrete software, to further prioritize the addition of 
indicators to the specification of the software requirements. 

Model of the process of assessing the sufficiency of information for determining the 
software quality using the results of the metric analysis. Let 

)OO(\OSMIQM real
metrmetrmetr  , where: 

}sqcxi,...,sqcxi,scxm,...,scxm,sqm,...,sqm{SMIQM )nqcxi()ncxm()nqm(  421101141

}sqm,...,sqm{ )nqm( 141  – a subset of software quality metrics that cannot be calculated based 

on available indicators in the specification of software requirements; 
}scxm,...,scxm{ )ncxm( 101  – a subset of software complexity metrics that cannot be calculated 

based on available indicators in the specification of software requirements; 
}sqcxi,...,sqcxi{ )nqcxi( 421  – a subset of indicators that are missing in the specification of 

requirements for concrete software.  
Taking into account the criterion of the sufficiency of information on quality in the 

specifications of software requirements, we will develop a production rule for deciding on 
the sufficiency or insufficiency of information on quality (indicators):  

          
)OO(\OSMIW,"ntinsufficieisninformatioSRS":else

"sufficientisninformatioSRS"thenSMIQMif

real
metr

w
metr

w
metr 


,       (2.14) 

where )}w,sqcxi(),...,w,sqcxi{(SMIW ind
)nqcxi()nqcxi(

ind
 424211  – a subset of the indicators, 

missing in the specification of the requirements for the concrete software, and their weights. 
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Numerical assessment of the sufficiency of the amount of quality information 
(indicators) available in the specification of requirements can be calculated by the formula: 

                                               
ksm

qtnmetr

qtmmetr
ksm

D

ksm

i i

i

metr





 1 ,                                            (2.15) 

where metrD  – sufficiency of the volume of information (indicators) available in the specification 
for evaluation of software quality using the results of metric analysis, iqtmmetr  – the number of 
missing indicators in the specification for the i -th software metric, iqtnmetr  – the number of 

required indicators for the i - th software metric, 72
1




ksm

i
iqtnmetr  – the total number of 

indicators (including repetitive ones) on which the software metrics depend, ksm  – the number 
of metrics with exact and predicted values at the design stage of the software (metric analysis 
showed that 24ksm ). 

The developed model of the process of assessing the sufficiency of information for 
determining the software quality using the results of the metric analysis is designed to support 
the process of assessing the quality of software in the early stages of the life cycle, provides 
a conclusion on the sufficiency of information, as well as is a theoretical basis for the 
development of methods and tools for assessing the sufficiency of information on quality in 
the specifications of software requirements.  

Ontological model of software requirements specification (based on ISO 
29148:2018 [145]). The ontological model of the subject area "Software Engineering" (part 
"Specification of software requirements (quality attributes)") has the form: 

 SRSSRSSRS RX,XO , where SRSX  –  a finite set of concepts (specification sections and 
software quality attributes), SRSRX  – a finite set of relationships between concepts. 

The set of concepts:  
                             }x,...,x{}QMS,SRS{X SRSSRSSRS

1431 ,                               (2.16) 

where }R,...,R{}x,...,x{ SRSSRS 5151   – a set of sections of the specification, 

}qms,...,qms{}x,...,x{ SRSSRS 1381
1436   – a set of quality attributes in the specification. 

The set of relationships between concepts SRSRX  consists of the relation "contained 

in", i.e. }"incontained{"RX SRS  . 
Then, taking into account the formula (2.16), the base (universal) ontological model 

of the subject area "Software Engineering" (part "Specification of software requirements 
(quality attributes)") has the form:  

                     }"incontained",qms,...,qms,R,...,R{OSRS 138151 .               (2.17) 
The ontological model of the subject area "Software Engineering" (part "Specification 

of software requirements (quality indicators)") has the form: 
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 SRSmetrSRSmetrSRSmetr RX,XO , where SRSmetrX  – a finite set of concepts (specification 
sections and software quality indicators), SRSmetrRX  – a finite set of relationships between 
concepts. 

The set of concepts:  
                    }x,...,x{}SQCXI,SRS{X SRSmetrSRSmetrmetrSRSmetr

471 ,                  (2.18) 

where }R,...,R{}x,...,x{ metrmetrSRSmetrSRSmetr 5151   – a set of sections of the specification, 

}sqcxi,...,sqcxi{}x,...,x{ SRSmetrSRSmetr 421
476   – a set of quality indicators in the specification. 

The set of relationships between concepts SRSmetrRX  consists of the relation 

"contained in", i.e. }"incontained{"RX SRSmetr  . 
Then, taking into account the formula (2.18), the base (universal) ontological model 

of the subject area "Software Engineering" (part "Specification of software requirements 
(quality indicators)") has the form: 

   }"incontained",sqcxi,...,sqcxi,R,...,R{O metrmetrSRSmetr 42151 .       (2.19) 
The developed ontological models of software requirements specification (in terms of 

availability of quality information) are in fact templates of specification of requirements in 
terms of availability in it the quality information, which can be processed by both specialists 
and automated tools or intelligent agents (bots). 

 Methods for Assessing the Sufficiency of Quality 
Information (According to ISO 25010:2011) in 
Software Requirements Specifications 
Method for assessing the sufficiency of quality information (according to ISO 

25010:2011) in software requirements specifications based on ontology [74-76, 142-144]. 
For assessing the sufficiency of quality information (according to ISO 25010:2011) in the 
software requirements specifications, the method based on comparative analysis of the 
ontologies is proposed. First of all, for the subject area "Software Engineering" we develop 
a base ontology, which contains information on the characteristics, sub-characteristics and 
attributes of software quality.  

The concept of software quality assessment is presented in Fig. 2.4. The concept of 
the base ontology of the subject area "Software Engineering" (part "Software Quality") is 
presented in Fig. 2.5. The base ontology of the subject area "Software Engineering" (part 
"Software Quality") is formed by components for Functional Suitability (Fig. 2.6), 
Compatibility (Fig. 2.7), Performance Efficiency (Fig. 2.8), Portability (Fig. 2.9), Usability 
(Fig. 2.10), Reliability (Fig. 2.11), Security (Fig. 2.12), Maintainability (Fig. 2.13). 
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Fig. 2.4. The modern concept of software quality assessment by ISO 25010:2011 

 

Fig. 2.5. Concept of the base ontology of the subject area "Software Engineering" (part "Software 
Quality") 

 

Fig. 2.6. Component of the base ontology for Functional Suitability 
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Fig. 2.7. Component of the base ontology for Compatibility 

 

 
Fig. 2.8. Component of the base ontology for Performance Efficiency 
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Fig. 2.9. Component of the base ontology for Portability 

 

 
Fig. 2.10. Component of the base ontology for Usability 
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Fig. 2.11. Component of the base ontology for Reliability 

 

 
Fig. 2.12. Component of the base ontology for Security 
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Fig. 2.13. Component of the base ontology for Maintainability 

Method for assessing the sufficiency of quality information (according to ISO 
25010:2011) in software requirements specifications based on ontology consists of the 
following stages: 

1) analysis of sections of the specification of requirements for the concrete software 
for the presence of attributes necessary to determine the software quality sub-characteristics 
and characteristics, i.e. for the presence of elements of the subset real

Qnm O}qms,...,qms{ 1 ; 

2) generating and filling the template of ontology for determining the quality of 
concrete software, which is formed by components for Functional Suitability, Performance 
Efficiency, Usability, Reliability, Compatibility, Security, Maintainability, Portability of the 
concrete software, i.e. generating and filling the template of ontology 
















()(),...,(),f(),...,f(),f,"ondepends"

,qms,...,qms,qsch,...,qsch,qch,...,qch
O

nmnschnchreal
Q

31181

111 ; 

3) comparison of the obtained ontology with the base ontology of the subject area 
"Software Engineering" (part "Software Quality"), the components of which are shown in 
Fig. 2.6-2.13, i.e. comparison of the set of attributes }qms,...,qms{ nm1  from the ontology for 
determining the quality of concrete software 
















()(),...,(),f(),...,f(),f,"ondepends"

,qms,...,qms,qsch,...,qsch,qch,...,qch
O

nmnschnchreal
Q

31181

111  with the corresponding set 
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}qms,...,qms{ 1381  from the base ontology of the subject area "Software Engineering" (part 

"Software Quality") 















()(),...,(),f(),...,f(),f,"ondepends"

,qms,...,qms,qsch,...,qsch,qch,...,qch
OQ

31181

138131181 ;  

4) identifying attributes that are missing in the ontology for determining the quality 
of concrete software, i.e. the formation of a subset 

})qms,...,qms{}qms,...,qms({\}qms,...,qms{}qms,...,qms{ nm)nm( 1138113811381  , where 

SMIQ}qms,...,qms{ )nm( 1381 , QO}qms,...,qms{ 1381 , real
Qnm O}qms,...,qms{ 1  (if the 

generated set is not empty, then the information in the specification is not sufficient for 
calculating the quality sub-characteristics and characteristics – the more elements in the 
specified set, the lower the level of sufficiency of information in the requirements); 

5) identification (on the basis of comparative analysis of the developed ontologies) 
of quality sub-characteristics and characteristics that cannot be calculated on the basis of 
available attributes, i.e. formation of subsets 

SMIQ}qsch,...,qsch{,SMIQ}qch,...,qch{ )nsch()nch(   31181  (herewith it should be borne 

in mind the main idea of ISO 25010, which is that quality assessment should be carried out 
comprehensively, taking into account all these quality characteristics, assessment of quality 
characteristics should also be carried out comprehensively, taking into account all these sub-
characteristics, assessment of quality sub-characteristics, in turn, should be carried out 
comprehensively, taking into account all these attributes); 

6) the presence of sub-characteristics and characteristics, the value of which cannot 
be determined on the basis of attributes, which are available in the specification of software 
requirements, indicates the insufficiency of information for reliable assessment of software 
quality, i.e. the need to supplement this specification with attributes, which are needed for 
calculating the one or another characteristic; 

7) forming a request to the developers of specifications for the requirements 
governing the attributes of quality; making the necessary additions to the specification with 
quality information (attributes); 

8)   repeating steps 1-7 until all attributes are included in the requirements 
specification and until it is possible to define all sub-characteristics and quality 
characteristics, or until the conclusion about insufficiency of information on quality in the 
software requirements specification satisfies the customer.  

The final conclusion about the insufficiency of quality information in the specification 
of software requirements will be taken if the cost of finalizing the specification of software 
requirements becomes greater than the expected effect on quality assessment. 

We present the developed method for assessing the sufficiency of quality information 
(according to ISO 25010:2011) in software requirements specifications based on ontology in 
the form of a scheme – Fig. 2.14 [144]. 
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Fig. 2.14. Scheme of the method for assessing the sufficiency of quality information (according to 

ISO 25010:2011) in software requirements specifications based on ontology [144] 
Method for assessing the sufficiency of quality information (according to ISO 

25010:2011) in software requirements specifications based on weighted ontology [74-76, 
142-144]. When assessing the quality of software according to ISO 25010:2011 for ensuring 
the appropriate level of veracity, it is important to meet the presence in the specification of 
software requirements for those attributes that have higher weights. 

Definition 2.1. A weighted ontology of the subject area "Software Engineering" in the 
part "Software Quality" will be called an ontology, in which software quality attributes have 
weights in order to recommend further satisfaction of these attributes in the specification of 
software requirements. 

Based on the base ontology of the subject area "Software Engineering" (part "Software 
Quality"), the components of which are presented in Fig. 2.6- 2.13, we construct the weighted 
base ontology, which contains information on the weights of software quality attributes (Fig. 
2.15-2.22). 
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Fig. 2.15. Component of the weighted base ontology for Functional Suitability 

 

 
Fig. 2.16. Component of the weighted base ontology for Compatibility 
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Fig. 2.17. Component of the weighted base ontology for Performance Efficiency 

 

 
Fig. 2.18. Component of the weighted base ontology for Portability 
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Fig. 2.19. Component of the weighted base ontology for Usability 

 
Fig. 2.20. Component of the weighted base ontology for Security 
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Fig. 2.21. Component of the weighted base ontology for Reliability 

 
Fig. 2.22. Component of the weighted base ontology for Maintainability 
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Marking the weights of software quality attributes in the base ontology makes it 
possible to sort all missing in the specification of software requirements quality attributes in 
descending order of weights values, i.e. to set the priority of their addition to the specification 
of software requirements. 

Method for assessing the sufficiency of quality information (according to ISO 
25010:2011) in software requirements specifications based on weighted ontology consists of 
the following stages: 

1) implementation of steps 1-2 of the above-described method for assessing the 
sufficiency of quality information (according to ISO 25010:2011) in software requirements 
specifications based on the ontology; 

2) comparison of the obtained ontology with the weighted base ontology of the 
subject area "Software Engineering" (part "Software Quality"), the components of which are 
shown in Fig. 2.15-2.22, i.e. comparison of the set of attributes }qms,...,qms{ nm1  from the 
ontology for determining the quality of concrete software 
















()(),...,(),f(),...,f(),f,"ondepends"

,qms,...,qms,qsch,...,qsch,qch,...,qch
O

nmnschnchreal
Q

31181

111  with the corresponding set 

)}w,qms(),...,w,qms{( mm
13813811  from the weighted base ontology of the subject area 

"Software Engineering" (part "Software Quality") 
















()(),...,(),f(),...,f(),f,"ondepends"

),w,qms(),...,w,qms(,qsch,...,qsch,qch,...,qch
O

mm
w
Q

31181

1381381131181 ; 

3) identifying attributes that are missing in the ontology for determining the quality 
of concrete software, i.e. the formation of a subset  

})qms,...,qms{)}w,qms(),...,w,qms({(

)}w,qms(),...,w,qms{()}w,qms(),...,w,qms{(

nm
mm

mm
)nm()nm(

113813811

1381381113813811



 ,          

where SMMW)}w,qms(),...,w,qms{( )nm()nm(  13813811 ,
w
Q

mm O)}w,qms(),...,w,qms{( 13813811 , real
Qnm O}qms,...,qms{ 1  (if the generated set is not 

empty, then the information in the specification is not sufficient for calculating the quality 
sub-characteristics and characteristics – the more elements in the specified set, the lower the 
level of sufficiency of information in the requirements); 

4) ordering of missing attributes in descending order of values of weights; the 
numerator of the weights of each missing quality attribute indicates the number of software 
quality sub-characteristics that cannot be calculated without this attribute; 

5) identification of quality sub-characteristics and characteristics that cannot be 
calculated on the basis of available attributes; 

6) making a decision on the need to supplement the specification of software 
requirements with the necessary attributes in the presence of sub-characteristics and 
characteristics, the value of which cannot be determined on the basis of the attributes 
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available in the specification; the attributes with higher weights must be first considered and 
included in the specification (the first in the sorted list of missing attributes); 

7) forming a request to the developers of specifications for the requirements 
governing the attributes of quality (with the recommended priority of the supplement); 
making the necessary additions to the specification with quality information (attributes); 

8) repeating steps 1-7 until all attributes are included in the requirements 
specification and until it is possible to define all sub-characteristics and quality 
characteristics, or until the conclusion about insufficiency of information on quality in the 
software requirements specification satisfies the customer.  

Scheme of the method for assessing the sufficiency of quality information (according 
to ISO 25010:2011) in software requirements specifications based on weighted ontology is 
represented in Fig. 2.23 [144]. 

 
Fig. 2.23. Scheme of the method for assessing the sufficiency of quality information (according to 
ISO 25010:2011) in software requirements specifications based on weighted ontology [144] 
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Method of generating and filling the template of ontology for determining the 
quality of concrete software [74-76, 142-144, 146]. For assessing the sufficiency of quality 
information (according to ISO 25010:2011) in the specifications of software requirements by 
the methods for assessing the sufficiency of quality information (according to ISO 
25010:2011) in the specifications of software requirements based on ontology and based on 
weighted ontology, it's necessary to generate and filled a template of ontology for 
determining the quality of concrete software. The process of generating and filling the 
template of ontology for determining the quality of concrete software should be automated 
and simplified to minimize the impact of the human factor and to simplify the assessment of 
quality information sufficiency (ISO 25010:2011) in software requirements specifications by 
both developer and customer. 

Based on the developed base (universal) ontological model of the subject area 
"Software Engineering" (part "Specification of software requirements (quality attributes)"), 
the base ontology of the subject area "Software Engineering" (part "Specification of software 
requirements (quality attributes)") was developed – Fig. 2.24. In this ontology, the required 
quality attributes are presented taking into account the distribution by sections of the 
specification, due to which the developed ontology is a template of specification of software 
requirements in terms of attributes and provides visual hints to the user about the location of 
certain attributes in the software requirements specification. 

 
Fig. 2.24. Fragment of the ontology of the subject area "Software Engineering" (part "Specification 
of software requirements (quality attributes)") – a template of specification of software requirements 
in terms of the presence of quality attributes [146] 
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The developed base ontology of the subject area "Software Engineering" (part 
"Software Quality"), presented in Fig. 2.6-2.13, contains all 138 software quality attributes 
that may be contained in the software requirements specification. Therefore, in order to 
automate and simplify the generation and filling of the template of ontology for determining 
the quality of concrete software, we develop a method of generating and filling the template 
of ontology for determining the quality of concrete software based on the base ontology of 
the subject area "Software Engineering" (part "Software Quality"). 

The method of generating and filling the template of ontology for determining the 
quality of concrete software consists of the following steps: 

1) to open the base ontology of the subject area "Software Engineering" (part 
"Software Quality"); 

2) to remove from the base ontology all the attributes that were not identified in the 
specification of the software requirements of the concrete software, using the results of the 
analysis of the specification of software requirements of the concrete software for the 
presence of attributes, which are necessary for determining the software quality sub-
characteristics and characteristics, performed in step №1 of the method for assessing the 
sufficiency of quality information (according to ISO 25010:2011) in software requirements 
specifications based on ontology; 

3) to save the changes, thus creating an ontology for determining the quality of 
concrete software. 

Method of forming a logical conclusion about the sufficiency of information on 
quality (according to ISO 25010:2011) in the specifications of software requirements [74-
76, 142-144, 146]. First of all, we develop production rules for forming a logical conclusion 
about the sufficiency of quality information (according to ISO 25010:2011) in the software 
requirements specifications (set }pr,..,pr{PR 1401 ) based on the base and weighted base 
ontologies of the subject area Software Engineering (part "Software Quality"):  

1) if the software requirements specification does not have the "Number Of Functions" 
attribute (user removed it from the base ontology), then: 1 fc:fc  (there is insufficient 
information for determining the Functional Completeness sub-characteristic, so the counter 
of missing attributes for this sub-characteristic is increased by 1), 1 fa:fa  (counter of 
missing attributes for Functional Appropriateness sub-characteristic), 1 ft:ft  (counter of 
missing attributes for Fault Tolerance), 1 ar:ar  (counter of missing attributes for 
Appropriateness Recognisability), 1 lb:lb  (counter of missing attributes for 
Learnability), 1 ob:ob  (counter of missing attributes for Operability), 1 md:md  
(counter of missing attributes for Modularity), 1 mfb:mfb  (counter of missing attributes 
for Modifability), 1 cex:cex  (counter of missing attributes for CoExistence), 

1 ab:ab  (counter of missing attributes for Adaptability), 1 rb:rb  (counter of missing 
attributes for Replaceability) and, accordingly, 2 fy:fy  (there is insufficient information 
for determining the two sub-characteristics of the Functional Suitability characteristic, so the 
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counter of missing attributes for this characteristic is increased by 2), 1 ry:ry  (counter 
of missing attributes for Reliability characteristic), 3 uy:uy  (counter of missing 
attributes for Usability), 2 my:my  (counter of missing attributes for Maintainability), 

1 cy:cy  (counter of missing attributes for Compatibility), 2 py:py  (counter of 
missing attributes for Portability), i.e. there is insufficient information for determining 11 of 
the 31 sub-characteristics, as well as 6 of the 8 software quality characteristics;  
mas[Number Of Functions]:=11/138 (in the corresponding element of the array 
mas the weight of the missing attribute is written, determined by the weighted base ontology 
of the subject area "Software Engineering (part" Software Quality")"); 

2) if the software requirements specification does not have the "Operation Time" 
attribute, then: 1 fcr:fcr  (counter of missing attributes for Functional Correctness sub-
characteristic), 1 fa:fa , 1 ma:ma  (counter of missing attributes for Maturity), 

1 av:av  (counter of missing attributes for Availability), 1 rvb:rvb  (counter of 
missing attributes for Recoverability), 1 tb:tb  (counter of missing attributes for Time 
Behaviour), 1 ru:ru  (counter of missing attributes for Resource Utilization), 1 lb:lb

, 1 ob:ob , 1 md:md , 1 mfb:mfb , 1 tst:tst  (counter of missing attributes for 
Testability), 1 cf:cf  (counter of missing attributes for Confidentiality), 1 ig:ig  
(counter of missing attributes for Integrity), 1 cex:cex , 1 io:io  (counter of missing 
attributes for Interoperability), 1 ab:ab  and, accordingly, 2 fy:fy , 3 ry:ry , 

2 ey:ey  (counter of missing attributes for Performance Efficiency characteristic), 
2 uy:uy , 3 my:my , 2 sy:sy  (counter of missing attributes for Security), 
2 cy:cy , 1 py:py , i.e. there is insufficient information for determining 17 of the 31 

sub-characteristics, as well as 8 of the 8 software quality characteristics; mas[Operation 
Time]:=17/138; 

3)–138) – rules for the other 136 attributes are similarly formed; 
139) if 0fc  and 0fcr  and 0fa  and 0ma  and 0av  and 0ft  and 

0rvb  and 0tb  and 0ru  and 0ccy  and 0ar  and 0lb  and 0ob  and 
0uepr  and 0uiae  and 0acsb  and 0md  and 0rusb  and 0anb  and 0mfb  

and 0tsb  and 0cf  and 0ig  and 0nrpd  and 0accb  and 0athc  and 0cex  
and 0io  and 0ab  and 0ib  and 0rb , then in the specification of software 
requirements, there is sufficient information for determining all sub-characteristics, else: in 
the specification of software requirements there is insufficient information on quality 
(attributes) for determining the certain sub-characteristics of software quality:  

- if 40  fc , then: in the specification of software requirements there is insufficient 
information for determining the sub-characteristic Functional Completeness; if 4fc , then 
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there is no information in the specification of software requirements for determining the sub-
characteristic Functional Completeness; 

- if 50  fcr , then: there is insufficient information for Functional Correctness; if 
5fcr , then there is no information for Functional Correctness; 
- if 60  fa , then: there is insufficient information for Functional Appropriateness; 

if 6fa , then there is no information for Functional Appropriateness; 
- if 140  ma , then: there is insufficient information for Maturity; if 14ma , then 

there is no information for Maturity; 
- if 40  av , then: there is insufficient information for Availability; if 4av , then 

there is no information for Availability; 
- if 50  ft , then: there is insufficient information for Fault Tolerance; if 5ft , 

then there is no information for Fault Tolerance; 
- if 70  rvb , then: there is insufficient information for Recoverability; if 7rvb

, then there is no information for Recoverability; 
- if 70  tb , then: there is insufficient information for Time Behaviour; if 7tb , 

then there is no information for Time Behaviour; 
- if 140  ru , then: there is insufficient information for Resource Utilization; if 

14ru , then there is no information for Resource Utilization; 
- if 50  ccy , then: there is insufficient information for Capacity; if 5ccy , then 

there is no information for Capacity; 
- if 60  ar , then: there is insufficient information for Appropriateness 

Recognisability; if 6ar , then there is no information for Appropriateness Recognisability; 
- if 80  lb , then: there is insufficient information for Learnability; if 8lb , then 

there is no information for Learnability; 
- if 130  ob , then: there is insufficient information for Operability; if 13ob , 

then there is no information for Operability; 
- if 110  uepr , then: there is insufficient information for User Error Protection; if 
11uepr , then there is no information for User Error Protection; 
- if 60  uiae , then: there is insufficient information for User Interface Aesthethics; 

if 6uiae , then there is no information for User Interface Aesthethics; 
- if 50  acsb , then: there is insufficient information for Accessibility; if 5acsb

, then there is no information for Accessibility; 
- if 70  md , then: there is insufficient information for Modularity; if 7md , then 

there is no information for Modularity; 
- if 60  rusb , then: there is insufficient information for Reusability; if 6rusb , 

then there is no information for Reusability; 
- if 60  anb , then: there is insufficient information for Analysability; if 6anb , 

then there is no information for Analysability; 
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- if 80  mfb , then: there is insufficient information for Modifability; if 8mfb , 
then there is no information for Modifability; 

- if 60  tst , then: there is insufficient information for Testability; if 6tst , then 
there is no information for Testability; 

- if 100  cf , then: there is insufficient information for Confidentiality; if 10cf

, then there is no information for Confidentiality; 
- if 80  ig , then: there is insufficient information for Integrity; if 8ig , then 

there is no information for Integrity; 
- if 20  nrpd , then: there is insufficient information for Non Repudiation; if 
2nrpd , then there is no information for Non Repudiation; 

- if 10  athc , then: there is insufficient information for Authenticity; if 1athc , 
then there is no information for Authenticity; 

- if 20  accb , then: there is insufficient information for Accountability; if 
2accb , then there is no information for Accountability; 

- if 40  cex , then: there is insufficient information for CoExistence; if 4cex , 
then there is no information for CoExistence; 

- if 50  io , then: there is insufficient information for Interoperability; if 5io , 
then there is no information for Interoperability; 

- if 110  ab , then: there is insufficient information for Adaptability; if 11ab , 
then there is no information for Adaptability; 

- if 40  ib , then: there is insufficient information for Installability; if 4ib , then 
there is no information for Installability; 

- if 30  rb , then: there is insufficient information for Replaceability; if 3rb , 
then there is no information for Replaceability; 

140) if 0fy  and 0ry  and 0ey  and 0uy  and 0my  and 0sy  and 
0cy  and 0py , then the information on the quality (attributes) in the specification of 

software requirements is sufficient for determining the software quality characteristics 
according to ISO 25010:2011, else:  

1. there is insufficient quality information (attributes) in the software requirements 
specification for determining the certain software quality characteristics: 

- if 150  fy , then: there is insufficient information for determining Functional 
Suitability characteristic in the specification of software requirements; if 15fy , then there 
is no information for determining Functional Suitability characteristic in the software 
requirements specification;  

- if 300  ry , then: there is insufficient information for Reliability; if 30ry , then 
there is no information for Reliability; 

- if 260  ey , then: there is insufficient information for Performance Efficiency; if 
26ey , then there is no information for Performance Efficiency; 
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- if 490  uy , then: there is insufficient information for Usability; if 49uy , then 
there is no information for Usability; 

- if 330  my , then: there is insufficient information for Maintainability; if 
33my , then there is no information for Maintainability; 
- if 230  sy , then: there is insufficient information for Security; if 23sy , then 

there is no information for Security; 
- if 90  cy , then: there is insufficient information for Compatibility; if 9cy , 

then there is no information for Compatibility; 
- if 180  py , then: there is insufficient information for Portability; if 18py , 

then there is no information for Portability; 
2. to sort array mas in descending order of element values (weights of missing 

attributes);  
3. to display the indices of those elements of the sorted array mas, which have a value 

other than 0 – as the recommended priority of adding attributes to the specification of 
software requirements. 

Based on the production rules for forming a logical conclusion about the sufficiency 
of quality information (according to ISO 25010:2011) in the software requirements 
specifications, we develop the method of forming a logical conclusion about the sufficiency 
of information on quality (according to ISO 25010:2011) in the specifications of software 
requirements: 

1) according to the Method for assessing the sufficiency of quality information 
(according to ISO 25010:2011) in software requirements specifications based on ontology, 
taking into account the comparative analysis of ontologies, the formation of a set of the 
attributes }qms,...,qms{ )nm( 1381  is performed, which are missing in the ontology for 

determining the quality of concrete software; 
2) according to the method of searching in the width in the forward direction, in the 

subset of production rules }pr,...,pr{ 1381  there is a search for a rule for each element of the set 
}qms,...,qms{ )nm( 1381 , according to which the counters of missing attributes for sub-

characteristics and characteristics are calculated; 
3) according to the rules from the subset }pr,pr{ 140139 , the analysis of information 

on quality (attributes) in the specification of software requirements for sufficiency is 
performed, and, in case of insufficiency, conclusions are formed, for determining of which 
software quality sub-characteristics and characteristics the information is insufficient, as well 
as the sorted (by weights) list of missing attributes is formed as a recommended priority of 
adding attributes to the software requirements specification; 

4) the numerical assessment of the sufficiency of the volume of quality information 
(attributes), available in the requirements, is performed – should strive for this assessment to 
be as large as possible, i.e. to go to 1: 

- by sub-characteristics: 
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,          (2.20) 

where schrq  – the number of sub-characteristics that cannot be calculated based on the 
attributes, available in the specification; numbers in fraction numerators indicate the number 
of attributes missing in the specification for a certain quality sub-characteristic, numbers in 
fraction denominators indicate the number of required attributes for each quality sub-
characteristic; 
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q
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 ,                                           (2.21) 

where schrD  – numerical assessment of the sufficiency of the amount of information 
(attributes) available in the specification for assessing the quality of software by sub-
characteristics; 

- by characteristics (taking into account the numerical assessment of the sufficiency 
of the amount of quality information (attributes), available in the specification of 
requirements): 

                     
189233349263015
pycysymyuyeyryfy

qchr  ,                          (2.22) 

where chrq  – the number of characteristics that cannot be calculated based on the attributes, 
available in the specification; numbers in fraction numerators indicate the number of 
attributes missing in the specification for a certain quality characteristic, numbers in fraction 
denominators indicate the number of required attributes for each quality characteristic; 

                                             
8

8 chr
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q
D


 ,                                              (2.23) 

where chrD  – numerical assessment of the sufficiency of the amount of information (attributes) 
available in the specification for assessing the quality of software by characteristics; 

5) numerical assessment of the sufficiency of the available (after supplementing) 
quality information (attributes) in the software requirements specification (taking into 
account that the methods for assessing the sufficiency of quality information (according to 
ISO 25010:2011) in the software requirements specifications based on ontology and based 
on weighted ontology are iterative, after forming a conclusion about the insufficient 
information in the specification, the specification of requirements will be supplemented with 
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the necessary attributes, which will increase the sufficiency of information on quality in the 
requirements specification):  

- by sub-characteristics: 
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,   (2.24) 

where schrq  – the number of sub-characteristics that cannot be calculated based on the 
attributes, available in the specification after specification's supplementing; numbers in 
fraction numerators indicate the number of attributes missing in the specification for a certain 
quality sub-characteristic (after supplementing); 
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 ,                                           (2.25) 

where schrD  – numerical assessment of the sufficiency of the amount of information 
(attributes) available in the specification (after supplementing) for assessing the quality of 
software by sub-characteristics; 

- by characteristics: 
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 ,              (2.26) 

where chrq  – the number of characteristics that cannot be calculated based on the attributes, 
available in the specification after specification's supplementing; numbers in fraction 
numerators indicate the number of attributes missing in the specification for a certain quality 
characteristic (after supplementing); 
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 ,                                            (2.27) 

where chrD  – numerical assessment of the sufficiency of the amount of information 
(attributes) available in the specification (after supplementing) for assessing the quality of 
software by characteristics; 

6) the gain of the sufficiency of the amount of information on quality (attributes) in the 
specification of software requirements (after supplementing the specification with the necessary 
attributes) is calculated: 

- by sub-characteristics: 
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where schrq  – the number of sub-characteristics that became possible to calculate after the 
supplementing the specification with the attributes; 
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 ,                                    (2.29) 

where schrD  – the gain of the sufficiency of the amount of information on quality 
(attributes) in the specification of software requirements (after supplementing the 
specification with the necessary attributes) for assessing the quality of software by sub-
characteristics; 

- by characteristics: 
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 ,              (2.30) 

where chrq  – the number of characteristics that became possible to calculate after the 
supplementing the specification with the attributes; 
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 ,                                    (2.31) 

where chrD  – the gain of the sufficiency of the amount of information on quality (attributes) 
in the specification of software requirements (after supplementing the specification with the 
necessary attributes) for assessing the quality of software by characteristics. 

The scheme of developed method of forming a logical conclusion about the sufficiency 
of information on quality (according to ISO 25010:2011) in the specifications of requirements 
is represented on Fig. 2.25. 

 Methods for Assessing the Sufficiency of Quality 
Information (for Metric Analysis) in Software 
Requirements Specifications 
Method for assessing the sufficiency of quality information (for metric analysis) in 

software requirements specifications based on ontology [74-76, 142-144]. For assessing the 
sufficiency of quality information (for metric analysis) in the software requirements 
specifications, the method based on comparative analysis of the ontologies is proposed. 

First of all, for the subject area "Software Engineering" (part “Software Quality. 
Metric analysis”) we develop a base ontology, which contains information on the software 
project complexity, software complexity, software project quality, software quality. These 
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characteristics are determined on the basis of metrics selected in terms of the possibility of 
their calculation at the design stage of the architecture, which are calculated on the basis of 
quality indicators. The concept of the base ontology of the subject area "Software 
Engineering" (part "Software Quality. Metric analysis") is presented in Fig. 2.26. 

 
Fig. 2.25. The scheme of developed method of forming a logical conclusion about the sufficiency of 
information on quality (according to ISO 25010:2011) in the specifications of requirements [144] 
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Fig. 2.26. Concept of the base ontology of the subject area "Software Engineering" (part "Software 

Quality. Metric analysis") 

The base ontology of the subject area "Software Engineering" (part "Software Quality. 
Metric analysis") is formed by components for:  

1) software project complexity (Fig. 2.27);  
2) software complexity  (Fig. 2.28);  
3) software project quality (Fig. 2.29);  
4) software quality (Fig. 2.30). 
 

 
Fig. 2.27. Component of base ontology for software project complexity based on the metric 

analysis 
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Fig. 2.28. Component of base ontology for software complexity based on the metric analysis 

 
Fig. 2.29. Component of base ontology for software project quality based on the metric analysis 
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Fig. 2.30. Component of base ontology for software quality based on the metric analysis 

Method for assessing the sufficiency of quality information (for metric analysis) in 
software requirements specifications based on ontology consists of the following stages: 

1) analysis of sections of the specification of requirements for the concrete software 
for the presence of indicators necessary to determine the software quality and complexity 
metrics, i.e. for the presence of elements of the subset real

metrnqcxi O}sqcxi,...,sqcxi{ 1 ;  

2) generating and filling the template of ontology for determining the quality of 
concrete software (based on the metric analysis), which is formed by components for 
software project complexity, software complexity, software project quality, software quality 
of the concrete software, i.e. generating and filling the template of ontology 
















()(),...,(),(),(),...,(),,"ondepends"

,sqcxi,...,sqcxi,scxm,...,scxm,sqm,...,sqm
O

nqcxincxmnqmreal
metr

101141

111 ; 

 
3) comparison of the obtained ontology with the base ontology of the subject area 

"Software Engineering" (part "Software Quality.Metric analysis"), the components of which 
are shown in Fig. 2.27-2.30, i.e. comparison of the set of indicators }sqcxi,...,sqcxi{ ni1  from 
the ontology for determining the quality of concrete software (based on the metric 
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information) 















()(),...,(),(),(),...,(),,"ondepends"

,sqcxi,...,sqcxi,scxm,...,scxm,sqm,...,sqm
O

nqcxincxmnqmreal
metr

101141

111  with the 

corresponding set }sqcxi,...,sqcxi{ 421  from the base ontology of the subject area "Software 
Engineering" (part "Software Quality.Metric analysis") 
















()(),...,(),(),(),...,(),,"ondepends"

,sqcxi,...,sqcxi,scxm,...,scxm,sqm,...,sqm
Ometr

101141

421101141 ; 

4) identifying indicators that are missing in the ontology for determining the quality 
of concrete software (based on the metric information), i.e. the formation of a set 

})sqcxi,...,sqcxi{}sqcxi,...,sqcxi({}sqcxi,...,sqcxi{

}sqcxi,...,sqcxi{

nqcxi

)nqcxi(

1421421

421



 ,      where 

SMIQM}sqcxi,...,sqcxi{ nqcxi( 421 , metrO}sqcxi,...,sqcxi{ 421 , 
real
metrnqcxi O}sqcxi,...,sqcxi{ 1  (if the generated set is not empty, then the information in the 

specification is not sufficient for calculating the software metrics – the more elements in the 
specified set, the lower the level of sufficiency of information in the requirements); 

5) identification (on the basis of comparative analysis of the developed ontologies) 
of metrics that cannot be calculated on the basis of available indicators, i.e. formation of 
subsets SMIQM}sqm,...,sqm{ )nqm( 141 , SMIQM}scxm,...,scxm{ )ncxm( 101 ; 

6) identification (on the basis of comparative analysis of the developed ontologies) 
of software characteristics (software project complexity and quality, software complexity and 
quality) that cannot be calculated on the basis of metrics, which can be calculated using the 
available indicators; 

7) the presence of software characteristics, the value of which cannot be determined 
on the basis of indicators, which are available in the specification of software requirements, 
indicates the insufficiency of information for reliable assessment of software quality based 
on the metric analysis, i.e. the need to supplement this specification with indicators, which 
are needed for calculating the one or another characteristic; 

8) forming a request to the developers of specifications for the requirements 
governing the indicators of quality; making the necessary additions to the specification with 
quality information (indicators); 

9) repeating steps 1-8 until all indicators are included in the requirements specification 
and until it is possible to define all software characteristics, or until the conclusion about 
insufficiency of information on quality in the software requirements specification satisfies 
the customer.  

The final conclusion about the insufficiency of quality information (indicators) in the 
specification of software requirements will be taken if the cost of finalizing the specification 
of software requirements becomes greater than the expected effect on quality assessment. 

Method for assessing the sufficiency of quality information (for metric analysis) in 
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software requirements specifications based on weighted ontology [74-76, 142-144]. When 
assessing the quality of software based on the metric analysis for ensuring the appropriate 
level of veracity, it is important to meet the presence in the specification of software 
requirements for those indicators that have higher weights. 

Based on the base ontology of the subject area "Software Engineering" (part "Software 
Quality. Metric analysis"), the components of which are presented in Fig. 2.27- 2.30, we 
construct the weighted base ontology, which contains information on the weights of software 
quality indicators, components of which are represented in Fig. 2.31-2.34. The weighted 
ontology contains information on the weights of the indicators of the software requirements 
specification required to calculate the software complexity and quality metrics. 

 
Fig. 2.31. Component of the weighted base ontology for software project complexity 
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Fig. 2.32. Component of the weighted base ontology for software complexity 

 
Fig. 2.33. Component of the weighted base ontology for software project quality 
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Fig. 2.34. Component of the weighted base ontology for software quality 

Marking the weights of software quality indicators in the base ontology makes it 
possible to sort all missing in the specification of software requirements quality indicators in 
descending order of weights values, i.e. to set the priority of their addition to the specification 
of software requirements. 

Similar to the developed method of assessing the sufficiency of information on quality 
(according to ISO 25010:2011) in the specifications of software requirements based on a 
weighted ontology, we propose method for assessing the sufficiency of quality information 
(for metric analysis) in software requirements specifications based on weighted ontology: 

1) implementation of steps 1-2 of the above-described method for assessing the 
sufficiency of quality information (for metric analysis) in software requirements 
specifications based on the ontology; 

2) comparison of the obtained ontology with the weighted base ontology of the 
subject area "Software Engineering" (part "Software Quality. Metric analysis"), the 
components of which are shown in Fig. 2.31-2.34, i.e. comparison of the set of indicators 

}sqcxi,...,sqcxi{ nqcxi1  from the ontology for determining the quality of software (based on 

the metric information)  















()(),...,(),(),(),...,(),,"ondepends"
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the corresponding set )}w,sqcxi(),...,w,sqcxi{( indind
424211  from the weighted base ontology of 

the subject area "Software Engineering" (part "Software Quality. Metric information") 
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3) identifying indicators that are missing in the ontology for determining the quality 
of concrete software (based on the metric information), i.e. the formation of a set 

})sqcxi,...,sqcxi{)}w,sqcxi(),...,w,sqcxi({(

)}w,sqcxi(),...,w,sqcxi{()}w,sqcxi(),...,w,sqcxi{(

nqcxi
indind

indindind
)nqcxi()nqcxi(

ind

1424211

424211424211



 , where

SMIW)}w,sqcxi(),...,w,sqcxi{( ind
)nqcxi()nqcxi(

ind  424211 ,
w
metr

indind O)}w,sqcxi(),...,w,sqcxi{( 424211 , real
metrnqcxi O}sqcxi,...,sqcxi{ 1  (if the 

generated set is not empty, then the information in the specification is not sufficient for 
calculating the software metrics – the more elements in the specified set, the lower the level 
of sufficiency of information in the requirements);  

4) ordering of missing indicators in descending order of values of weights; the 
numerator of the weighs of each missing quality indicator indicates the number of software 
metrics that cannot be calculated without this indicator; 

5) identification of metrics that cannot be calculated on the basis of available 
indicators; 

6) identification of software characteristics (software project complexity and 
quality, software complexity and quality) that cannot be calculated on the basis of metrics, 
which can be calculated using the available indicators 

7) making a decision on the need to supplement the specification of software 
requirements with the necessary indicators in the presence of metrics and characteristics, the 
value of which cannot be determined on the basis of the indicators available in the 
specification; the indicators with higher weights must be first considered and included in the 
specification (the first in the sorted list of missing indicators); 

8) forming a request to the developers of specifications for the requirements 
governing the indicators of quality (with the recommended priority of the supplement); 
making the necessary additions to the specification with quality information (indicators); 

9) repeating steps 1-8 until all indicators are included in the requirements 
specification and until it is possible to define all metrics and characteristics, or until the 
conclusion about insufficiency of information on quality in the software requirements 
specification satisfies the customer.  

Method of generating and filling the template of ontology for determining the 
quality of concrete software (based on the metric information) [74-76, 142-144, 147]. For 
assessing the sufficiency of quality information (for metric analysis) in the specifications of 
software requirements by the methods for assessing the sufficiency of quality information 
(for metric analysis) in the specifications of software requirements based on ontology and 
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based on weighted ontology, it's necessary to generate and filled a template of ontology for 
determining the quality of concrete software (based on the metric information). The process 
of generating and filling the template of ontology for determining the quality of concrete 
software (based on the metric information) should be automated and simplified to minimize 
the impact of the human factor and to simplify the assessment of quality information 
sufficiency (for metric analysis) in software requirements specifications by both developer 
and customer. 

Based on the developed base (universal) ontological model of the subject area 
"Software Engineering" (part "Specification of software requirements (quality indicators)"), 
the base ontology of the subject area "Software Engineering" (part "Specification of software 
requirements (quality indicators)") was developed – Fig. 2.35-2.37. In this ontology, the 
required quality indicators are presented taking into account the distribution by sections of 
the specification, due to which the developed ontology is a template of specification of 
software requirements in terms of indicators and provides visual hints to the user about the 
location of certain indicators in the software requirements specification. 

 
Fig. 2.35. Component of the base ontology of the subject area "Software Engineering" (part 
"Specification of software requirements (quality indicators)") – indicators from section 1 of the 
specification (template of section 1 of the specification of requirements in terms of availability of 
quality indicators) 
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Fig. 2.36. Component of the base ontology of the subject area "Software Engineering" (part 
"Specification of software requirements (quality indicators)") – indicators form section 3 of the 
specification (template of section 3 of the specification in terms of availability of quality indicators) 

 
Fig. 2.37. Component of the base ontology of the subject area "Software Engineering" (part 
"Specification of software requirements (quality indicators)") – indicators form section 5 of the 
specification (template of section 5 of the specification in terms of availability of quality indicators) 
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The developed base ontology of the subject area "Software Engineering" (part 
"Software Quality. Metric analysis"), presented in Fig. 2.27-2.30, contains all 42 software 
quality indicators that may be contained in the software requirements specification. 
Therefore, in order to automate and simplify the generation and filling of the template of 
ontology for determining the quality of concrete software (based on the metric information), 
we develop a method of generating and filling the template of ontology for determining the 
quality of concrete software (based on the metric information) based on the base ontology of 
the subject area "Software Engineering" (part "Software Quality. Metric analysis"). 

The method of generating and filling the template of ontology for determining the 
quality of concrete software (based on the metric information) consists of the following steps: 

1) to open the base ontology of the subject area "Software Engineering" (part 
"Software Quality. Metric analysis"); 

2) to remove from the base ontology all the indicators that were not identified in the 
specification of the software requirements of the concrete software, using the results of the 
analysis of the specification of software requirements of the concrete software for the 
presence of indicators, which are necessary for determining the software metrics, performed 
in step №1 of the method for assessing the sufficiency of quality information (for metric 
analysis) in software requirements specifications based on ontology; 

3) to save the changes, thus creating an ontology for determining the quality of 
concrete software. 

Method of forming a logical conclusion about the sufficiency of information on 
quality (for metric analysis) in the specifications of software requirements [74-76, 142-144, 
147]. First of all, we develop production rules for forming a logical conclusion about the 
sufficiency of quality information (for metric analysis) in the software requirements 
specifications (set }prm,..,prm{PRM 431 ) based on the base and weighted base 
ontologies of the subject area Software Engineering (part "Software Quality. Metric 
analysis"):  

1) if the software requirements specification does not have the "Variables For 
Calculations And Output" indicator (user removed it from the base ontology), then: 

1 chm:chm  (there is insufficient information for determining the Chepin’s metric, so the 
counter of missing indicators for this metric is increased by 1), i.e. there is insufficient 
information for determining 1 of the 24 software metrics;  masmt[Variables For 
Calculations And Output]:=1/42 (in the corresponding element of the array 
masmt the weight of the missing indicator is written, determined by the weighted base 
ontology of the subject area "Software Engineering (part" Software Quality. Metric 
analysis")"); 

2) if the software requirements specification does not have the "Quantity Of Modules" 
indicator, then: 1 chm:chm , 1 jam:jam  (counter of missing attributes for Jilb’s 
Absolute metric), 1 mcm:mcm  (counter of missing attributes for McClure’s metric), 

1 km:km  (counter of missing attributes for Kafur’s metric), 1 qfbm:qfbm  (counter 
of missing attributes for metric “Quantity of found bugs in models”), 1 eicm:eicm  
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(counter of missing attributes for metric “Expected estimate of interfaces complexity”), i.e. 
there is insufficient information for determining 6 of the 24 metrics;  masmt[Quantity 
Of Modules]:=6/42; 

3)–42) – rules for the other 40 indicators are similarly formed; 
43) if 0chm  and 0jam  and 0mcm  and 0km  and 0ch  and 0cpl  and 
0gvc  and 0tmm  and 0qfbm  and 0loc  and 0hm  and 0mc  and 0jrm  and 
0qps  and 0eicm  and 0sdtt  and 0dst  and 0dc  and 0qac  and 0rp  and 
0crc  and 0fpm  and 0eab  and 0dtb , then in the specification of software 

requirements, there is sufficient information for determining software complexity and quality 
based on the metric analysis results, else:  

1. there is insufficient quality information (indicators) in the software requirements 
specification for determining the certain software quality and complexity metrics:  

- if 50  chm , then: there is insufficient information for determining Chepin’s 
metric in the specification of software requirements; if 5chm , then there is no information 
for determining Chepin’s metric in the software requirements specification;  

- if 20  jam , then: there is insufficient information for determining Jilb’s 
Absolute metric; if 2jam , then there is no information for determining Jilb’s Absolute 
metric; 

- if 50  mcm , then: there is insufficient information for determining McClure’s 
metric; if 5mcm , then there is no information for determining McClure’s metric; 

- if 40  km , then: there is insufficient information for determining Kafur’s metric; 
if 4km , then there is no information for determining Kafur’s metric; 

- if 20  ch , then: there is insufficient information for determining cohesion metric; 
if 2ch , then there is no information for determining cohesion metric; 

- if 50  cpl , then: there is insufficient information for determining coupling 
metric; if 5cpl , then there is no information for determining coupling metric; 

- if 20  gvc , then: there is insufficient information for determining “Global 
variables calling” metric; if 2gvc , then there is no information for determining “Global 
variables calling” metric; 

- if 30  tmm , then: there is insufficient information for determining “Time of 
models modification” metric; if 3tmm , then there is no information for determining “Time 
of models modification” metric; 

- if 20  qfbm , then: there is insufficient information for determining “Quantity of 
found bugs in models” metric; if 2qfbm , then there is no information for determining 
“Quantity of found bugs in models” metric; 

- if 10  loc , then: there is insufficient information for determining “Lines of code” 
metric; if 1loc , then there is no information for determining “Lines of code” metric; 
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- if 50  hm , then: there is insufficient information for determining Halstead’s 
metric; if 5hm , then there is no information for determining Halstead’s metric; 

- if 30  mc , then: there is insufficient information for determining McCabe’s 
metric; if 3mc , then there is no information for determining McCabe’s metric; 

- if 30  jrm , then: there is insufficient information for determining Jilb’s Relative 
metric; if 3jrm , then there is no information for determining Jilb’s Relative metric; 

- if 20  qps , then: there is insufficient information for determining “Quantity of 
program statements” metric; if 2qps , then there is no information for determining 
“Quantity of program statements” metric; 

- if 30  eicm , then: there is insufficient information for determining “Expected 
estimate of interfaces complexity” metric; if 3eicm , then there is no information for 
determining “Expected estimate of interfaces complexity” metric; 

- if 20  sdtt , then: there is insufficient information for determining “Software 
design total time” metric; if 2sdtt , then there is no information for determining “Software 
design total time” metric; 

- if 30  dst , then: there is insufficient information for determining “Design stage 
time” metric; if 3dst , then there is no information for determining “Design stage time” 
metric; 

- if 20  dc , then: there is insufficient information for determining “Design cost” 
metric; if 2dc , then there is no information for determining “Design cost” metric; 

- if 40  qac , then: there is insufficient information for determining “Quality audit 
cost” metric; if 4qac , then there is no information for determining “Quality audit cost” 
metric; 

- if 20  rp , then: there is insufficient information for determining “Realization 
productivity” metric; if 2rp , then there is no information for determining “Realization 
productivity” metric; 

- if 30  crc , then: there is insufficient information for determining “Code 
realization cost” metric; if 3crc , then there is no information for determining “Code 
realization cost” metric; 

- if 50  fpm , then: there is insufficient information for determining “Functional 
points” metric; if 5fpm , then there is no information for determining “Functional points” 
metric; 

- if 20  eab , then: there is insufficient information for determining “Effort applied 
by Boehm” metric; if 2eab , then there is no information for determining “Effort applied 
by Boehm” metric; 

- if 20  dtb , then: there is insufficient information for determining “Development 
time by Boehm” metric; if 2dtb , then there is no information for determining 
“Development time by Boehm” metric; 
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2. to sort array masmt in descending order of element values (weights of missing 
indicators);  

3. to display the indices of those elements of the sorted array masmt, which have a 
value other than 0 – as the recommended priority of adding indicators to the specification of 
software requirements. 

Based on the production rules for forming a logical conclusion about the sufficiency 
of quality information (for metric analysis) in the software requirements specifications, we 
develop the method of forming a logical conclusion about the sufficiency of information on 
quality (for metric analysis) in the specifications of software requirements: 

1) according to the Method for assessing the sufficiency of quality information (for 
metric analysis) in software requirements specifications based on ontology, taking into 
account the comparative analysis of ontologies, the formation of a set of the indicators 

}sqcxi,...,sqcxi{ )nqcxi( 421 , is performed, which are missing in the ontology for determining 

the quality of concrete software (based on the metric information); 
2) according to the method of searching in the width in the forward direction, in the 

subset of production rules }prm,..,prm{ 421  there is a search for a rule for each element of 
the set }sqcxi,...,sqcxi{ )nqcxi( 421 , according to which the counters of missing indicators for 

metrics are calculated; 
3) according to the rule 43prm , the analysis of information on quality (indicators) in 

the specification for sufficiency is performed, and, in case of insufficiency, conclusions are 
formed, for determining of which software metrics the information is insufficient, as well as 
the sorted (by weights) list of missing indicators is formed as a recommended priority of 
adding indicators to the software requirements specification; 

4) the numerical assessment of the sufficiency of the volume of quality information 
(indicators), available in the requirements, is performed – should strive for this assessment 
to be as large as possible, i.e. to go to 1: 

2253242323233

51232524525
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, (2.32) 

where metrq  – the number of metrics that cannot be calculated based on the indicators, 
available in the specification; numbers in fraction numerators indicate the number of 
indicators missing in the specification for a certain metric, numbers in fraction denominators 
indicate the number of required indicators for each metric; 
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where metrD  – numerical assessment of the sufficiency of the amount of information 
(indicators) available in the specification; 

5) numerical assessment of the sufficiency of the available (after supplementing) 
quality information (indicators) in the software requirements specification (taking into 
account that the methods for assessing the sufficiency of quality information (for metric 
analysis) in the software requirements specifications based on ontology and based on 
weighted ontology are iterative, after forming a conclusion about the insufficient information 
in the specification, the specification of requirements will be supplemented with the 
necessary indicators, which will increase the sufficiency of information on quality in the 
requirements):  
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,      (2.34) 

where metrq  – the number of metrics that cannot be calculated based on the indicators, available 
in the specification after specification's supplementing; numbers in fraction numerators indicate 
the number of indicators missing in the specification for a certain metric (after supplementing); 
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where metrD  – numerical assessment of the sufficiency of the amount of information 
(indicators) available in the specification (after supplementing); 

6) the gain of the sufficiency of the amount of information on quality (indicators) in 
the specification of software requirements (after supplementing the specification with the 
necessary indicators) is calculated: 
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where metrq  – the number of metrics that became possible to calculate after the 
supplementing the specification with the indicators; 
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where metrD  – the gain of the sufficiency of the amount of information on quality 
(indicators) in the specification (after supplementing). 
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 Intelligent Information Technology for Assessing the 
Sufficiency of Quality Information in the 
Specifications of the Software Requirements 
Based on the modeling of information flows in the formation of the specification of 

software requirements and the study of information flows in the process of assessing the 
sufficiency of information on quality in the specifications of software requirements, as well 
as taking into account the theoretical principles of information technology of assessing the 
sufficiency of information on quality in the specifications of software requirements, the 
information technology for assessing the sufficiency of quality information in the 
specifications of the software requirements is developed [75, 144] (as a set of processes that 
uses tools and methods of accumulation, processing and transmission of primary information 
for obtaining new quality information about the state of an object, process or phenomenon), 
structural scheme of which is presented in Fig. 2.38. 

The purpose of the developed information technology is to assess the sufficiency of 
information on quality in the specification of requirements for the developed software. 

The basis of information technology for assessing the sufficiency of quality information 
in the specifications of the software requirements are: methods of generating and filling the 
template of ontology for determining the quality of concrete software based on ISO 25010 and 
metric information; methods for assessing the sufficiency of quality information (according to 
ISO 25010 and for metric analysis) in software requirements specifications based on ontologies 
and based on weighted ontologies; methods of forming a logical conclusion about the 
sufficiency of information on quality (according to ISO 25010 and for metric analysis) in the 
specifications of software requirements; subsystem for assessing the sufficiency of information 
on quality in the software requirements specifications based on comparative analysis of 
ontologies, which is based on the above methods. 

Information technology for assessing the sufficiency of quality information in the 
specifications of the software requirements provides: 

- support for the software quality assessment process in the early stages of the life 
cycle based on the assessment of the sufficiency of quality information in the software 
requirements specifications;  

- processing of quality information in the software requirements specifications by 
software agents (bots), without the participation of specialists, that provides the ability to 
automate such processes and eliminate the subjective influence of specialists, as well as the 
safety of this information in the software company in case of dismissal of specialists; 

- conclusion on the sufficiency of quality information in the software requirements 
specifications; 

- the priority of supplementing the requirements specification with the necessary 
information (in case of insufficient information) by forming a request; 

- numerical assessment of the sufficiency of the amount of quality information 
available in the requirements specification; 
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- numerical assessment of the gain of the sufficiency of the amount of information on 
quality in the specification of requirements after its supplementing. 

Fig. 2.38. Structural scheme of information technology for assessing the sufficiency of quality 
information in the specifications of the software requirements 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Business 
requirements, 

……… 

Request to 
complement of 
the information 

about the 
requirements, 

which 
determine the 

quality 
characteristics 

 

Set of input information (SII) 

Module of information processing  
(set-theoretical, structural and ontological models) 

Software requirements 
specification (SRS) 

Способи генерування та наповнення 
шаблону онтології для визначення якості 
конкретного ПЗ на основі стандарту ISO 
25010 та на основі метричної інформації 

Способи генерування та наповнення 
шаблону онтології для визначення якості 
конкретного ПЗ на основі стандарту ISO 
25010 та на основі метричної інформації 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The subsystem of the evaluating the sufficiency of information on quality in the 
SRS on the basis of comparative analysis of ontologies 

Ways (moduses) of generating and filling the templates of ontology for 
determining the quality of the concrete software by ISO 25010:2011 and on the 

basis of metric information 

Methods of evaluating the sufficiency of information on quality  
(by ISO 25010:2011 and for the metric analysis) in the SRS  

on the basis of the ontologies 

Methods of evaluating the sufficiency of information on quality  
(by ISO 25010:2011 and for the metric analysis) in the SRS  

on the basis of the weighted ontologies 

Methods of forming the logical conclusion about the sufficiency  
of information on quality (by ISO 25010:2011 and for the metric analysis)  

in the software requirements specifications 

Conclusion 
about 

sufficiency of 
information on 

quality  

Further work on the 
software project 

Yes  

No 



Intelligent Information-Analytical Technologies for Improving the Software Quality 

96 

With the purpose of the developing the applied principles of information technology 
for assessing the sufficiency of quality information in the software requirements 
specifications, it is necessary to design and implement a subsystem for assessing the 
sufficiency of quality information in the software requirements specifications based on 
comparative analysis of ontologies.  

When implementing this subsystem, the processes of assessing the sufficiency of 
information on quality in the software requirements specifications should be maximally 
automated in order to minimize the impact of the human factor and to simplify the 
implementation of this assessment by both the developer and the customer. 

 
Subsystem for assessing the sufficiency of quality information in the software 

requirements specifications based on comparative analysis of ontologies [75, 144]. On the 
input of the subsystem for assessing the sufficiency of information on quality in the software 
requirements specifications based on comparative analysis of ontologies are given sets:  1) 

}qms,...qms{ nm1  ( 138nm )of available in the software requirements specification of the 
above quality attributes, which are necessary for assessing the software quality characteristics 
and sub-characteristics; 2) }sqcxi,...,sqcxi{ nqcxi1  ( 42nqcxi ) of available in the software 

requirements specification of the above indicators required to perform the metric analysis.  

 
Fig. 2.39. The conceptual scheme of the subsystem for assessing the sufficiency of information on 
quality in the specifications of the software requirements based on the comparative analysis of 
ontologies [144] 

The results of such a subsystem are: 
1) conclusion on the sufficiency of information on quality (according to ISO 25010) 

in the specification of requirements for concrete software; 
2) recommendations on the need and priority of supplementing the specification of 
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software requirements with quality attributes (in case of insufficiency of attributes); 
3) assessment of the sufficiency of the amount of quality information (attributes) 

available in the specification of requirements; 
4) conclusion on the sufficiency of quality information (for metric analysis) in the 

specification of requirements for concrete software; 
5) recommendations on the need and priority of supplementing the specification of 

software requirements with indicators (in case of insufficiency of indicators); 
6) assessment of the sufficiency of the amount of information (indicators) available in 

the specification of requirements. 
The conceptual scheme of the subsystem for assessing the sufficiency of information 

on quality in the specifications of the software requirements based on the comparative 
analysis of ontologies is presented in Fig. 2.39 [144]. 

The structure of the subsystem for assessing the sufficiency of information on quality 
in the specifications of the software requirements based on the comparative analysis of 
ontologies is presented in Fig. 2.40 [144]. 

The subsystem for assessing the sufficiency of information on quality in the 
specifications of the software requirements based on the comparative analysis of ontologies 
consists of the following components: 

1) the module of introduction of the attributes of the specification of software 
requirements is an integral part of the user interface; reads user information on available 
attribute values }qms,...qms{ nm1  ( 138nm )in section 3 of the software requirements 
specification; the user is offered a list of all 138 quality attributes in the base ontology, from 
which he removes attributes that are not in the analyzed specification, forming an ontology 
for determining the quality of the concrete software; 

2) the module of the introduction of indicators of the specification of requirements to 
the software is a component of the user interface; reads user information on the available 
values of indicators }sqcxi,...,sqcxi{ nqcxi1  ( 42nqcxi )in sections 1, 3, 5 of the specification 

of software requirements; the user is offered a list of all 42 indicators in the base ontology, 
from which he deletes indicators that are not in the analyzed specification, forming an 
ontology for determining the quality of the concrete software (based on metric information); 

3) module of the user support is an integral part of the user interface; provides the 
user with information about: the structure of the specification of software requirements (in 
the form of ontologies (Fig. 2.24, 2.35-2.37), which are templates of the specification of 
software requirements in terms of quality attributes and indicators); attributes required for 
software quality assessment according to ISO 25010; indicators needed to assess the quality 
of software based on the results of metric analysis; the process of forming the results of the 
subsystem; 

4) module for assessing the sufficiency of information in the specification of software 
requirements for determining the quality of software according to ISO 25010 – generating 
and filling the template of ontology for determining the quality of the concrete software are 
performed, taking into account the attributes }qms,...qms{ nm1  ( 138nm ) entered in the 
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module of the introduction of the attributes of the specification of software requirements, 
according to the method of generating and filling the ontology template for determining the 
quality of the concrete software. The comparative analysis of the ontologies for determining 
the quality of the concrete software with the base ontology of the subject area "Software 
Engineering" (part "Software Quality") is performed, the result of which is a list of attributes 
missing in the specification. According to the method of forming a logical conclusion about 
the sufficiency of information on quality (according to ISO 25010:2011) in the specifications 
of the software requirements, the results of comparative analysis of ontology for the concrete 
software with the base ontology are processed. If the comparative analysis of ontologies does 
not reveal discrepancies (the list of missing attributes is empty), then the information on the 
quality of the specification is sufficient for determining the quality of software according to 
ISO 25010, then the module of results display gives the user of the subsystem the conclusion 
"Information of the considered specification is sufficient for determining the software quality 
according to the ISO 25010 standard". If the comparative analysis of ontologies reveals 
discrepancies, the specification does not have insufficient attributes for determining the 
certain sub-characteristics and characteristics of software quality, then the module of results 
display gives the user of the subsystem the conclusion "Information of the considered 
specification is insufficient for determining the software quality according to the ISO 25010 
standard", followed by a comparative analysis of the ontology for determining the quality of 
concrete software with a weighted base ontology of the subject area "Software Engineering" 
(part "Software Quality"). Next, the production rule is searched (in the production rules for 
forming a logical conclusion about the sufficiency of information on quality (according to 
ISO 25010:2011) in the software requirements specifications contained in the knowledge 
base) for each missing attribute in the specification, according to which the subsystem outputs 
conclusion to the user on the sub-characteristics and quality characteristics of the software, 
for determination of which in the specification is insufficient information, as well as sorting 
all missing attributes of the specification in descending order of weights, i.e. the 
recommended priority of their supplementing the software requirements. With the help of the 
module of the results display, the generated recommendations are issued to the user of the 
subsystem in the form of conclusion "For increasing the sufficiency of the volume of quality 
in the software requirements specification, it's recommended to supplement the specification 
information with the attributes in the following sequence: ", followed by a list of all missing 
attributes in accordance with the established priority of supplementing them to the 
specification. In addition, the subsystem, based on the results of certain production rules, 
according to step 4 of the method of forming a logical conclusion about the sufficiency of 
quality information (according to ISO 25010:2011) in the software requirements 
specifications, performs a quantitative assessment of the sufficiency of the requirements 
information (attributes) for assessing the quality of software by sub-characteristics and 
characteristics and displays conclusion to the user in the form: "Sufficiency of the available 
information in the specification of information (attributes) for assessing the quality of 
software according to ISO 25010 is: ", followed by quantitative assessment of the sufficiency; 
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Fig. 2.40. The structure of the subsystem for assessing the sufficiency of information on quality in 
the specifications of the software requirements based on the comparative analysis of ontologies [144] 

5) module for assessing the sufficiency of information in the specification of software 
requirements for determining the quality of software based on the metric analysis – works 
similarly to the module for assessing the sufficiency of information in the specification of 



Intelligent Information-Analytical Technologies for Improving the Software Quality 

100 

software requirements for determining the quality of software according to ISO 25010, i.e. first 
of all generating and filling the template of ontology for determining the quality of the concrete 
software (based on the metric information) are performed, taking into account the indicators 

}sqcxi,...,sqcxi{ nqcxi1  ( 42nqcxi ) entered in the module of the introduction of the indicators 

of the specification of software requirements, according to the method of generating and filling 
the ontology template for determining the quality of the concrete software (based on the metric 
information). The comparative analysis of the ontologies for determining the quality of the 
concrete software (based on the metric information) with the base ontology of the subject area 
"Software Engineering" (part "Software Quality. Metric Analysis") is performed, the result of 
which is a list of indicators missing in the specification. According to the method of forming a 
logical conclusion about the sufficiency of information on quality (for metric analysis) in the 
specifications of the software requirements, the results of comparative analysis of ontology for 
the concrete software (based on the metric information) with the base ontology are processed. 
If the comparative analysis of ontologies does not reveal discrepancies (the list of missing 
indicators is empty), then the information on the quality of the specification is sufficient for 
determining the quality of software based on the metric analysis results, then the module of 
results display gives the user of the subsystem the conclusion "Information of the considered 
specification is sufficient for determining the software quality based on the metric analysis 
results". If the comparative analysis of ontologies reveals discrepancies, the specification does 
not have insufficient indicators for determining the certain software metrics, then the module 
of results display gives the user of the subsystem the conclusion "Information of the considered 
specification is insufficient for determining the software quality based on the metric analysis 
results", followed by a comparative analysis of the ontology for determining the quality of 
concrete software (based on the metric information) with a weighted base ontology of the 
subject area "Software Engineering" (part" Software Quality. Metric Analysis"). Next, the 
production rule is searched (in the production rules for forming a logical conclusion about the 
sufficiency of information on quality (for metric analysis) in the software requirements 
specifications contained in the knowledge base) for each missing indicator in the specification, 
according to which the subsystem outputs conclusion to the user on the metrics of the software, 
for determination of which in the specification is insufficient information, as well as sorting all 
missing indicators of the specification in descending order of weights, i.e. the recommended 
priority of their supplementing the software requirements. With the help of the module of the 
results display, the generated recommendations are issued to the user of the subsystem in the 
form of conclusion "For increasing the sufficiency of the volume of quality in the software 
requirements specification, it's recommended to supplement the specification information with 
the indicators in the following sequence: ", followed by a list of all missing indicators in 
accordance with the established priority of supplementing them to the specification. In addition, 
the subsystem, based on the results of certain production rules, according to step 4 of the method 
of forming a logical conclusion about the sufficiency of quality information (for metric 
analysis) in the software requirements specifications, performs a quantitative assessment of the 
sufficiency of the requirements information (indicators) for assessing the quality of software by 
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metrics and displays conclusion to the user in the form: "Sufficiency of the available 
information in the specification of information (indicators) for assessing the quality of software 
based on the metric analysis results is: ", followed by quantitative assessment of the sufficiency;  

6) knowledge base – contains a base and weighted base ontology of the subject area 
"Software Engineering" (parts "Software Quality", "Software Quality. Metric Analysis"), the 
base ontology of the subject area "Software Engineering" (parts "Specification of software 
requirements (quality attributes)", "Specification of software requirements (quality 
indicators)", generated by users of the ontology for determining the quality of the concrete 
software and ontology for determining the quality of the concrete software (based on metric 
information), as well as production rules for forming a logical conclusion about the 
sufficiency of quality information (according to ISO 25010:2011 and for metric analysis) in 
the software requirements specifications; 

7) module of the results display – is an integral part of the user interface; it's used for 
displaying the conclusions of subsystem about sufficiency/insufficiency of information to the 
user. 

Advantages of information technology for assessing the sufficiency of information 
on quality in the software requirements specifications [75]. The modern development of 
information technologies requires decisive changes due to the emergence of powerful 
technical resources for processing large amounts of information, as well as due to the 
intellectualization of information processing, which allows solving new classes of problems. 
The described needs are prerequisites for the development of theoretical and applied 
foundations of new-generation information technologies. In this case, the content and 
methods of information processing are significantly influenced by the characteristics of the 
subject areas for which information technology is developed. Today, the software 
engineering industry needs special attention to the development and implementation of new-
generation information technologies in terms of software quality assurance.  

The problem of software quality assurance today remains one of the main problems 
of software engineering. Early stages of the software life cycle, in particular, the stage of 
formation and formulation of requirements, are the least formalized and most expensive, 
because the cost of correcting the incorrect requirements identified after product release is 
hundreds of times higher than the cost of correction of the specification problems, which are 
identified at the stage of requirements formulation. The risks of the insufficiently worked-
out stage of formation and formulation of requirements are non-compliance with project 
deadlines and financial overspending, which can lead to the closure of the project, and even 
the collapse of the software company due to its financial instability. 

When formulating requirements, it is important to adhere to the requirements of the 
standards governing the software development process. However, most of these standards 
are presented in natural language in text form, so there is no mechanism to verify the results 
of the implementation of the standard in the software development process. When developing 
software at the junction of subject areas, the task is significantly complicated, because it is 
necessary to implement the standards of the subject area for which the software is developed. 
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Now information technology involves human-machine interaction at all stages of 
information processing (Fig. 2.41), during which all information is interpreted by a person, 
which often leads to loss of essential information. But the need to process large amounts of 
information and the development of various areas of intellectualization of information and 
data are prerequisites for the transition to a new level of information processing through the 
development of new-generation information technologies in which people are eliminated 
from information processing and knowledge acquisition (Fig. 2.42). 

 

 
Fig. 2.41. Modern information technologies: human-machine interaction is provided at all stages of 

information processing 

 
Fig. 2.42. Information technology for assessing the sufficiency of information on quality in the 
specifications of software requirements: partial elimination of a person from the processes of 
information processing and knowledge acquisition 

The basis of information technology for assessing the sufficiency of quality 
information in the specifications of software requirements is the use of ontologies – base 
ontologies of the subject area "Software Engineering" (parts "Software Quality", "Software 
Quality. Metric Analysis"), ontologies for determining the quality of the concrete software 
(according to ISO 25010:2011 and based on metric information) for providing the quality 
information in the specification of software requirements. Therefore, information 
technology, developed on the basis of the concept of the Semantic Web, provides duplication 
and gaps in this information based on the visualization of missing logical connections, as 
well as the ability to process quality information by intelligent and non-intelligent virtual 
agents (bots), without human intervention, that provides the ability to automate such 
processes and eliminate the subjective influence of man, as well as the safety of this 
information in the software company in case of dismissal of a specialist. 

The development of information technology for assessing the sufficiency of 
information on quality in the specifications of software requirements is possible through the 
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development of software ontology-based agents (bots). The introduction of advanced 
information technology in software companies automates the process of verifying the 
sufficiency of information on quality in the specifications of software requirements, will 
allow the use of software agents to analyze and supplement the specification, to assess the 
initial stages of the life cycle, to minimize information and financial losses. 

 Results of Functioning the Intelligent Information 
Technology for Assessing the Sufficiency of Quality 
Information in the Specifications of the Software 
Requirements 
Assessment of the sufficiency of quality information (according to ISO 25010:2011) 

in the software requirements specifications [74-76, 142-144]. During the experiment, the 
specification of requirements for a software agent for improving the security of computer 
systems’ software was analyzed. The software quality attributes required for determining the 
software quality sub-characteristics and characteristics available in a particular specification 
have been identified. Based on the method of generating and filling the template of ontology 
for determining the quality of concrete software, an ontology for determining the quality of 
the concrete software is developed, which is formed by components for determining: 
Functional Suitability (Fig. 2.43), Compatibility (Fig. 2.44), Performance Efficiency (Fig. 
2.45), Portability (Fig. 2.46), Usability (Fig. 2.47), Reliability (Fig. 2.48), Security (Fig. 
2.49), Maintainability (Fig. 2.50) of the concrete software. 

 
Fig. 2.43. Component of ontology for Functional Suitability for a software agent for improving the 

security of computer systems' software 

Comparison of the developed ontology for the software agent for improving the 
security of computer systems' software (Fig. 2.43-2.50) with fragments of the base ontology 
for the subject area "Software Engineering", part "Software Quality" (Fig. 2.6-2.13) made it 
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possible to find that in the developed ontology of the concrete software project there are no 
4 attributes (Fig. 2.51): "Number Of Functions", "Operation Time", "Number Of Data Items", 
"Number Of Test Cases", then the set of missing attributes 










"stCasesNumberOfTe","taItemsNumberOfDa"
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41 . 

 
Fig. 2.44. Component of ontology for Compatibility for a software agent for improving the 

security of computer systems' software 

 
Fig. 2.45. Component of ontology for Performance Efficiency for a software agent for improving 

the security of computer systems' software 
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Fig. 2.46. Component of ontology for Portability for a software agent for improving the security of 

computer systems' software 

Fig. 2.47. Component of ontology for Usability for a software agent for improving the security of 
computer systems' software 



Intelligent Information-Analytical Technologies for Improving the Software Quality 

106 

 
Fig. 2.48. Component of ontology for Reliability for a software agent for improving the security of 

computer systems' software 

Fig. 2.49. Component of ontology for Security for a software agent for improving the security of 
computer systems' software 
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Fig. 2.50. Component of ontology for Maintainability for a software agent for improving the 

security of computer systems' software 

 
Fig. 2.51. Comparison of the ontology for determining the quality of concrete software (software 
agent for improving the security of computer systems' software) with the base ontology of the subject 
area "Software Engineering" (part "Software Quality") 
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According to the method of forming a logical conclusion about the sufficiency of 
information on quality (according to ISO 25010:2011) in the software requirements 
specifications, a search of the production rule is made for each element of the set 

}qms,...,qms{ ASAS
41 , according to which the attributes, which are missing in the specification 

for determining the software quality sub-characteristics and characteristics, are calculated, – 
the results of such a search are shown in Table 2.1. 

Tab. 2.1. List of software quality attributes missing in the specification and the results of the method 
of forming a logical conclusion about the sufficiency of information on quality (according to ISO 
25010:2011) in the software requirements specifications 

Missing 
attribute 

Number of the 
rule 

Results of the method (rule) 

Number of 
Functions 1 

1fc , 1fa , 1ft , 1ar , 1lb , 
1ob , 1md , 1mfb , 1cex , 1ab , 
1rb ;  2fy , 1ry , 3uy , 2my , 

1cy , 2py ;  mas[Number Of 
Functions]=11/138 

Operation Time 2 

1fcr , 2fa , 1ma , 1av , 1rvb , 
1tb , 1ru , 2lb , 2ob , 2md , 

2mfb , 1tst , 1cf , 1ig , 
2cex , 1io , 2ab ; 4fy , 4ry , 

2ey , 5uy , 5my , 2sy , 3cy , 
3py ;  

mas[Operation Time]=17/138 

Number of Data 
Items 7 

2fcr , 1ccy , 1anb , 2cf , 
2ig , 3cex , 3ab , 2rb ; 5fy

, 3ey , 6my , 4sy , 4cy , 
5py ; mas[Number Of Data 
Items] =8/138 

Number of Test 
Cases 13 

2ma , 2ft , 2tst , 3cf , 3ig ; 
6ry , 7my , 6sy ; mas[Number 
Of Test Cases]=5/138 

  
According to rule №139, it was found that the specification of the requirements for 

the software agent to improve the security of computer systems' software has insufficient 
attributes for determining certain sub-characteristics of software quality, namely for sub-
characteristics: Functional Completeness, Functional Correctness, Functional 
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Appropriateness, Maturity, Availability, Fault Tolerance, Recoverability, Time Behaviour, 
Resource Utilization, Capacity, Appropriateness Recognisability, Learnability,  Operability, 
Modularity, Analysability, Modifability, Testability, Confidentiality, Integrity, CoExistence, 
Interoperability, Adaptability, Replaceability. Sub-characteristics, for the determination of 
which there are insufficient attributes in the specification, are circled in Fig. 2.43-2.50. 

According to Part 1 of Rule No. 140, it was found that the specification of 
requirements of the software agent for improving the security of computer systems' software 
has insufficient attributes for all eight software quality characteristics. 

Thus, the absence of four attributes in the software requirements led to the 
impossibility of calculating 23 (from 31) software quality sub-characteristics, to the 
impossibility of calculating all software quality characteristics with a high level of veracity 
and, accordingly, to the impossibility of determining the future software quality with a high 
level of veracity. Then the subsystem for assessing the sufficiency of quality information in 
the software requirements specifications based on a comparative analysis of ontologies of 
information technology for assessing the sufficiency of quality information in the software 
requirements specifications concluded: "The information in this specification is insufficient 
for determining the quality of software according to ISO 25010." 

After establishing the fact of insufficiency of information on quality (attributes) in the 
specification of requirements to the software agent for improving the security of computer 
systems' software, according to 2-nd and 3-rd parts of rule No.140, sorting of array mas on 
descending values of elements (weights of missing attributes) is performed and the indices 
of those elements of the sorted array mas are displayed, which have a value other than 0 – 
Table 2.2. 

Tab. 2.2. List of software quality attributes missing in the specification in descending order of 
weights 

Missing quality attributes (indexes 
of elements of array mas) 

Weights (values of elements of array 
mas) 

Operation Time 17/138 
Number of Functions 11/138 
Number of Data Items 8/138 
Number of Test Cases 5/138 

  
Table 2.2 shows the priority and order of consideration and supplementing the quality 

attributes to the specification of requirements of a software agent for improving the security 
of computer systems' software. Therefore, the subsystem for assessing the sufficiency of 
quality information in the software requirements specifications based on a comparative 
analysis of ontology of information technology for assessing the sufficiency of quality 
information in the software requirements specifications concluded: “For increasing the 
sufficiency of quality information in the specification, it is recommended to supplement the 
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attributes in the following sequence: 1) Operation Time; 2) Number Of Functions; 3) Number 
Of Data Items; 4) Number Of Test Cases". 

Next, the sufficiency of the amount of information available in the requirements 
specification for assessing the quality of the software was assessed: 

- by sub-characteristics:   
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Thus, the subsystem for assessing the sufficiency of information on quality in the 
specifications of software requirements based on a comparative analysis of ontologies of 
information technology for assessing the sufficiency of information on quality in the 
specifications of software requirements displays the conclusion to the user: "Sufficiency of 
the volume of information is 79% for software quality evaluation by sub-characteristics and 
76% for software quality evaluation by characteristics".                                                     

Because the proposed methods for assessing the sufficiency of quality information 
(according to ISO 25010:2011) in the software requirements specifications based on ontology 
and weighted ontology are iterative, and for this software project there are sub-characteristics 
and characteristics for determination of which there are insufficient attributes in the 
specification, a request was made to supplement the software requirements specification. 
After supplementing the requirements specification, an ontology (version 2) for determining 
the quality of concrete software was re-developed. A comparative analysis of the developed 
ontology (version 2) with fragments of the base ontology of the subject area "Software 
Engineering" (part "Software Quality") found that the specification of software requirements 
was supplemented by attributes "Number Of Functions" (2-nd in the sorted list), "Number of 
Data Items" (3-rd in the sorted list), then the set of missing attributes

}"stCasesNumberOfTe","imeOperationT{"}sqm,sqm{ ASAS  21 . 
According to the method of forming a logical conclusion about the sufficiency of 

information on quality (according to ISO 25010:2011) in the software requirements 
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specifications, the rule is searched again for each element of the set }sqm,sqm{ ASAS
21   – the 

results of such a search are shown in Table 2.3. 

Tab. 2.3. List of missing (after supplementing) software quality attributes in the specification and 
the results of the method of forming a logical conclusion about the sufficiency of quality information 
(according to ISO 25010) in the specifications of software requirements 

Missing 
attribute 

Number of the 
rule 

Results of the method (rule) 

Operation Time 2 

1rfc , 1af , 1am , 1va

, 1brv , 1bt , 1ur , 1bl , 
1bo , 1dm , 1bmf , 1tts , 

1fc , 1gi , 1xce , 1oi , 1ba

; 2yf , 3yr , 2ye , 2yu , 
3ym , 2ys , 2yc , 1yp ; 

mas[Operation Time]=17/138 

Number of Test 
Cases 13 

2am , 1tf , 2tts , 2fc

, 2gi ; 5yr , 4ym , 4ys ; 
mas[Number Of Test 

Cases]=5/138 
  

According to rule №139, it was found that the specification has insufficient attributes 
for determining the certain software quality sub-characteristics (indicating these sub-
characteristics), but comparative analysis of the list of sub-characteristics that are still 
impossible to determine after supplementing the specification, with a list of sub-
characteristics that could not be determined on the basis of the initial version of the 
specification requirements, showed that it is possible to determine Functional completeness, 
Capacity, Appropriateness recognisability, Analyzability, Replaceability of the concrete 
software project. 

According to Part 1 of Rule No. 140, it was found that the software requirements 
specification has still insufficient attributes for all eight software quality characteristics.  

Therefore, the absence in the specification of software requirements of the other two 
attributes "Operation Time", "Number Of Test Cases" still leaves it impossible to calculate 
18 sub-characteristics of quality, all 8 quality characteristics of software with a high level of 
veracity (there is still an insufficiency of information). Therefore, the subsystem for assessing 
the sufficiency of quality information in the software requirements specifications based on a 
comparative analysis of ontology again displays the conclusion to the user: "Information of 
specification is insufficient for determining the software quality according to ISO 25010". 

After establishing the fact of insufficiency of the information of the specification of 
requirements for determining the quality of the software according to ISO 25010:2011, 
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according to 2-nd and 3-rd parts of rule No. 140, sorting of array mas on descending values 
of elements (weights of missing attributes) is performed and the indices of those elements of 
the sorted array mas are displayed, which have a value other than 0 – Table 2.4. 

Tab. 2.4. List of missing (after supplementing) software quality attributes in the specification in 
descending order of weights 

Missing quality attributes (indexes 
of elements of array mas) 

Weights (values of elements of array 
mas) 

Operation Time 17/138 
Number of Test Cases 5/138 

  
Therefore, the subsystem for assessing the sufficiency of quality information in the 

software requirements specifications based on a comparative analysis of ontology concluded: 
“For increasing the sufficiency of quality information in the specification, it is recommended 
to supplement the attributes in the following sequence: 1) Operation Time; 2) Number Of 
Test Cases". 

Next, the sufficiency of the amount of information available in the requirements 
specification for assessing the quality of the software was assessed: 

- by sub-characteristics: 
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Thus, the subsystem for assessing the sufficiency of information on quality in the 
specifications of software requirements based on a comparative analysis of ontologies 
displays the conclusion to the user: "Sufficiency of the volume of information is 90% for 
software quality evaluation by sub-characteristics and 88% for software quality evaluation 
by characteristics". 
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The gain of the sufficiency of the amount of information in the specification of 
requirements for assessing the quality of software after supplementing the specification of 
requirements with 2 necessary attributes: 

- by sub-characteristics: 
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The process of supplementing the requirements specification continues until it is 
possible to determine all the sub-characteristics and quality characteristics or until it is 
concluded that there is insufficient information to determine the quality of the software. The 
customer of the software agent for improving the security of computer systems' software 
decided that further supplementing the specification is not economically feasible, so it was 
concluded that there is insufficient information on quality (attributes), and sufficiency of 
information volume is 90% for software quality evaluation by sub-characteristics and 88% 
for software quality evaluation by characteristics. 

If the developer listened to the recommendations on the priority of adding the necessary 
attributes and added at least the most important of the missing attribute "Operation time" (1-st 
in the sorted list), it would be possible to define 13 more software quality sub-characteristics, 
and also 5 software quality characteristics. As a result, the sufficiency of quality information in 
the specification of requirements would significantly increase, and the size of the knowledge 
gap in assessing software quality would be further reduced. However, as the stated sufficiency 
of the quality information in the requirements specification satisfied the customer, the process 
of finalizing the requirements specification was stopped. 

Assessment of the sufficiency of quality information (for metric analysis) in the 
software requirements specifications [74-76, 142-144]. During the experiment, the 
specification of requirements for a software agent for improving the security of computer 
systems’ software was analyzed. The software quality indicators required for determining the 
software quality sub-characteristics and characteristics available in a particular specification 
have been identified. Based on the method of generating and filling the template of ontology 
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for determining the quality of concrete software (based on the metric information), an 
ontology for determining the quality of the concrete software (based on the metric 
information) is developed, which is formed by components for determining: software project 
comlexity (Fig. 2.52), software complexity (Fig. 2.53), software project quality (Fig. 2.54), 
software quality (Fig. 2.55). 

Comparison of the developed ontology for the software agent for improving the 
security of computer systems' software (Fig. 2.52-2.55) with fragments of the base ontology 
for the subject area "Software Engineering", part "Software Quality. Metric Analysis" (Fig. 
2.27-2.30) made it possible to find that in the developed ontology of the concrete software 
project there are no 9 indicators (Fig. 2.56):  «Control Variables», «Cost Of One Line», 
«Project Duration», «Project Type», «Quantity Of Code Lines», «Quantity Of Links Of Each 
Module», «Quantity Of Modules», «Share Of Design Stage In Life cycle», «Total Quantity 
Of Operators», then the set of missing indicators: 























"torsityOfOperaTotalQuant","LifecycleignStageInShareOfDes"

,"ModulesQuantityOf","hModuleLinksOfEacQuantityOf"

,"CodeLinesQuantityOf","eProjectTyp"

,"ationProjectDur","ineCostOfOneL","iablesControlVar"

}sqcxi,...,sqcxi{ ASAS
91

. 

 
Fig. 2.52. Component of ontology for software project complexity for a software agent for 

improving the security of computer systems' software 
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Fig. 2.53. Component of ontology for software complexity for a software agent for improving the 

security of computer systems' software 

 
Fig. 2.54. Component of ontology for software project quality for a software agent for improving 

the security of computer systems' software 
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Fig. 2.55. Component of ontology for software quality for a software agent for improving the 

security of computer systems' software 

 
Fig. 2.56. Comparison of the ontology for determining the quality of concrete software (software 
agent for improving the security of computer systems' software) with the base ontology of the subject 
area "Software Engineering" (part "Software Quality. Metric Analysis") 
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According to the method of forming a logical conclusion about the sufficiency of 
information on quality (for metric analysis) in the software requirements specifications, a 
search of the production rule is made for each element of the set }sqcxi,...,sqcxi{ ASAS

91 , 
according to which the indicators, which are missing in the specification for determining the 
software metrics, are calculated, – the results of such a search are shown in Table 2.5. 

Tab. 2.5. List of software quality indicators missing in the specification and the results of the method 
of forming a logical conclusion about the sufficiency of information on quality (for metric analysis) 
in the specifications 

Missing 
indicator 

Number of the 
rule 

Results of the method (rule) 

Quantity of 
Modules 2 

1chm , 1jam , 1mcm , 1km , 
1qfbm , 1eicm ; masmt[Quantity 
Of Modules]=6/42 

Control Variables 4 2chm ; masmt[Control 
Variables]=1/42 

Quantity of Links 
of Each Module 6 

2jam ; masmt[Quantity Of 
Links Of Each Module]=1/42 

Quantity of Code 
Lines 21 

1tmm , 1loc , 1hm , 1qps , 
1sdtt , 1dst , 1dc , 1qac ,  

1rp , 1crc ,  1eab , 1dtb ; 
masmt[Quantity Of Code 

Lines]=12/42 

Project Duration 22 
2tmm , 2sdtt , 2dst , 

2rp ; masmt[Project 
Duration]=4/42 

Share of Design 
Stage in Life 

Cycle 
23 

3tmm , 3dst ; masmt[Share Of 
Design Stage In Life 

cycle]=2/42 

Total Quantity of 
Operators 27 

2hm , 1mc , 1jrm , 2qps ; 
masmt[Total Quantity Of 

Operators]=4/42 

Cost of One Line 33 
2dc , 2qac , 2crc ; 

masmt[Cost Of One Line]=3/42 

Project Type 42 2eab , 2dtb ; 
masmt[Project Type]=2/42 

  
According to 1-st part of the rule №43, it was found that the specification of the 

requirements for the software agent for improving the security of computer systems' software 
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has insufficient indicators for 20 metrics, for the determination of which there are insufficient 
indicators in the specification, are circled in Fig. 2.52-2.55. 

Thus, the absence of nine indicators in the software requirements led to the 
impossibility of calculating 20 (from 24) software metrics, to the impossibility of calculating 
software project and software complexity and quality with a high level of veracity and, 
accordingly, to the impossibility of determining the future software quality with a high level 
of veracity. Then the subsystem for assessing the sufficiency of quality information in the 
software requirements specifications based on a comparative analysis of ontologies 
concluded: "The information in this specification is insufficient for determining the quality 
of software based on the metric analysis". 

After establishing the fact of insufficiency of information on quality (indicators) in 
the specification of requirements to the software agent for improving the security of computer 
systems' software, according to 2-nd and 3-rd parts of rule No.43, sorting of array masmt n 
descending values of elements (weights of missing indicators) is performed and the indices 
of those elements of the sorted array masmt are displayed, which have a value other than 0 
– Table 2.6. 

Tab. 2.6. List of software quality indicators missing in the specification in descending order of 
weights 

Missing quality indicator (indexes of 
elements of array masmt) 

Weights (values of elements of array 
masmt) 

Quantity of Code Lines 12/42 
Quantity of Modules 6/42 

Project Duration 4/42 
Total Quantity of Operators 4/42 

Cost of One Line 3/42 
Project Type 2/42 

Share of Design Stage in Life cycle 2/42 
Control Variables 1/42 

Quantity of Links of Each Module 1/42 
  

Table 2.6 shows the priority and order of consideration and supplementing the quality 
indicators to the specification of requirements of a software agent for improving the security 
of computer systems' software. Therefore, the subsystem for assessing the sufficiency of 
quality information in the software requirements specifications based on a comparative 
analysis of ontology concluded: “For increasing the sufficiency of quality information in the 
specification, it is recommended to supplement the indicators in the following sequence: 1) 
Quantity Of Code Lines; 2) Quantity Of Modules; 3) Project Duration; 4) Total Quantity Of 
Operators; 5) Cost Of One Line; 6) Project Type; 7) Share Of Design Stage In Life cycle; 8) 
Control Variables; 9) Quantity Of Links Of Each Module". 
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Next, the sufficiency of the amount of information (indicators) available in the 
requirements specification for assessing the quality of the software was assessed: 
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Thus, the subsystem for assessing the sufficiency of information on quality in the 
specifications of software requirements based on a comparative analysis of ontologies 
displays the conclusion to the user: "Sufficiency of the volume of information (indicators) is 
42% for software quality evaluation".                                                     

Because the proposed methods for assessing the sufficiency of quality information 
(for metric analysis) in the software requirements specifications based on ontology and 
weighted ontology are iterative, and for this software project there are metrics for 
determination of which there are insufficient indicators in the specification, a request was 
made to supplement the software requirements specification. After supplementing the 
requirements specification, an ontology (version 2) for determining the quality of concrete 
software was re-developed.  

A comparative analysis of the developed ontology (version 2) with fragments of the 
base ontology of the subject area "Software Engineering" (part "Software Quality. Metric 
Analysis") found that the specification of software requirements was supplemented by 
indicators "Quantity Of Modules" (2-nd in the sorted list), "Total Quantity Of Operators" (4-
th in the sorted list), then the set of missing indicators 























"LifecycleignStageInShareOfDes"

,"hModuleLinksOfEacQuantityOf"

,"CodeLinesQuantityOf","eProjectTyp"

,"ationProjectDur","ineCostOfOneL","iablesControlVar"

}isqcx,...,isqcx{ ASAS
71

. 

According to the method of forming a logical conclusion about the sufficiency of 
information on quality (for metric analysis) in the software requirements specifications, the 
rule is searched again for each elements of the set }isqcx,...,isqcx{ ASAS

71  – the results of 
such a search are shown in Table 2.7. 

According to 1-st part of the rule No. 139, it was found that the specification has 
insufficient indicators for determining the certain software metrics (indicating these metrics), 
but comparative analysis of the list of metrics that are still impossible to determine after 
supplementing the specification, with a list of metrics that could not be determined on the basis 
of the initial version of the specification requirements, showed that it is possible to determine 
some metrics. Therefore, the absence in the specification of software requirements of the other 
seven attributes still leaves it impossible to calculate 14 software metrics with a high level of 
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veracity (there is still an insufficiency of information). Therefore, the subsystem for assessing 
the sufficiency of quality information in the software requirements specifications based on a 
comparative analysis of ontology again displays the conclusion to the user: "Information of 
specification is insufficient for determining the software quality based on the metric analysis". 

Tab. 2.7. List of missing (after supplementing) software quality indicators in the specification and 
the results of the method of forming a logical conclusion about the sufficiency of quality information 
(for metric analysis) in the specifications of software requirements 

Missing 
indicator 

Number of the 
rule 

Results of the method (rule) 

Control Variables 4 1mch ; masmt[Control 
Variables]=1/42 

Quantity of Links 
of Each Module 6 

1mja ; masmt[Quantity Of 
Links Of Each Module]=1/42 

Quantity of Code 
Lines 21 

1mtm , 1clo , 1mh , 1sqp ,  
1tsdt , 1tds , 1cd , 1cqa ,  

1pr , 1ccr , 1bea , 1bdt ; 
masmt[Quantity Of Code 

Lines]=12/42 

Project Duration 22 
2mtm , 2tsdt , 2tds , 2pr ; 

masmt[Project Duration]=4/42 
Share of Design 

Stage in Life 
cycle 

23 
3mtm , 3tds ; asmt[Share Of 

Design Stage In Life 
cycle]=2/42 

Cost of One Line 33 
2cd , 2cqa , 2ccr ; 

masmt[Cost Of One Line]=3/42 

Project Type 42 2bea , 2bdt ; masmt[Project 
Type]=2/42 

  
After establishing the fact of insufficiency of the information (indicators) of the 

specification of requirements for determining the quality of the software, according to 2-nd 
and 3-rd parts of rule No. 43, sorting of array masmt on descending values of elements 
(weights of missing indicators) is performed and the indices of those elements of the sorted 
array masmt are displayed, which have a value other than 0 – Table 2.8. 

Therefore, the subsystem for assessing the sufficiency of quality information in the 
software requirements specifications based on a comparative analysis of ontology concluded: 
“For increasing the sufficiency of quality information in the specification, it is recommended 
to supplement the attributes in the following sequence: 1) Quantity Of Code Lines; 2) Project 
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Duration; 3) Cost Of One Line; 4) Project Type; 5) Share Of Design Stage In Life cycle; 6) 
Control Variables; 7) Quantity Of Links Of Each Module". 

Tab. 2.8. List of missing (after supplementing) software quality indicators in the specification in 
descending order of weights 

Missing quality indicator (indexes of 
elements of array masmt) 

Weights (values of elements of array 
masmt) 

Quantity of Code Lines 12/42 
Project Duration 4/42 
Cost of One Line 3/42 

Project Type 2/42 
Share of Design Stage in Life cycle 2/42 

Control Variables 1/42 
Quantity of Links of Each Module 1/42 

  
Next, the sufficiency of the amount of information (indicators) available in the 

requirements specification (after supplementing) for assessing the quality of the software was 
assessed: 
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Thus, the subsystem for assessing the sufficiency of information on quality in the 
specifications of software requirements based on a comparative analysis of ontologies 
displays the conclusion to the user: "Sufficiency of the volume of information (indicators) is 
56% for software quality evaluation ". 

The gain of the sufficiency of the amount of information in the specification of 
requirements for assessing the quality of software after supplementing the specification of 
requirements with 2 necessary indicators: 
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The customer of the software agent for improving the security of computer systems' 
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software decided that further supplementing the specification is not economically feasible, 
so it was concluded that there is insufficient information on quality (indicators), and 
sufficiency of information volume is 56% for software quality evaluation. 

If the developer listened to the recommendations on the priority of adding the 
necessary attributes and added at least the most important of the missing attribute " Quantity 
Of Code Lines " (1-st in the sorted list), it would be possible to define 3 more software 
metrics. As a result, the sufficiency of quality information in the specification of requirements 
would significantly increase, and the size of the knowledge gap in assessing software quality 
would be further reduced. However, as the stated sufficiency of the quality information in 
the requirements specification satisfied the customer, the process of finalizing the 
requirements specification was stopped. 

 Conclusions 
Software quality analysis according to ISO 25010:2011, as well as metric software 

quality analysis are effective tools of assessing software quality, provided that there is sufficient 
information for their implementation. The knowledge of experienced professionals on the 
interaction and correlation of characteristics and sub-characteristics by attributes, as well as on 
the interaction and correlation of metrics by indicators is valuable, so they should be stored and 
used when evaluating software requirements specifications for the sufficiency of quality 
information. 

In the chapter the theoretical bases of using ontologies for assessing the sufficiency 
of quality information in software requirements specifications and the criterion of sufficiency 
of quality information in software requirements specifications are developed, which are the 
basis for developing models of information sufficiency assessment process for determining 
software quality based on ISO 25010:2011 and using the results of the metric analysis. 

The models of the subject area "Software Engineering" (part "Software Quality"), 
models of the subject area "Software Engineering" (part "Software Quality. Metric 
Analysis") on the basis of ontologies and weighted ontologies were developed, which, based 
on ontologies for reflection of knowledge on the interaction and correlation of characteristics 
and sub-characteristics by attributes, metrics by indicators, allow to perform modeling of the 
process of assessing the sufficiency of information on quality in the specifications of software 
requirements. 

Models of the process of assessing the sufficiency of information for determining the 
quality of software based on ISO 25010 and with using metric analysis results were 
developed for the formalization of the process of assessing the sufficiency of quality 
information in the specification of software requirements. The developed models provide a 
theoretical basis for the development of methods and tools for assessing the sufficiency of 
information on quality in the specifications of software requirements. The main contribution 
of the developed models is that the models make it possible to assess the availability of 
quality information in the specifications of the requirements for the concrete software 
(whether it is present or not), to identify which information is insufficient, and to determine 
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the recommended sequence of supplementing insufficient information. 
The ontological models of the subject area “Software Engineering” (parts 

“Specification of software requirements (quality indicators)” and “Specification of software 
requirements (quality attributes)”) were developed, which consider the specification of 
software requirements from the point of view of quality information. The developed models 
provide an opportunity to formalize the specification of software requirements in terms of 
software quality assessment. They are templates for developing the software requirements 
specifications in the context of software quality determination, which can be processed by 
both specialists and automated tools for working with specifications or intelligent agents 
(bots). 

Developed schemes of the process of assessing the sufficiency of information for 
determining the quality of software based on ISO 25010:2011 and using the results of metric 
analysis reflect the movement of information flows in the process of assessing the sufficiency 
of information on quality in the software requirements specifications. The study of 
information flows in the process of assessing the sufficiency of information on quality in the 
specifications of software requirements showed the need to develop methods and tools for 
assessing the sufficiency of information on quality in the specifications of software 
requirements. 

The chapter developed ontology-based methods for assessing the sufficiency of 
information on quality (according to ISO 25010:2011 and for metric analysis) in the 
specifications of software requirements, which differ from those known in that on the basis 
of comparative analysis of ontologies make it possible to assess the sufficiency of 
information (attributes and/or indicators) in the specification of software requirements for 
determining the certain sub-characteristics and characteristics of software quality and/or 
software metrics and for forming a conclusion on the need to supplement the specification of 
requirements with attributes and/or indicators. 

Methods for assessing the sufficiency of quality information (according to ISO 
25010:2011 and for metric analysis) in the software requirements specifications based on 
weighted ontology were developed, which differs from those known in that by marking the 
weights of attributes and indicators in the base ontology allows sorting all attributes and/or 
quality indicators, which are missing in the specification of software requirements, in 
descending order of values of weights, i.e. to establish the priority of their addition to the 
specification of requirements. 

Developed methods for assessing the sufficiency of quality information (according to 
ISO 25010:2011 and for metric analysis) in the specifications of software requirements based 
on ontologies, due to its ability to supplement the requirements specification with the 
necessary information, make it possible to reduce the gap in knowledge and sector with 
unknown information about a software system, as well as increase the sufficiency of the 
amount of information on quality in the specification of software requirements. 

The Chapter developed the methods for generating and filling of the template of 
ontology for determining the quality of concrete software according to ISO 25010 and based 
on metric information, which, leaving in the relevant base ontology only attributes or 
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indicators available in the specification of requirements for concrete software, allow 
automated and easy to obtain ontology for determining the quality of concrete software 
according to ISO 25010 or based on metric information. 

Methods of forming a logical conclusion about the sufficiency of information on 
quality (according to ISO 25010:2011 and for metric analysis) in the specifications of 
software requirements, which, based on the proposed production rules of forming a logical 
conclusion about the sufficiency of information about quality (according to ISO 25010:2011 
and for metric analysis) in the software requirements specifications, provide an opportunity: 
to form a conclusion on the sufficiency or insufficiency of information on quality (attributes 
and/or indicators) in the software requirements specification; in case of insufficient 
information, to form conclusions for which sub-characteristics and quality characteristics 
and/or software metrics information is insufficient, to form a sorted (by weights) list of 
missing attributes and/or indicators as a recommended priority of supplementing attributes 
and/or indicators to software specification requirements, as well as assess the sufficiency of 
the available information on quality (attributes and indicators) in the specification of software 
requirements (before and after the supplementing) and determine the gain of the sufficiency 
of quality information (attributes and indicators) in the specification of software requirements 
(after supplementing). 

A structural scheme of the information technology for assessing the sufficiency of 
quality information in the software requirements specifications, designed to support the 
assessment of software quality in the early stages of the life cycle, has been developed. The 
developed information technology can be used for any classes of software for which a 
specification of requirements is developed.  

The developed information technology provides: 
1) make a conclusion about the sufficiency of information on quality (attributes and 

indicators) in the specifications of requirements; 
2) establish the priority of supplementing the specification of software requirements 

with attributes and/or indicators (in case of insufficient information in the specification) by 
forming a request to supplement requirements for software; 

3) evaluate and, if necessary, increase the sufficiency of the amount of information on 
quality (attributes and indicators) available in the specification; 

4) process quality information in the software requirements specifications by software 
agents (bots), without the participation of specialists, which provides the ability to automate 
such processes and eliminate the subjective influence of specialists, as well as the safety of 
this information in the software company in case of dismissal of specialists. 

Thus, the proposed information technology for assessing the sufficiency of quality 
information in the software requirements specifications provides the customer with 
information to select the specification of software requirements, provides an opportunity to 
compare different versions of specifications, i.e. is the basis for a reasoned decision on the 
selection of software requirements specification taking into account the sufficiency of quality 
information in the specification. The developed information technology, thanks to the 
possibility of supplementing the specification of requirements with the necessary 
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information, makes it possible to increase the sufficiency of the available information on 
quality in the specification of requirements. This approach avoids overspending and meets 
customer requirements for software quality. 

The subsystem for assessing the sufficiency of information on quality in the software 
requirements specifications was developed, which is based on a comparative analysis of 
ontologies and is designed to assess the early stages of the software life cycle. This subsystem 
provides the user with a conclusion on the sufficiency of information on quality in the 
specification of software requirements, on the need to supplement the specification with 
attributes and/or indicators, on the recommended priority of supplementing attributes and/or 
indicators in the specification of software requirements, and on the numerical assessment of 
the sufficiency of the volume of information on quality (attributes and/or indicators) available 
in the specification. 

Studies have confirmed that the use of information technology for assessing the 
sufficiency of quality information in software specification specifications, even after one 
revision of the requirements specification, made it possible to increase the sufficiency of 
quality information (attributes) by 12% for a software agent for improving the security of 
computer systems' software, i.e. to reduce the size of the knowledge gap when assessing the 
quality of software. 

The use of information technology for assessing the sufficiency of quality information 
in software specification specifications even after one revision of the requirements 
specification made it possible to increase the sufficiency of quality information (indicators) 
by 14% for a software agent for improving the security of computer systems' software, i.e. to 
reduce the size of a knowledge gap in assessing the quality of software. 

 
 
 
 
 
 
 
 

 





Chapter 3. Agent-Oriented Information Technology 
for Assessing the Initial Stages of the 
Software Life Cycle 

 Modeling the Activity of the Ontology-Based 
Intelligent Agent for Assessing the Software 
Requirements Specifications  
Sets of sub-characteristics of non-functional characteristics-components of software 

quality have the form [148]: 
}FAppr,FCor,FCom{A   – the set of sub-characteristics of Functional Suitability;  

}Cc,Ru,Tb{B   – the set of sub-characteristics of Performance Efficiency;  
}Ab,Uia,Uep,Ob,Lb,Ar{C   – the set of sub-characteristics of Usability;  

}Rcv,Ft,Avb,Mat{D   – the set of sub-characteristics of Reliability;  
}Ib,Ce{E   – the set of sub-characteristics of Compatibility;  

}Auth,Acb,Nr,Int,Conf{F   – the set of sub-characteristics of Security;  
}Tsb,Mdfb,Anb,Rub,Mod{G   – the set of sub-characteristics of Maintainability;  

}Rpb,Inb,Adb{H   – the set of sub-characteristics of Portability. 
Sets of attributes for sub-characteristics of non-functional characteristics-components 

of software quality have the form:  
}Fic,Faq,Ficn,Nof{I   – the set of attributes of Functional Completeness; 

}Pc,Ca,Ndi,Nic,Ot{J   – the set of attributes of Functional Correctness; 
}Pc,Fic,Faq,Ficn,Nof,Ot{K   – the set of attributes of Functional Appropriateness;  

}Mathr,Tskt,Tnt,Noe,Rt,Nmot,Ot{L   – the set of attributes of Time Behaviour; 
}Mote,Mtu,Mmu,Ioll,Nolcd,Iou,Tcc,Ntre,Nmre,Uwt,Niore,Noe,Nofl,Ot{M   – the set of 

attributes of Resource Utilization; }Sdb,Mathr,Cbw,Ncu,Ndi{N   – the set of attributes 
of Capacity; 

}Uaio,Fua,Cnd,Niodi,Nott,Nof{O   – the set of attributes of Appropriateness 

Recognisability; }Cudhf,Haa,Eudhs,Hfq,Nmot,Efl,Ot,Nof{P   – the set of attributes of 

Learnability; },,,,,,,,,,,,{ NeumPhaNieNmiNiwccvdNopNioreNacNuecNsfEcrOtNofQ   – 

the set of attributes of Operability; 









Tniop,Tnfrtc,Nfiuet,Tnect,Necwusc,Nacie

,Niewusc,Nouheo,Otpdo,Nuec,Nurs
R  – the 

set of attributes of User Error Protection; },,,,,{ DrwmuDeaDisuDipuNigeNieS   – the set 
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of attributes of User Interface Aesthethics; },,,,{ PpsaSusdFfrusdEwusdEwscbuusdT   – 
the set of attributes of Accessibility; 










Fdy,Elfd,Tmy,Mtbf,Frl,Frn,Fdatc

,Ncf,Nrf,Ntc,Ps,Nofl,Noft,Ot
U  – the set of attributes of Maturity; 

},,,{ TdtNobTtdwsisOtV   – the set of attributes of Availability; 
},,,,{ NioNofNbdNtcNoflW   – the set of attributes of Fault Tolerance; 

},,,,,,{ RayNrnNrsDtTtrNbdOtX   – the set of attributes of Recoverability;  
},,,{ NdiNofNoflOtY   – the set of attributes of Co-Existence; 

},,,,{ DeayNipNdfbeNdfrtOtZ   – the set of attributes of Interoperability; 
},,,,,,,,,{ NdibredNdicedAcaNcrNatNdiNidcNtcNioOtAA  – the set of 

attributes of Confidentiality; },,,,,,,{ AcaNcrNatNdiNidcNtcNioOtAB   – the set of 
attributes of Integrity; },{ NernrpNepudsAC   – the set of attributes of Non-Repudiation; 

},{ NaaoNasdrslAD   – the set of attributes of Accountability; }{NpamAE   – the set of 
attributes of Authenticity; 

},,,,,,{ NmNofNvNmmNrfNoflOtAF   – the set of attributes of Modularity; 
},,,,,{ CraTayAayVrnNfcyFcyAG   – the set of attributes of Reusability; 

},,,,,{ AtcNdfrNirblErtNdiNoflAH   – the set of attributes of Analysability; 
},,,,,,,{ NtspamNtcpbmCccaNofErtNrfNrvOtAI   – the set of attributes of Modifability; 

},,,,,{ NcpNtdosNbtfrNrfNtcOtAJ   – the set of attributes of Testability; 










Tnfwtde,Noftwnca,Sea,Hea,Aads

,Nds,Ndi,Puf,Noft,Ot,Nof
AK  – the set of attributes of Adaptability; 

},,,{ EoiNisNsoNoftAL   – the set of attributes of Installability; },,{ NetNdiNofAM   – 
the set of attributes of Replaceability. 

Taking into account the obtained sets of attributes and sub-characteristics of non-
functional characteristics-components of software quality, the obtained in Chapter 2 functions 
of dependences of characteristics on sub-characteristics and sub-characteristics on attributes, as 
well as the relationship between ontology concepts "depends on", we develop base (universal) 
ontological models of non-functional characteristics-components of software quality. Then: 

- base ontological model of Functional Suitability: 

               
}},,,f{,"ondepends"},fsa,...,fsa{{

}},,,f{,"ondepends"},K,J,I,A,Fs{{OFs

3211191

3211




,                   (3.1) 

where Fsfsa 1 , Afsafsa },...,{ 42 , Ifsafsa },...,{ 85 , Jfsafsa },...,{ 139 , 
Kfsafsa },...,{ 1914 ;   
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- base ontological model of Performance Efficiency: 

             
}},,,f{,"ondepends"},pea,...,pea{{

}},,,f{,"ondepends"},N,M,L,B,Pe{{OPe

6542301

6542




;                   (3.2) 

- base ontological model of Usability: 

      
}},,,,,,f{,"ondepends"},uba,...uba{{

}},,,,,,f{

,"ondepends"},T,S,R,Q,P,O,C,Ub{{OUb

1211109873561

1211109873






;               (3.3) 

- base ontological model of Reliability: 

   }},,,,{,""},,...{{
}},,,,{,""},,,,,,{{

161514134351
161514134




fondependsrbarba
fondependsXWVUDRbORb ;               (3.4) 

- base ontological model of Compatibility: 

                  
}},,f{,"ondepends"},cba,...,cba{{

}},,f{,"ondepends"},Z,Y,E,Cb{{OCb

18175121

18175




;                    (3.5) 

- base ontological model of Security: 

     
}},,,,,f{,"ondepends"},scra,...,scra{{

}},,,,,f{

,"ondepends"},AE,AD,AC,AB,AA,F,Scr{{OScr

23222120196291

23222120196






;              (3.6) 

- base ontological model of Maintainability: 

 
}},,,,,f{,"ondepends"},mba,...,mba{{

}},,,,,f{

,"ondepends"},AJ,AI,AH,AG,AF,G,Mb{{OMb

28272625247391

28272625247






;                  (3.7) 

- base ontological model of Portability: 

  }},,,{,""},,...,{{
}},,,{,""},,,,,{{

3130298221
3130298




fondependspbapba
fondependsAMALAKHPbOPb .              (3.8) 

Ontologies (ontological knowledge bases), which are developed according to models 
(3.1) – (3.8), are filled on the basis of information taken from the standards ISO 25010:2011, 
ISO 25023:2016. 

Then ontological models of non-functional characteristics-components of quality of 
concrete software have a form: 
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- ontological model of Functional Suitability: 

                }},,,{,""},,...,{{ 32111  fondependsfsafsaO m
real
Fs ,              (3.9) 

where 19m  – the number of Functional Suitability sub-characteristics available in the 
specification of the concrete software requirements, as well as the number of Functional 
Suitability sub-characteristics that can be calculated based on the available attributes;   
 

- ontological model of Performance Efficiency: 

                     }},,,{,""},,...,{{ 65421  fondependspeapeaO n
real
Pe ;           (3.10) 

where 30n  – the number of Performance Efficiency sub-characteristics available in the 
specification of the concrete software requirements, as well as the number of Performance 
Efficiency sub-characteristics that can be calculated based on the available attributes; 

- ontological model of Usability: 

           }},,,,,,f{,"ondepends"},uba,...uba{{O k
real
Ub 12111098731  ;           (3.11) 

where 56k  – the number of Usability sub-characteristics available in the specification of 
the concrete software requirements, as well as the number of Usability sub-characteristics 
that can be calculated based on the available attributes; 

- ontological model of Reliability: 

      }},,,,{,""},,...{{ 1615141341  fondependsrbarbaO o
real
Rb ;           (3.12) 

where 35o  – the number of Reliability sub-characteristics available in the specification 
of the concrete software requirements, as well as the number of Reliability sub-characteristics 
that can be calculated based on the available attributes; 

- ontological model of Compatibility: 

               }},,{,""},,...,{{ 181751  fondependscbacbaO p
real
Cb ;               (3.13) 

where 12p  – the number of Compatibility sub-characteristics available in the specification 
of the concrete software requirements, as well as the number of Compatibility sub-
characteristics that can be calculated based on the available attributes; 

- ontological model of Security: 

}},,,,,f{,"ondepends"},scra,...,scra{{O q
real
Scr 232221201961  ;         (3.14) 

where 29q  – the number of Security sub-characteristics available in the specification of 
the concrete software requirements, as well as the number of Security sub-characteristics that 
can be calculated based on the available attributes; 
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- ontological model of Maintainability: 

  }},,,,,f{,"ondepends"},mba,...,mba{{O r
real
Mb 282726252471  ;        (3.15) 

where 39r  – the number of Maintainability sub-characteristics available in the 
specification of the concrete software requirements, as well as the number of Maintainability 
sub-characteristics that can be calculated based on the available attributes; 

- ontological model of Portability: 

      }},,,{,""},,...,{{ 31302981  fondependspbapbaO l
real
Pb ,               (3.16) 

where 22l  – the number of Portability sub-characteristics available in the specification of 
the concrete software requirements, as well as the number of Portability sub-characteristics 
that can be calculated based on the available attributes. 

Ontologies (ontological knowledge bases), which are developed according to models 
(3.9) – (3.16), are filled on the basis of information taken from the specification of 
requirements for the concrete software. 

The proposed ontology-based intelligent agent (OBIA)uses during its operation the 
base ontologies of non-functional characteristics-components of software quality as known 
facts with which it compares the information obtained from the specification of requirements 
for the concrete software, presented in the form of real ontologies. On the basis of such 
comparison, OBIA assesses the information in the specification of software requirements and 
decides on further actions. 

Thus, the process of assessing the specification of requirements by an intelligent agent 
is to: 1) compare ontologies of non-functional characteristics-components of the quality of 
the concrete software with base ontologies of non-functional characteristics of software for 
identifying the attributes, missing in the specification of requirements for concrete software, 
on that real ontologies were developed, and for identifying the sub-characteristics and non-
functional characteristics of the software, which cannot be calculated on the basis of the 
attributes, available in the requirements for the concrete software; 2) forming a conclusion 
on the sufficiency or insufficiency of information in the specification of requirements for 
determining each non-functional characteristic of the software separately and for determining 
all non-functional characteristics of the software together; 3) calculation of numerical 
assessments of the level of sufficiency of information available in the specification of 
requirements for determining each non-functional characteristics of the software; 4) 
calculation of the numerical assessment of the level of sufficiency of the information 
available in the specification of requirements for determination of all non-functional 
characteristics of the software. 

Let )(\ real
FsFsFsFs OOOSMM  , where: },...,{ )19(1 mFs fsafsaSMM   – the 

set of attributes of sub-characteristics of Functional Suitability that are missing in the 
specification of requirements for the concrete software, as well as the number of sub-
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characteristics of Functional Suitability that cannot be calculated on the basis of available 

attributes; )(\ real
PePePePe OOOSMM  , where: },...,{ )30(1 nPe peapeaSMM   – the 

set of attributes of sub-characteristics of Performance Efficiency that are missing in the 
specification of requirements for the concrete software, as well as the number of sub-
characteristics of Performance Efficiency that cannot be calculated on the basis of available 

attributes; )(\ real
UbUbUbUb OOOSMM  , where: },...,{ )56(1 kUb ubaubaSMM   – the 

set of attributes of sub-characteristics of Usability that are missing in the specification of 
requirements for the concrete software, as well as the number of sub-characteristics of 
Usability that cannot be calculated on the basis of available attributes; 

)(\ real
RbRbRbRb OOOSMM  , where },...,{ )35(1 oRb rbarbaSMM   – the set of 

attributes of sub-characteristics of Reliability that are missing in the specification of 
requirements for the concrete software, as well as the number of sub-characteristics of 
Reliability that cannot be calculated on the basis of available attributes; 

)(\ real
CbCbCbCb OOOSMM  , where: },...,{ )12(1 pCb cbacbaSMM   – the set of 

attributes of sub-characteristics of Compatibility that are missing in the specification of 
requirements for the concrete software, as well as the number of sub-characteristics of 
Compatibility that cannot be calculated on the basis of available attributes; 

)(\ real
ScrScrScrScr OOOSMM  , where: },...,{ )29(1 qScr scrascraSMM   – the set of 

attributes of sub-characteristics of Security that are missing in the specification of 
requirements for the concrete software, as well as the number of sub-characteristics of 
Security that cannot be calculated on the basis of available attributes; 

)(\ real
MbMbMbMb OOOSMM  , where: },...,{ )39(1 rMb mbambaSMM   – the set of 

attributes of sub-characteristics of Maintainability that are missing in the specification of 
requirements for the concrete software, as well as the number of sub-characteristics of 
Maintainability that cannot be calculated on the basis of available attributes; 

)(\ real
PbPbPbPb OOOSMM  , where: },...,{ )22(1 lPb pbapbaSMM   – the set of 

attributes of sub-characteristics of Portability that are missing in the specification of 
requirements for the concrete software, as well as the number of sub-characteristics of 
Portability that cannot be calculated on the basis of available attributes. 

Production rules for forming the conclusion on the sufficiency or insufficiency of 
information in the specification of requirements for determining each non-functional 
characteristic of the software:  

- for Functional Suitability: 
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"ySuitabilitFunctionalforntinsufficieisninformatioSRS"else

"ySuitabilitFunctionalforsufficientisninformatioSRS"then

SMMif Fs 

,        (3.17) 

- for Performance Efficiency: 

  
"EfficiencyePerformancforntinsufficieisninformatioSRS"else

"EfficiencyePerformancforsufficientisninformatioSRS"then

SMMif Pe 

,         (3.18) 

- for Usability: 

                
"UsabilityforntinsufficieisninformatioSRS"else

"UsabilityforsufficientisninformatioSRS"then

SMMif Ub 

,                    (3.19) 

- for Reliability: 

               
"yReliabilitforntinsufficieisninformatioSRS"else

"yReliabilitforsufficientisninformatioSRS"then

SMMif Rb 

,                    (3.20) 

- for Compatibility: 

             
"ityCompatibilforntinsufficieisninformatioSRS"else

"ityCompatibilforsufficientisninformatioSRS"then

SMMif Cb 

,                 

(3.21) 

- for Security: 

                 
"SecurityforntinsufficieisninformatioSRS"else

"SecurityforsufficientisninformatioSRS"then

SMMif Scr 

,                      (3.22) 

- for Maintainability: 

        
"ilityMaintainabforntinsufficieisninformatioSRS"else

"ilityMaintainabforsufficientisninformatioSRS"thenSMMif Mb 
,    (3.23) 

- for Portability: 
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"yPortabilitforntinsufficieisninformatioSRS"else

"yPortabilitforsufficientisninformatioSRS"thenSMMif Pb 
.             (3.24) 

Production rule for forming the conclusion on the sufficiency or insufficiency of 
information in the specification of requirements for determining all non-functional 
characteristics of the software:  

           

"ntinsufficieisninformatioSRS"else

"sufficientisninformatioSRS"then

)SMMSMMSMM

SMMSMMSMMSMMSMM(if

PbMbScr

CbRbUbPeFs





.                 (3.25) 

The developed model of activity of ontology-based intelligent agent for assessing the 
software requirements specifications reflects features of assessment of information 
sufficiency for determining the non-functional characteristics-components of software 
quality and is a theoretical basis for the development of methods of activity of OBIA for 
software requirements specification assessing. 

 

 Methods of Activity of the Ontology-Based Intelligent 
Agents for Semantic Parsing the Software 
Requirements Specifications   
For automating the semantic analysis of a natural language specification, it is 

necessary to formalize it. Formalization of the specification of software requirements should 
be performed, taking into account for which requirements the semantic parsing of the 
specification will be directed. For parsing specifications for finding the attributes for 
determining the non-functional characteristics-components of software quality, such 
formalization will be performed using ontologies, because ontologies provide the 
visualization of duplication and gaps in knowledge based on visualization of missing logical 
connections, as well as the ability to analyze information by intelligent agents. For such 
formalization of the requirements specification, the base ontology of the software 
requirements specification (in terms of attributes), developed in Chapter 2 based on the ISO 
29148:2018 standard, can be used. In this ontology, the attributes needed to determine the 
non-functional characteristics-components of the software quality are presented taking into 
account the distribution by sections of the specification, due to which the developed ontology 
is a template of software requirements specification in terms of attributes and provides visual 
clues to the user about the location of the attributes in the software requirements specification. 

The ontology-based intelligent agent for semantic parsing the software requirements 
specifications accepts the software requirements specification and performs automatic 
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parsing of the software requirements specification in order to find the attributes needed for 
determining the non-functional characteristics of the software.  

Method of activity of the ontology-based intelligent agent for semantic parsing the 
software requirements specifications in terms of search of the attributes consists of the 
following stages [127, 128]:  

1) search for each attribute from the base ontology of the specification of requirements 
(such ontology is contained in the knowledge base of the agent) in the specification of 
requirements for the concrete software (let the specification is formalized and meets the 
requirements of ISO 29148:2018); 

2) if <attributei> is found in the requirements specification, then <attributei> is entered 
in the set of available attributes, i = 1..138 (because, according to ISO 25023:2016, there are 
138 different attributes from which the non-functional characteristics-components of 
software quality depend); 

3) if <attributei> is not found in the requirements specification, then <attributei> is 
entered in the set of missing attributes, i = 1..138; 

4) from the base ontology for non-functional characteristics-components of software 
quality, developed in Chapter 2, all attributes from the set of missing attributes are removed; 

5) it is checked whether all the attributes from the set of available attributes remained in 
the ontology after its modification in the previous step; 

6) there is a preservation of changes – the creation of a real ontology for non-
functional characteristics-components of software quality.   

Thus, the result of such an intelligent agent is a real ontology for non-functional 
characteristics-components of software quality, which is the input for the ontology-based 
intelligent agent for evaluating the initial stages of the software life cycle. As additional 
results of the agent's operation, for further work, the sets of available and missing attributes 
in the real specification of software requirements can also be used. 

The structure of the ontology-based intelligent agent for semantic parsing the natural 
language specifications of software requirements is presented in Fig. 3.1. 

The developed intelligent agent makes it possible to perform the analysis of natural 
language specifications to establish the presence or absence of attributes needed for 
determining the non-functional characteristics of the software. These results are then used to 
assess the sufficiency of information (attributes) for determining the non-functional 
characteristics-the components of software quality. Because for determining the sufficiency 
it's necessary to know if an attribute is present or missing in the specification, the rules for 
parsing the specifications on the basis of which the developed agent works are simple. The 
simplicity of these rules ensures high speed and low cost of parsing the natural language 
specifications. 

By analogy, we develop the method of activity of the ontology-based intelligent agent 
for semantic analysis of software requirements to search for indicators for metric analysis – 
Fig. 3.2. Such an agent accepts natural language software requirements and automatically 
analyzes the requirements to find the indicators needed to determine the software metrics. 
The result of the work of this intelligent agent is a real ontology of the subject area "Software 
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Engineering" (part "Software Quality. Metric Analysis"). Based on this ontology, the 
sufficiency of information for determining the software complexity and quality metrics can 
be calculated according to the approach described in Chapter 2. 

An intelligent agent operating on the basis of the method from Fig. 3.2 makes it 
possible to perform semantic analysis of natural language specifications in order to find the 
indicators needed to determine the metrics of complexity and quality of software. These 
results are then used to assess the sufficiency of the information of requirements for 
determining the software metrics, for which it is only necessary to establish the presence or 
absence of each indicator in the requirements. 

 

 
Fig. 3.1. Structure of of the ontology-based intelligent agent for semantic parsing the natural 

language specifications of software requirements 
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Fig. 3.2. Method of activity of intelligent agent for semantic analysis of software requirements to 

search for indicators for metric analysis 

1 

•search of each indicator from the base
ontology of the domain "Software
Engineering" (part "Quality and
complexity of software. Metric analysis")
(such ontology contains in the
knowledge base of IA) in the software
requirements;

2

•if <indicatorі> is in the requirements,
then <indicatorі> is the element of the
set of available indicators, else
<indicatorі> is the element of the set of
missing indicators, i=1..42;

3 

•from the base ontology of the domain
"Software Engineering" (part "Quality
and complexity of software. Metric
analysis") all indicators‐elements of the
set of missing indicators are deleted

4

•saving of the changes is made ‐ creating
a real ontology of the domain "Software
Engineering" (part "Quality and
complexity of software. Metric analysis")
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 Methods of Activity of Ontology-Based Intelligent 
Agents for Evaluating the Initial Stages of the 
Software Life Cycle   
The ontology-based intelligent agent uses during its operation the base ontologies of 

non-functional characteristics-components of software quality (which were developed in 
Chapter 2) as facts known to him. It is ontologies, which reflect the causal relationships 
between concepts, make it possible to identify attributes that are missing in the specification 
and to determine which non-functional characteristics-components of software quality cannot 
be determined without such attributes. With these base ontologies, the agent compares the 
information obtained from the specification of the requirements for the concrete software, 
presented in the form of real ontologies for ensuring the ability to compare base and real 
ontologies. Based on this comparison of ontologies, the intelligent agent obtains a list of 
attributes that are missing in the specification, because it is the attributes, which are missing 
in the specification, will distinguish real ontologies from the base ones. The intelligent agent 
analyzes the obtained list of missing attributes and dependencies of non-functional 
characteristics on attributes (according to base ontologies) and determines which non-
functional characteristics-components of software quality cannot be determined without 
missing attributes. In addition, the intelligent agent counts the number of missing attributes 
and non-functional characteristics, which cannot be calculated without certain attributes, for 
forming a numerical assessment of the sufficiency of information in the software 
requirements specifications. After that, the intelligent agent assesses the information in the 
specification of software requirements and decides on further actions, in particular, provides 
conclusions on the sufficiency of information and recommendations for its improvement. 

So, method of activity of ontology-based intelligent agent for evaluating the initial 
stages of the software life cycle for assessing the sufficiency of information in the 
specification for determining the non-functional characteristics of the software quality 
consists of the following stages [149-154]:  

1) comparison of ontologies for non-functional characteristics-components of the 
quality of the concrete software with base ontologies of non-functional characteristics-
components of software quality in order to identify attributes missing in the specification of 
requirements for the concrete software; 

2) identification of sub-characteristics and non-functional characteristics-components 
of software quality, which cannot be calculated on the basis of the attributes available in the 
specification for the concrete software; 

3) forming a conclusion on the sufficiency or insufficiency of information in the 
specification of requirements for determining each non-functional characteristic of the 
software separately and for determining all non-functional characteristics of the software 
together; 
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4) calculation of numerical assessments of the level of sufficiency of the information 
available in the specification of requirements for determining each non-functional 
characteristic of the software according to the formula: 
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where kj – the number of sub-characteristics of the j-th non-functional characteristic of the 
software (j = 1..8, because the ISO 25010 standard defines 8 non-functional characteristics-
components of the software quality), qmi – the number of attributes for the i-th sub-
characteristic of the j-th non-functional characteristics of the software, qni – the number of 
required attributes for the i-th sub-characteristic of the j-th non-functional characteristics of 
the software (determined by the base ontologies for each non-functional characteristic-
component of the software quality); 

5) calculation of numerical assessment of the level of sufficiency of information 
available in the specification of requirements for determining all non-functional 
characteristics-components of software quality according to the formula: 
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where k – the number of non-functional characteristics–components of software quality (k = 
8 according to ISO 25010), qmcj – the number of attributes missing in the specification for 
the concrete software for the j-th non-functional characteristic of the software, qncj  – the 
number of required attributes for the j-th non-functional characteristic of the software 
(according to base ontologies for each non-functional characteristic-component of software 
quality); 

6) visualization of gaps in knowledge about non-functional characteristics-
components of software quality.  

The proposed agent is intelligent because it automatically processes the existing 
knowledge (requirements on non-functional characteristics, presented in the form of 
ontologies) and generates new knowledge (conclusions about the level of information 
sufficiency, recommendations for improving the sufficiency of information in the 
specification of requirements). 

This intelligent agent does not work with fuzzy data, because the task of assessing the 
sufficiency of information does not involve fuzzy data. The required attribute is either present 
in the specification or absent in it, and then there is a drop in the level of sufficiency of 
information by a value that depends on how many non-functional characteristics depend on 
this attribute (correlated by it). 
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By analogy, we develop the ontology-based intelligent agent for evaluating the initial 
stages of the software life cycle for assessing the sufficiency of information in the 
specification for determining the software metrics [149-154]. The base ontology for such an 
agent will be the ontology of the subject area "Software Engineering" (part "Software 
Quality. Metric Analysis"), developed in Chapter 2. In addition, the numerical assessment of 
the sufficiency of metric information in the specification will be calculated by the formula: 
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where l – number of metrics (l = 24, because 24 metrics of complexity and quality are 
available in the early stages of the life cycle), qmіj – the number of indicators missing in the 
real specification for the j-th metric, qnіj – the number of required indicators for the j-th 
metric, which is determined by the base ontology of the subject area "Software Engineering" 
(part "Software Quality. Metric Analysis")), j = 1..k, Σ(qnij) = 72 – the total number of 
indicators (including those repetitive), on which the software metrics depend. 

Fig. 3.3. Method of activity of OBIA for evaluating the initial stages of the software life cycle for 
assessing the sufficiency of information in the specification for determining the software metrics 
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Then the method of activity of ontology-based intelligent agent activity for evaluating 
the initial stages of the software life cycle for assessing the sufficiency of information in the 
specification for determining the software metrics is represented in Fig. 3.3. 

Thus, the developed ontology-based intelligent agent for evaluating the initial stages 
of the software life cycle for assessing the sufficiency of information in the specification for 
determining the software metrics forms a conclusion about the sufficiency or insufficiency 
of metric information in the specification of software requirements, calculates numerical 
assessment of the sufficiency of metric information, as well as visualized missing indicators 
with a distribution of metrics for which they are used. 

 Agent-Oriented Information Technology for 
Assessing the Initial Stages of the Software Life Cycle   
Agent-oriented information technology (AOIT) for assessing the initial stages of the 

software life cycle solves the problem of assessing the sufficiency of information of 
requirements for determining the non-functional characteristics of the software. According 
to ISO 25010, non-functional characteristics-components of software quality are Reliability, 
Functional Suitability, Performance Efficiency, Compatibility, Maintainability, Portability, 
Security, Usability. The sub-characteristics of non-functional characteristics are also defined 
by ISO 25010. The attributes on the basis of which non-functional characteristics and their 
sub-characteristics are determined are defined by ISO 25023:2016. Then the sufficiency of 
the information of requirements for determining non-functional characteristics is determined 
by the presence in the specification of all attributes required for determining the non-
functional characteristics (203 attributes, including 138 different attributes). 

Taking into account the theoretical and applied foundations of information technology 
for assessing the sufficiency of information on quality in the software requirements 
specifications and the movement of information flows in the process of assessing the 
sufficiency of information of requirements for determining the non-functional characteristics, 
which were developed in Chapter 2, the agent-oriented information technology for assessing 
the initial stages of the software life cycle is developed, that uses the tools and methods of 
accumulation, processing and transmission of primary information for obtaining the 
information of new quality about the state of the object, process or phenomenon) [77, 153, 
154] – Fig. 3.4.  

The purpose of agent-oriented information technology is automating the quantitative 
assessment of the level of sufficiency of information of requirements for determining the 
non-functional characteristics in order to minimize the impact of the human factor and to 
simplify the implementation of this assessment by both developers and customers. 
Information technology allows identifying the need to form a repeat request for 
supplementing the attributes needed for determining the non-functional characteristics, and, 
if it's necessary, generates it and visualizes its content. 
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Fig. 3.4. Agent-oriented information technology for assessing the initial stages of the software life 

cycle 
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The proposed information technology automatically processes the existing knowledge 
(non-functional requirements of the specification) and generates new knowledge 
(conclusions about the sufficiency of information, the level of sufficiency of information, 
recommendations for improving the sufficiency of information in the specification of 
requirements). 

As can be seen from Fig. 3.4, agent-oriented information technology is based on the 
ontology-based intelligent for semantic parsing the software requirements specifications and 
the ontology-based intelligent agent for evaluating the initial stages of the software life cycle. 

The ontology-based intelligent agent for semantic parsing the software requirements 
specifications accepts the software requirements specification and performs automatic parsing 
of the software requirements specification in order to find the attributes needed for determining 
the non-functional characteristics of the software or indicators needed for determining the 
software metrics. The software requirements specification templates, which demonstrates all 
the necessary attributes and indicators, as well as their location in the specification, are offered 
to the user in the form of a base ontology of the subject area "Software Engineering" (parts 
"Specification of software requirements (attributes)", "Specification of software requirements 
(indicators)"), developed in Chapter 2 on the basis of the ISO 29148 standard. After carrying 
out parsing of the specification the sets of attributes and indicators available in the concrete 
specification and the sets of attributes and indicators missing in the concrete specification are 
formed. Using the base (universal) ontology developed in Chapter 2 for non-functional 
characteristics and for metric analysis (known facts) and the sets of available and missing 
attributes and indicators, the intelligent agent generates a real ontology for the concrete 
software, which is transmitted as input to the ontology-based intelligent agent for evaluating 
the initial stages of the software life cycle. 

The ontology-based intelligent agent for evaluating the initial stages of the software 
life cycle compares the base ontologies for non-functional characteristics and for metric 
analysis (known facts) with the appropriate ontologies for real software. As a result of such 
comparison, the agent, in accordance with the developed method of activity, forms subsets 
of non-functional characteristics and their sub-characteristics, and sets of the metrics, which 
cannot be calculated on the basis of the attributes and indicators available in the real 
specification; provides a conclusion on the sufficiency or insufficiency of information in the 
specification of requirements for determining each non-functional characteristic of the 
software separately and for determining all non-functional characteristics of the software 
together; provides a conclusion on the sufficiency or insufficiency of metric information in 
the specification of requirements; calculates numerical assessments of the level of sufficiency 
of information available in the specification of requirements for determining each non-
functional characteristic of the software, all non-functional characteristics, software metrics; 
provides visualization of gaps in knowledge in software requirements. 

If the level of sufficiency of information is 100% or is acceptable to the customer, then 
further work on the software project is performed, otherwise, the developers of the specification 
are asked to supplement the necessary attributes and/or indicators to the specification (with 
visualized hints, which attributes/indicators must be supplement), after which the specification 
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can to be reworked by the developed agent-oriented information technology. 
Developed agent-oriented information technology makes it possible to compare 

different requirements' specifications for software projects with similar or the same cost and 
duration, to ensure the inclusion in the requirements of information needed for further 
determining the non-functional characteristics and metrics, thereby reducing the gap in 
knowledge in requirements for software projects. The main advantage of the developed 
information technology is the automation of the processes of parsing the specification and 
assessing the sufficiency of information of requirements for determining the non-functional 
characteristics and software metrics, thereby eliminating the subjective human impact, as 
well as the safety of information in the software company in case of specialist's dismissal. 

 Results of Functioning the Agent-Oriented 
Information Technology for Assessing the Initial 
Stages of the Software Life Cycle   
Agent-oriented information technology for assessing the initial stages of the software 

life cycle is implemented in PHP in the form of freely distributable software, available at the 
link – https://olp-project.herokuapp.com. 

Before uploading the requirements' specification for its processing, the user of 
information technology can read the software requirements specification template, which 
demonstrates all the necessary attributes for determining the non-functional characteristics, 
as well as their location in the specification, presented as an ontology. Fig. 3.5 presents a 
fragment of such an ontology-template. 

For performing the analysis, the user of agent-oriented information technology for 
assessing the initial stages of the software life cycle must upload a specification of software 
requirements in pdf format. After that, the information technology parsing the downloaded 
specification and generates an ontology for real software in owl-format, which the user can 
download for further work. 

After comparing the ontology for real software with base ontology for non-
functional characteristics, the developed AOIT gives the conclusion on the sufficiency of 
requirements information, which consists of: the number and percentage of missing attributes 
(during this counting, AOIT gives two these numbers – without and with taking into account 
how many times the missing attribute is used when the determination of subcharacteristics 
of non-functional characteristics (without and with repetitions)); quantitative assessments of 
the sufficiency of requirements information for determining each non-functional 
characteristic and all non-functional characteristics together. In addition, the developed 
AOIT proposes the list of missing attributes in the form of a list, which is divided by 
subcharacteristics of non-functional characteristics, which provides visualization of missing 
attributes for determining one or another subcharacteristics of non-functional characteristic.  

For the experiment, three requirements specifications to software agent for 
improving the safety of computer systems’ software, which are developed by various 
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software companies of Khmelnytskyi. These SRS have approximately the same cost and 
duration, so the choice of the SRS according to these criteria is difficult. 

 
Fig. 3.5. Fragment of ontology-template for SRS of AOIT for assessing the sufficiency of 

information at the initial stages of the software life cycle 

As a result of the analysis of SRS No. 1, the developed AOIT has provided the 
following conclusions – Fig. 3.6, Fig. 3.7. As a result of the analysis of SRS No. 2, the 
developed AOIT has provided the conclusions, which are presented in Fig. 3.8. After analysis 
of the SRS No. 3, the developed AOIT has provided the following conclusions – Fig. 3.9. 

 
Fig. 3.6. Quantitative assessments of the sufficiency of requirements information (SRS No. 1) for 

determining the non-functional characteristics (which are provided by the developed AOIT) 
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Fig. 3.7. Visualization of missing attributes (in SRS No. 1) for determining the three 
subcharacteristics of the non-functional characteristic "Reliability" (which is provided by the 
developed AOIT) 

 

 
Fig. 3.8. Quantitative assessments of the sufficiency of requirements information (SRS No. 2) for 

determining the non-functional characteristics (which are provided by the developed AOIT) 
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Fig. 3.9. Quantitative assessments of the sufficiency of requirements information (SRS No. 3) for 

determining the non-functional characteristics (which are provided by the developed AOIT) 

The analysis of the results of the developed AOIT confirmed the regularity, that more 
important and priority are attributes, which impact on more than one subcharacteristic of non-
functional characteristics. So, in SRS No. 1 there are no 21 attributes without considering the 
number of uses of each attribute when determining the subcharacteristics of non-functional 
characteristics (but there are no 78 attributes, considering the number of uses of each 
attribute). In SRS No. 2 there are no 37 attributes without considering the number of uses of 
each attribute (but there are no 39 attributes, considering the number of uses of each attribute). 
In SRS No. 3, there are no 37 attributes without considering the number of uses of each 
attribute (but there are no 74 attributes, considering the number of uses of each attribute). At 
the same time, the level of sufficiency of requirements information of SRS No. 1 for 
determining all non-functional characteristics is 58,23%, the level of sufficiency of 
requirements information of SRS No. 2 – 81,26%, the level of sufficiency of requirements 
information of SRS No. 3 – 60,85%. 

Thus, with less number of missing attributes (without considering the number of uses 
of each attribute), SRS No. 1 has a lower level of information sufficiency than SRS No. 2, in 
which more attributes are absent (without considering the number of uses of each attribute). 
This situation is explained by the fact that in SRS No. 1 there is no greater number of 
attributes (in comparison with the SRS No. 2), which impact on more than one 
subcharacteristic of non-functional characteristics. This fact is proved by the number of 
missing attributes, which are provided by the AOIT (considering the number of uses of each 
attribute). 
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In the result of the analysis of the conclusions of the developed AOIT, the customer 
of the software agent for improving the safety of computer systems’ software decided that 
the level of sufficiency of the requirements information in all three SRS isn't acceptable for 
the transition to further work on the software project. Therefore, all three SRS were sent back 
to developers for revision (in part of supplementing the attributes for determining the non-
functional characteristics). The revised SRS were also analyzed by the developed AOIT. The 
conclusions of the AOIT after the analysis of the revised SRS are presented in Fig. 3.10-3.12. 

 
Fig. 3.10. Quantitative assessments of the sufficiency of requirements information (SRS No. 1, 

after revision), which are provided by the developed AOIT 

 
Fig. 3.11. Quantitative assessments of the sufficiency of requirements information (SRS No. 2, 

after revision), which are provided by the developed AOIT 
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Fig. 3.12. Quantitative assessments of the sufficiency of requirements information (SRS No. 3, 
after revision), which are provided by the developed AOIT 

In the SRS No. 1, 5 attributes were added without considering the number of uses of 
each attribute in determining the subcharacteristics of non-functional characteristics (47 
attributes, considering the number of uses of each attribute). In SRS No. 2, 10 attributes were 
added without considering the number of uses of each attribute (and 10 attributes, considering 
the number of uses of each attribute). In SRS No. 3, 10 attributes were also added without 
considering the number of uses of each attribute (25 attributes, considering the number of 
uses of each attribute).  At the same time, the level of sufficiency of requirements information 
of the SRS No. 1 for determining all non-functional characteristics is already 86,02%, the 
level of sufficiency of requirements information of the SRS No. 2 – 85,97%, the level of 
sufficiency of requirements information of the SRS No. 3 – 73,7%. Consequently, the 
conclusions of the developed AOIT for assessing the sufficiency of information at the initial 
stages of the software life cycle provide increasing the level of sufficiency of requirements 
information for determining the non-functional characteristics, respectively, by 27,79%, 
4,71% and 12,85% for SRS No. 1-3. 

We (the developers of AOIT) recommend the level of sufficiency equal 85% is 
acceptable, but the final decision regarding the required level of sufficiency is taken by the 
customer of the software. The customer can set a lower threshold of this level, for example, 
90%, 95% or 100% (even for non-critical software). So, in the result of the analysis of the 
conclusions of the developed AOIT, the customer decided that the level of sufficiency of the 
requirements information of SRS No.1 and SRS No. 2 is already accepted for the further 
work on the software project. The customer selected SRS No. 1 for further work. So, the 
customer was able to make a choice the SRS from the view of its information’s sufficiency, 
but not only from the view of its cost and duration. 
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A separate subsystem of the proposed AOIT is the intelligent subsystem for 
determining the sufficiency of metric information in the software requirements specifications. 
The user of the intelligent subsystem for determining the sufficiency of metric information 
upload specification of software requirements in pdf format. The system's agent for parsing 
the software requirements specification to search for metric information (indicators for 
calculating the metrics) pars the specification and generates a real ontology for the concrete 
software as a .owl file, which user can download (Fig. 3.13). 

 
Fig. 3.13. Interface of the intelligent subsystem for determining the sufficiency of metric information 
in the SRS – with the possibility of download of ontology for real SRS in OWL-format 

Next, the system's agent designed for assessing the sufficiency of metric information 
in the specifications compares the real ontology for the concrete software with the base 
ontology and gives the conclusion about the sufficiency of metric information, namely: Count 
of missing indicators (without considering the number of uses of each indicator), Count of 
missing indicators (considering the number of uses of each indicator), Percent of missing 
indicators (without considering the number of uses of each indicator), Percent of missing 
indicators (considering the number of uses of each indicator), Total numerical evaluation of 
information sufficiency level for all metrics in SRS, as well as a visualized list of missing 
indicators, divided by software metrics. 

For the experiment, two specifications of requirements for the software agent for 
improving the safety of computer systems' ’software, developed by two different software 
companies in Khmelnytskyi, were analyzed. 

The level of sufficiency of the metric information of specification 1 was 49.72% with 
the missing 7 indicators (without considering the number of uses of each indicator) and 31 
indicators (considering the number of uses of each indicator) – Fig. 3.14.  
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The level of sufficiency of the metric information of specification 2 was 75.28% with 
the missing 14 indicators (without considering the number of uses of each indicator) and 20 
indicators (considering the number of uses of each indicator) – Fig. 3.15. 

Obviously, the sufficiency of metric information in specification 2 is higher than the 
sufficiency of metric information in specification 1, and the number of missing indicators 
(considering the number of uses of each indicator) in specification 2 is lower than in 
specification 1 (while the number of missing indicators without considering the number of 
uses of each indicator in specification 2 is twice as large as in specification 1). These results 
are explained by the fact that more important and priority are the indicators on which more 
than one metric depends. 

Fig. 3.16, 3.17 presents the interface of the system with the visualization of the 
missing indicators for determining the complexity metrics with exact values at the design 
stage with the distribution of metrics. 

 
Fig. 3.14. Interface of the intelligent system for determining the sufficiency of metric information 

in the SRS – conclusion about the sufficiency of metric information in SRS1 
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Fig. 3.15. Interface of the intelligent system for determining the sufficiency of metric information 

in the SRS – conclusion about the sufficiency of metric information in SRS2 

 
Fig. 3.16. Interface of the intelligent system for determining the sufficiency of metric information in 
the SRS – with the visualization of missing indicators (in SRS1) for determining the software 
complexity metrics with the exact values at the design stage 
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Fig. 3.17. Interface of the intelligent system for determining the sufficiency of metric information in 
the SRS – with the visualization of missing indicators (in SRS2) for determining the software 
complexity metrics with the exact values at the design stage 

The customer of the software agent for improving the safety of computer systems’ 
software considered the level of sufficiency equal 95% is acceptable (because it is software 
for critical use). Therefore, the customer demanded that both specifications be finalized by 
their developers.. 

After supplementing, the specifications were re-analyzed by the intelligent subsystem 
for determining the sufficiency of metric information in the SRS – Fig. 3.18, 3.19. 

The level of sufficiency of metric information of specification 1 after re-work was 
100% (the specification has all the necessary indicators for calculating metrics), and the level 
of sufficiency of metric information of specification 2 after re-work was 87.99% with the 
absence of 8 indicators (without considering the number of uses of each indicator) and 10 
indicators (considering the number of uses of each indicator). 

The customer of the software agent for improving the safety of computer systems’ 
software chose specification 1 with the level of sufficiency of metric information 100% for 
further work on the software project. 
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Fig. 3.18. Interface of the intelligent system for determining the sufficiency of metric information 

in the SRS – conclusion about the sufficiency of metric information in SRS1 (after re-work) 

 
Fig. 3.19. Interface of the intelligent system for determining the sufficiency of metric information 

in the SRS – conclusion about the sufficiency of metric information in SRS2 (after re-work) 
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The developed intelligent subsystem for determining the sufficiency of metric 
information in the SRS provided an increase of the sufficiency of information by 50.28% for 
specification 1 and by 12.71% for specification 2. 

 Conclusions   
In Chapter 3, the set-theoretical, base (universal) ontological models of non-functional 

characteristics-components of software quality, as well as ontological models of non-
functional characteristics-components of quality of the concrete software are proposed, 
which are based on ISO 25010:2011 and ISO 25023:2016 and provide the basis for selecting 
a sufficient amount of information for assessing the non-functional characteristics of the 
software. 

A model of activity of ontology-based intelligent agent for assessing the software 
requirements specifications is developed, which is based on comparative analysis of 
ontologies and is a theoretical basis for developing the methods of activity of ontology-based 
intelligent agents. 

For automating the semantic analysis of the natural language specification in order to 
verify the compliance of its non-functional requirements with the needs of the customer, it is 
necessary to formalize it, for example, using ontologies. For such formalization, it was 
proposed to use the developed in Chapter 2 ontology for software requirements 
specifications, the ontology for non-functional characteristics-components of software 
quality, as well as the ontology for metric analysis, which became the basis (known facts) of 
intelligent agents for semantic parsing the natural language specifications for search of 
attributes and/or indicators needed for determining the non-functional characteristics-
components of software quality and software metrics. 

The intelligent agents for semantic parsing of natural language specifications are 
developed, which perform parsing of the specification, determine the number and percentage 
of missing attributes and/or indicators, display which attributes and/or indicators are missing 
for the sub-characteristics of non-functional characteristics and/or metrics, and form a real 
ontology for non-functional characteristics and/or metrics, which can be used by OBIA for 
evaluating the initial stages of the software life cycle for assessing the sufficiency of 
information for determining the non-functional characteristics and metrics. 

In addition, the developed OBIAs for semantic parsing the natural language SRS 
provide: automating and speeding up of the parsing the SRS; indicating the "bottlenecks" 
places (knowledge gaps) of SRS and demonstrating which requirements need re-work for 
providing the further assessment of non-functional characteristics-components of software 
quality; training for SRS developers and requirement engineers (they can see their mistakes 
and gaps in requirements); free online access, at any time, without any registration. A 
limitation of the developed OBIAs is the search for only the attributes defined by ISO 
25023:2016 as necessary to calculate non-functional characteristics-components of software 
quality, as well as indicators defined by industry publications as necessary to calculate 
software complexity and quality metrics. 
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The ontology-based intelligent agents for evaluating the initial stages of the software 
life cycle are realized, which assess the sufficiency of information in the specification of 
requirements for determining all non-functional characteristics-components of software 
quality, as well as to calculate software metrics. Implemented intelligent agents provide a 
conclusion about the sufficiency or insufficiency of information in the specification. In 
addition, they provide numerical assessments of the level of sufficiency of information for 
determining each non-functional characteristic of the software and/or metrics and for 
determining all non-functional characteristics-components of the software quality together. 
Agents also form a list of attributes and indicators that should supplement the specification 
of requirements for improving the sufficiency of its information and visualize gaps in 
knowledge about all non-functional characteristics-components of software quality and 
software metrics. Therefore, the implemented intelligent agents provide automation of the 
analysis of the specifications of the software requirements for the sufficiency of their 
information. Thus, the presented agents allow to partially eliminate a person from the 
processes of information processing and knowledge acquisition. 

All the results of the functioning of the realized ontology-based intelligent agents in 
the complex provide an increase of the level of sufficiency of information in the specification 
of software requirements for determining non-functional characteristics-components of 
software quality and software metrics. In addition, the results of the implementation of the 
realized intelligent agents are aimed at avoiding the loss of essential information and 
minimizing the occurrence of errors in the early stages of the software life cycle. 

The agent-oriented information technology for assessing the sufficiency of 
information at the initial stages of the software life cycle was developed. This AOIT assesses 
and provides the increase (for example, from 58,23% till 86,02% for SRS No. 1, from 81,26% 
till 85,97% for SRS No. 1, from 60,85% till 73,7% for SRS No. 3) of the level of sufficiency 
of requirements information for determining software non-functional characteristics – the 
gain of the level of suffiiciency is from 4,71% to 27,79%.  

In addition to the above, the advantages of the developed AOIT also are: 1) 
automation of the time-consuming, routine and error-prone task of parsing the SRS, and 
almost instantly accomplishment of it; 2) indication where re-work on SRS is needed (the 
user can browse missing attributes and see SRS areas which the extra attention is needed, and 
which requirements need re-work); 3) provision of  training for new SRS developers, systems 
engineers and project managers (using this AOIT helps them see mistakes they might be 
making, and helps them recognize those mistakes in others’ work); 4) help of developing the 
high-quality requirements; 5) help of correct and eliminate of requirements errors where they 
originate – during the early stages of the software project life cycle – before they become 
more expensive to correct; 6) provision of the tool for choosing the more qualitative software 
requirements specification; 7) free online access, at any time, without any registration. 

The economic effect of the use of the developed AOIT is the ability to save software 
projects' budget for processing and correcting (during the life cycle) defects and bugs, which 
are made at the early stages of the life cycle – due to the demonstration of weaknesses in the 
SRS, that need to be finalized or re-worked, at a time when they arise. 
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The limitations of the developed AOIT are: 1) the assessment of the only sufficiency 
of requirements information for determining the non-functional characteristics as the 
sufficiency of the attributes in the SRS; 2) consideration of only non-functional 
characteristics, which are regimented by ISO 25010 standard as the software quality 
characteritics; 3) non-consideration the other SQUARE standards of 25000-series (ISO 
25011, ISO 25012); 4) during parsing the SRS the search of only attributes, which are defined 
by ISO 25023 as necessary for the non-functional characteristics-components of software 
quality. For elimination of these limitations, further efforts of the authors will be directed. 

 
 





Conclusions & Prospective Directions for Further 
Research 

The monograph solves the current scientific and applied problem of developing the 
theoretical and applied principles of intelligent information and analytical technologies for 
improving the software quality by assessing the sufficiency of information at initial stages of 
the life cycle, which provide: conclusion on the sufficiency of quality information in the 
specification requirements; priority of supplementing the specification with the necessary 
information (in case of insufficient information) by forming a request to supplement the 
specification; evaluating and, if it's necessary, increasing the sufficiency of the quality 
information available in the specification; the ability to process quality information in the 
software requirements specifications by software agents (bots), without the participation of 
specialists, which provides the ability to automate such processes, eliminate the subjective 
influence of specialists and the safety of this information in the software company in case of 
specialist's dismissal. 

The following scientific and practical results are obtained in the monograph: 
1. A study of the current state of information technologies' development has shown 

that today the industry is undergoing significant changes due to the growing amount of 
information that needs to be processed and the imperfection of known methods and tools for 
processing large amounts of information. Today, the development of new information 
technologies the software engineering industry requires, especially in terms of software 
quality assurance. Studies of known models, methods and tools have shown that they do not 
solve the problem of assessing the sufficiency of quality information in the software 
requirements specifications. In addition, they all belong to different methodological 
approaches and are not integrated with each other, i.e. there are currently no intelligent 
information-analytical technologies for improving the quality of software by assessing the 
sufficiency of information at the early stages of the life cycle. The actuality of the problem 
of analyzing the sufficiency of information on quality in the specifications of software 
requirements necessitates the development of theoretical and applied principles for assessing 
the sufficiency of information on quality in the specifications of software requirements. 

2. Theoretical bases of using ontologies for assessing the sufficiency of information 
on quality in the software requirements specifications and the criterion of the sufficiency of 
information on quality in the specifications of software requirements are developed, which 
are the basis for developing models of the process of assessing the sufficiency of information 
for determining the software quality based on ISO 25010:2011 and using the results of the 
metric analysis. 

3. Models of the subject area "Software Engineering" (parts "Software Quality", 
"Software Quality. Metric Analysis") based on ontologies and weighted ontologies are 
developed, which provide the ability to display knowledge about the correlation of 
characteristics and sub-characteristics by attributes, metrics by indicators, and also the 
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possibility of modeling the assessment of the sufficiency of quality information in the 
requirements specifications. 

4. Ontological models of the subject area "Software Engineering" (part "Specification 
of software requirements") are developed, which formalize the specification of software 
requirements in terms of the availability of quality information, and therefore are templates 
for developing a specification of software requirements in terms of software quality 
determination. 

5. Models of the process of assessing the sufficiency of information for determining 
the quality of software based on ISO 25010:2011 and using the results of the metric analysis 
are developed, which, using comparative analysis of ontologies, provide a theoretical basis 
for developing methods and tools for assessing the sufficiency of information of 
specifications of software requirements, as well as provide the ability to assess the available 
information on quality in the specifications of requirements for the concrete software, to 
identify the content of insufficient information and to form the sequence of supplementing 
the specification with insufficient information. 

6. Methods for assessing the sufficiency of quality information (according to ISO 
25010:2011 and for metric analysis) in the specifications of software requirements based on 
ontologies are developed, which, based on comparative analysis of ontologies, allow to form 
a conclusion about the sufficiency of quality information in the requirements specification 
for the concrete software and the need to supplement the specification with attributes and (or) 
indicators. 

7. Methods for assessing the sufficiency of quality information (according to ISO 
25010:2011 and for metric analysis) in the specifications of software requirements based on 
weighted ontologies are developed, which, by marking the weights of attributes/indicators in 
base ontologies, make it possible to sort all missing in the specification requirements for 
software attributes and indicators in descending order of values of weights, i.e. to establish 
the priority of their supplementing to the specification of requirements for the software. 

8. The developed methods for assessing the sufficiency of quality information 
(according to ISO 25010 and for metric analysis) in the software requirements specifications 
based on ontologies and weighted ontologies, due to their ability to supplement the 
requirements specification with the necessary information, make it possible to increase the 
sufficiency of quality information in the specification of software requirements, that reduces 
the size of the knowledge gap and the sector with unknown information about the software. 

9. The monograph develops methods for generating and filling templates of ontology 
for determining the quality of the concrete software (based on ISO 25010 and metric 
information), which, leaving in the relevant ontology only attributes or indicators available 
in the specification of requirements for the concrete software, allow automated and easy to 
obtain an ontology for determining the quality of the concrete software according to ISO 
25010 or based on metric information. 

10. Methods of forming a logical conclusion about the sufficiency of information on 
quality (according to ISO 25010 and for metric analysis) in the specifications of software 
requirements are developed, which, based on the proposed production rules of forming a 
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logical conclusion about the sufficiency of information on quality, allow: to form a 
conclusion about sufficiency or insufficiency of quality information in the requirements 
specification; in case of insufficient information, to form conclusions for which sub-
characteristics, characteristics and/or metrics information are insufficient, to form a sorted 
(by weights) list of missing attributes and/or indicators as a recommended priority of 
supplementing attributes and/or indicators in the specification; to assess the sufficiency of 
the amount of available (before and after the supplementing) quality information and to 
determine the gain of the sufficiency of the amount of quality information in the specification 
of requirements for the concrete software (after the supplementing). 

11. In the monograph, the information technology for assessing the sufficiency of 
information on quality in the specifications of software requirements are developed, designed 
to support the assessment of software quality at the early stages of the life cycle. The 
developed information technology can be used for any classes of software for which the 
specification of software requirements is developed. Implemented information technology 
makes it possible to: 1) draw a conclusion about the sufficiency of information on quality in 
the specification of software requirements; 2) establish the priority of supplementing 
attributes and/or indicators in the specification of software requirements (in case of 
insufficient information in the specification) by forming a request to supplement software 
requirements; 3) evaluate and, if it's necessary, increase the sufficiency of the amount of 
quality information available in the specification of requirements; 4) process quality 
information in the software requirements specifications by software agents (bots), without 
the participation of specialists, which provides the ability to automate such processes and 
eliminate the subjective influence of specialists, as well as the safety of this information in 
the software company in case of specialist's dismissal. Thus, the developed information 
technology for assessing the sufficiency of quality information in the software requirements 
specifications is a new-generation information technology, which eliminates the person from 
the processes of processing quality information in the software requirements specification. 

12. The structure and subsystem for assessing the sufficiency of information on 
quality in the requirements specifications based on the comparative analysis of ontologies 
are developed, designed for assessing the results of the stage of formation and formulation 
of requirements. The subsystem provides the user with conclusions about: the sufficiency of 
information on quality in the specification of requirements; the need to supplement the 
specification; the recommended priority of supplementing attributes and/or indicators in the 
specification, as well as a numerical assessment of the sufficiency of the amount of quality 
information available in the specification.  

13. The practical significance of the obtained results is to develop information 
selection technology for the development of the base and weighted base ontologies of the 
subject area "Software Engineering" (parts "Software Quality", "Software Quality. Metric 
Analysis"), the base ontology of the subject area "Software Engineering" (parts 
"Specification of software requirements (quality attributes)", "Specification of software 
requirements (quality indicators)"), which provide a formalization of the subject area of 
software quality and specification of software requirements for access, analysis and 
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understanding of this information not only by man, but also virtual agents (bots); software 
requirements specification templates in terms of quality information (attributes and 
indicators); the possibility of developing a subsystem for assessing the sufficiency of 
information on quality in the specifications of software requirements. Also, the practical 
significance of the results is to develop information technology for assessing the sufficiency 
of quality information in the software requirements specifications, which provides: 
processing of quality information in the software requirements specifications by software 
agents (bots), without the participation of specialists; conclusion on the sufficiency of 
information on quality in the specification of requirements and the priority of supplementing 
the specification of requirements with the necessary information (in case of its insufficiency); 
assessing and increasing the sufficiency of the amount of information available in the 
specification of requirements; selecting a specification from a set of specifications in a 
situation where the cost and duration of software projects are approximately the same. 

14. Studies have confirmed the practical value of the developed information 
technology for assessing the sufficiency of quality information in the software requirements 
specifications, which allowed to increase the sufficiency of quality information in the 
software requirements specification, as well as reduce the gap of knowledge about software 
quality assessment. The use of the developed information technology even after one re-work 
of the specification of requirements made it possible to increase the sufficiency of the amount 
of information on quality (attributes and) in the specification of requirements by 12% for a 
software agent for improving the safety of computer systems' software, as well as increase 
the sufficiency of information on quality (indicators) in the specification of requirements by 
14% for a software agent for improving the safety of computer systems' software.  

15. The monograph offers base (universal) ontological models of non-functional 
characteristics-components of software quality, as well as ontological models of non-
functional characteristics-components of quality of the concrete software, which are based 
on the requirements of ISO 25010:2011 and ISO 25023:2016 and provide a basis for selection 
of sufficient amount of information for assessing the non-functional characteristics of the 
software. A model of activity of ontology-based intelligent agent for assessing the software 
requirements specifications is developed, which is based on comparative analysis of 
ontologies and is a theoretical basis for developing the methods of activity of the ontology-
based intelligent agents. 

16. Intelligent agents for semantic parsing the natural language specifications are 
developed, which perform parsing of the specification, determining the number and 
percentage of missing attributes and/or indicators, displaying which attributes and/or 
indicators are missing for a sub-characteristic of non-functional characteristics and/or 
metrics, and also form a real ontology for non-functional characteristics and/or metrics, 
which can be used by OBIA for evaluating the initial stages of the software life cycle for 
assessing the sufficiency of information for determining the non-functional characteristics 
and metrics. 

17. The ontology-based intelligent agents for evaluating the initial stages of the 
software life cycle are developed, which assess the sufficiency of information in the 
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specification of requirements for determining all non-functional characteristics-components 
of software quality, as well as for calculating the software metrics. The realized intelligent 
agents provide a conclusion about the sufficiency or insufficiency of information in the 
specification. In addition, they provide a numerical assessment of the level of sufficiency of 
information for determining each non-functional characteristic of the software and/or metrics 
and for determining all non-functional characteristics-components of the quality of software 
and/or metrics together. Agents also form a list of attributes and indicators that should 
supplement the specification of requirements for improving the sufficiency of its information, 
and visualize gaps in knowledge about all non-functional characteristics-components of 
software quality and software metrics. Therefore, the realized intelligent agents provide 
automation of the analysis of the specifications of the software requirements for the 
sufficiency of their information. Thus, the presented agents allow to partially eliminate a 
person from the processes of information processing and knowledge acquisition. 

18. The agent-oriented information technology for assessing the sufficiency of 
information at the initial stages of the software life cycle was developed. This AOIT assesses 
and provides the increase (for example, from 58,23% till 86,02% for SRS No. 1, from 81,26% 
till 85,97% for SRS No. 1, from 60,85% till 73,7% for SRS No. 3) of the level of sufficiency 
of requirements information for determining software non-functional characteristics – the 
gain of the level of sufficiency is from 4,71% to 27,79%. In addition to the above, the 
advantages of the developed AOIT also are: 1) automation of the time-consuming, routine 
and error-prone task of parsing the SRS, and almost instantly accomplishment of it; 2) 
indication where re-work on SRS is needed (the user can browse missing attributes and see 
SRS areas which the extra attention is needed, and which requirements need re-work); 3) 
provision of  training for new SRS developers, systems engineers and project managers 
(using this AOIT helps them see mistakes they might be making, and helps them recognize 
those mistakes in others’ work); 4) help of developing the high-quality requirements; 5) help 
of correct and eliminate of requirements errors where they originate – during the early stages 
of the software project life cycle – before they become more expensive to correct; 6) 
provision of the tool for choosing the more qualitative software requirements specification; 
7) free online access, at any time, without any registration. The economic effect of the use of 
the developed AOIT is the ability to save software projects' budget for processing and 
correcting (during the life cycle) defects and bugs, which are made at the early stages of the 
life cycle – due to the demonstration of weaknesses in the SRS, that need to be finalized or 
re-worked, at a time when they arise. 

The problem of software quality assurance today remains one of the main problems 
of software engineering. Early stages of the software life cycle, in particular the requirements 
formulation stage, are the least formalized and the most costly, as the costs of correcting 
incorrect specification requirements identified after product release are hundreds of times 
higher than the costs of correcting specification deficiencies identified during the 
requirements formulation process. The risks of an insufficiently worked out stage of 
formulating requirements are non-compliance with project deadlines and financial 
overspending, which can lead to the closure of the project or even the collapse of the software 
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company due to its financial instability. 
One of the reasons for the low success of software systems is the lack of attention paid 

to information of the subject area at different stages of the life cycle, its sufficiency, veracity, 
accuracy. Information of the subject area can come at different stages of the life cycle – both 
at the initial stages and at the stages of implementation and operation. Some information of 
the subject area is analyzed meticulously, but some information of the subject area is not 
analyzed at all. Developers often neglect subject area information with a low probability, and 
sometimes they neglect it without even estimating its probability. Such neglect of subject 
area information at all stages of the life cycle is one of the critical factors in software system 
development. 

The development of software systems requires taking into account the information of 
the subject area at all stages of its design and development in order to increase its reliability, 
functional safety, survivability, resiliency and dependability. Therefore, verification of taking 
into account the information of the subject area in the process of software development is an 
important and actual task. For solving this task, it's necessary to develop an intelligent agent, 
which will verify the consideration of information of the subject area in the process of 
software development. 

In the monograph, the authors developed a method of activity of ontology-based 
intelligent agent for evaluating the initial stages of the software life cycle. This method is 
based on a comparison of ideal and real ontologies, which contain information on quality in 
the specification of software requirements, and the ideal ontology contains all the necessary 
information on quality and the real ontology contains available information on quality. 
Therefore, a comparison of these two ontologies will make it possible to see the losses of 
information (and knowledge gaps) on quality in the specification of software requirements, 
as well as to estimate their amount.  

This approach can be used to describe the activity of the intelligent agent for verifying 
the consideration of the subject area's information in the entire life cycle of software systems. 

Regardless of the chosen model of the life cycle, at each stage of the software life 
cycle, a certain document is formed (plan, specification of software requirements, design 
(architecture) of the software system, source code, product, etc.), which must have a certain 
(usually defined by the relevant standard) information. 

Then, given what information should be available in the relevant document, it is 
necessary to develop ideal ontologies – for each document. At the same time, the main 
attention should be paid to the information of the subject area, which can and should be taken 
into account in the relevant document at the appropriate stage of the software life cycle. 

In the process of working on a real software system, developers will form such real 
documents, then on their basis, it is necessary to form real ontologies – for each document.  

After that, it is necessary to compare the real ontologies developed by each 
corresponding real document (a stage of the software life cycle), with the corresponding ideal 
ontologies developed earlier. A comparison of the two relevant ontologies for each document 
will provide a set of information elements that are missing in the relevant documents, which 
will allow identifying the losses of information of the subject area in this document, as well 
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as assessing their amount. For assessing the amount of information loss, the proposed in the 
monograph formulas for numerical assessment of the level of sufficiency of available 
information can be used – with adaptation to the relevant document and the information 
available in it. 

 
Fig. C.1. Concept of activity of intelligent agent of verification of considering the subject area’s 

information in the process of software systems’ development [155] 
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Concept of activity of intelligent agent of verification of considering the subject area’s 
information in the process of software systems’ development is presented in Fig. C.1 [155]. 

Such an intelligent agent, after processing the sets of missing (at each life cycle stage) 
information elements using certain production rules, will make conclusions about the 
sufficiency/insufficiency of information at each stage of the life cycle, the level of 
considering the subject area's information at each stage of the life cycle, and will provide the 
visual recommendations for what information should be consider for increasing its 
sufficiency at each stage of the software systems' development life cycle. 

Therefore, the prospective directions of further research of authors are: development 
of base ontologies for all documents at each stage of the software systems' life cycle – on the 
basis of relevant standards, guidelines, etc.; modeling and developing the method of activity 
of the intelligent agent of verification of considering the subject area’s information in the 
process of software systems’ development; realization of the intelligent agent of verification 
of considering the subject area’s information in the process of software systems’ 
development. 

Approach to the analysis of software requirements specification on its structure 
correctness (according to ISO/IEC/IEEE  29148:2018). Given the structure of the 
specification of the software requirements in accordance with ISO 29148:2018, let's represent 
the specification in the following formalized form: 

SRS=<S_1,…,S_19>, 
where S_1 – section “Purpose” of the software requirements specification, S_2 – section 
“Scope”, S_3 – section “Product perspective”, S_4 – section “Product functions”, S_5 – 
section “User chararcteristics”, S_6 – section “Limitations”, S_7 – section “Assumptions and 
dependencies”, S_8 – section “Apportioning of requirements”, S_9 – section “Specific 
requirements”, S_10 – section “External interfaces”, S_11 – section “Functions”, S_12 – 
section “Usability requirements”, S_13 – section “Performance requirements”, S_14 – 
section “Logical database requirements”, S_15 – section “Design constraints”, S_16 – section 
“Standards compliance”, S_17 – section “Software system attributes”, S_18 – section 
“Verification”, S_19 – section “Supporting information” of the software requirements 
specification.  

Sections of specification of the requirements for the software consist of a set of items 
(by ISO 29148) and have the following set-theoretical form: 

S_1 = {ps}, 

S_2 = {isp, spd, spb, spo, spg, cssh}, 

S_3 = {srrp, sosi, soui, sohi, soswi, soci, som, soo, sosar}, 

S_4 = {mf}, 

S_5 = {gcigu, gciu}, 

S_6 = {rp, hwl, ioa, plo, af, cf, holr, shp, quar, ca, ssc, pmc}, 
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S_7 = {far}, 

S_8 = {asrse, crtf, crte, rduf}, 

S_9 = {rlds, iss, oss, fss}, 

S_10 = {ni, dp, sido, vrat, um, tg, roio, sfo, wfo, df, cmf, emsg}, 

S_11 = {faapi, fapgo, vci, eso, ras, ep, rsoi}, 

S_12 = {ubr, mec, mefc, msc}, 

S_13 = {snr, dnr, nts, nssu, athi, nota, not, adnw, adpw, prq}, 

S_14 = {tiuvf, fqu, asc, der, ics, drr}, 

S_15 = {ces, crr, cpl}, 

S_16 = {rf, dn, ap, at}, 

S_17 = {rb, avb, scr, cct, slhd, fdm, csa, dicv, dp, 

mb, pb, pehdc, pchd, uppl, upcls, upos}, 

S_18 = {va, mqs}, 

S_19 = {siof, dcas, rus, sbi, dpss, spi}, 

where ps – purpose of software; isp – the software product's identifying, spd – what software 
product will provide, spb – benefit of the software product, spo – objectives of the software 
product, spg – goals of the software product, cssh – consistency with the same statements in 
high-level specifications; srrp – software system's relationship to other related products, sosi 
– software operation within the system interfaces, soui – software operation within the user 
interfaces, sohi – software operation within the hardware interfaces, soswi – software 
operation within the software interfaces, soci – software operation within the 
communications interfacse, som – software operation within the memory, soo – software 
operation within the operations, sosar – software operation within the site adaprion 
requirements; mf – major future functions of the software; gcigu – general characteristics of 
the software product's groups of users, gciu – general characteristics which influence 
usability; rp – regulatory policies, hwl – limitations of hardware, ioa – interfaces to other 
applications, plo – parallel operation, af – audit functions, cf – control functions, holr – 
requirements of higher-order language, shp – protocols of signal handshake, quar – quality 
requirements, ca –criticality of the application, ssc – considerations of safety and security, 
pmc – physical/mental considerations; far – factors which influence the requirements; asrse 
– distribution the requirements to elements of software, crtf – cross-reference table by 
function, crte – cross-reference table by element, rduf – requirements that can be transferred 
in software's future versions; rlds – requirements to a detail sufficient level, iss – inputs into 
the software system, oss – outputs from the software system, fss – functions of the software 
system in response to the input or in support of the output; ni – item's name, dp – purpose's 
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description, sido – input's source or output's destination, vrat – valid range, accuracy, and/or 
tolerance, um – measuring units, tg – timing, roio – relationships to other inputs/outputs, sfo 
– formats/organization of screen, wfo – formats/organization of window, df – formats of data, 
cmf – formats of command, emsg – endmessages; faapi – basic actions that must take place 
in the software when receiving and processing inputs, fapgo – basic actions that must occur 
in the software when processing and generating outputs, vci – checks of validity on the inputs, 
eso – exact sequence of operations, ras – responses to abnormal situations, ep – parameters' 
effect, rsoi – relationship of inputs and outputs; ubr – usability requirements, mec – 
measurable criteria of effectiveness in specific use contexts, mefc – measurable criteria of 
efficiency in specific use contexts, msc – measurable criteria of satisfaction in specific use 
contexts; snr – static numerical requirements, dnr – dynamic numerical requirements, nts – 
number of supported terminals, nssu – number of supported simultaneous users, athi – 
amount and type of handled information, nota – numbers of transactions, not – number of 
tasks, adnw – amount of the processed data within certain time periods for normal workload 
conditions, adpw – amount of the processed data within certain time periods for peak 
workload conditions, prq – requirements of performance; tiuvf – types of used information, 
fqu – frequency of use, asc – accessing the capabilities, der – entities of data and their 
relationships, ics – constraints of integrity, drr – requirements of data retention; ces – the 
software system design's constraints which are imposed by external standards, crr – the 
software system design's constraints which are imposed by requlatory requirements, cpl – the 
software system design's constraints which are imposed by project limitations; rf – report 
format, dn – data naming, ap – accounting procedures, at – audit tracing; rb – reliability, avb 
– availability, scr – security, cct – certain techniques of cryptographic, slhd – data sets of 
specific log or history, fdm – certain functions to different modules, csa – communications 
between some areas of the software product, dicv – integrity of data for critical variables, dp 
– privacy of data,  mb – maintainability, pb – portability, pehdc – the percentage of elements 
with host-dependent code, pchd – the percentage of host-dependent code, uppl – portable 
language use, upcls – particular compiler or language subset use, upos – operating system 
use; va – approaches for verification, mqs – methods for qualifying the software; siof – 
sample input/output formats, dcas – cost analysis studies' descriptions, rus – user surveys' 
results, sbi – supporting or background information that can help the readers of the SRS, dpss 
– description of the problems which will be solved by the software, spi – special packaging 
instructions for the code and the media for security, export, initial loading. 

The above equations represent all the necessary items of the software requirements 
specification in terms of ISO/IEC/IEEE 29148:2018, structured by the sections of the 
specification. Therefore, for the structure of the specification of requirements to be 
recognized as correct, it is necessary that the specification contains all the listed items. For 
acceleration and automation of such a procedure of check for all items availability, it is 
proposed to develop an ideal ontology based on the above equations, as well as to develop a 
real ontology based on each analyzed specification. Next, a comparison of the two ontologies 
(ideal and real) will result in missing items of specification being set. If such missing items 
are available, then the structure of specification is incorrect and re-work of the specification 
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is proposed. If there are no such missing items, then the structure of specification is correct 
and further work is proposed.   

Approach to the analysis of software requirements specification on its structure 
correctness (according to ISO/IEC/IEEE 29148:2018) is represented in Fig. C.2. 

 
Fig. C.2. Approach to the analysis of software requirements specification on its structure 

correctness (according to ISO/IEC/IEEE 29148:2018) [156] 

The use of ontologies in this approach to the analysis of software requirements 
specification on its structure correctness (according to ISO/IEC/IEEE 29148:2018) provides 
the automation of such analysis. 

The proposed set-theoretical models of software requirements specification's sections 
(according to ISO/IEC/IEEE 29148:2018), as well as the approach to the determination of 
structure correctness (by ISO/IEC/IEEE 29148:2018) of specification of requirements for the 
software, have provided the ability of quick and automated checking the correctness of the 
structure of software requirements specification, considering the availability of 
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specification's items. Such checking gives the automated decision about the 
correctness/incorrectness of the structure of specification, about the possibility/impossibility 
of continuation of work on the project according to such specification, about the 
need/uselessness of re-work of the specification. 

The prospective research of authors will be devoted to the development of the ideal 
ontology on the basis of the developed set-theoretical models of specification's sections; to 
the development of a method of activity and to the realization of the ontology-based 
intelligent agent, which will work on the basis of the developed approach and will perform 
automatic verification of the correctness of structure of the specification (by ISO/IEC/IEEE 
29148:2018). 
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